CAM NANG DANH CHO CONG DONG 
BLOGGER VA NGI/CTI BAT DONG CHINH 

KIEN TREN MANG 

TAP HOP THANH NIEN DAN CHU chuyen ngu' 

PHONG VIEN KHONG BIEN GIOI 

REPORTERS SANS FRONTIERES 




SEPTEMBRE 2005 




www-rsf-org 



LQI GIQI THIEU 



Xuat ban vao thang 9 nam 2005 va tai phat hanh thang 3 nam 2008, cuon "Cam 
nang danh cho blogger va ngi/di bat dong chfnh kien tren mang" do to chiTc Phong 
Vien Khong Bien Gi6i (Reporters Sans Frontieres, Reporters Without Borders) soan 
thao, da gay khong ft si/ chu y cua nhiJng ngi/di quan tam den blog (hay con gpi la 
nhat ky tren mang). 

Ngoai viec gidi thieu nhiJng ky thuat ho trd cac nha bat dong chfnh kien tren mang 
tai cac n\J6c khong c6 nen dan chu that si/ nhu': vu'dt tu'dng li/a, xoa dau vet truy 
cap tren mang, v. v. cuon cam nang con du'a ra nhiJng Idi khuyen can thiet cho cac 
blogger - si/ gia cua quyen ti/ do ngon luan - nhu': each lap va cap nhat blog, each 
Viet blog an danh, chuan mi/c, va bon phan cua ngu'di truyen tai thong tin. 

La mot tai lieu tham khao hi/u fch cho tat ca nhi/ng ngu'di si/ dung Internet hoac 
quan tam den van de si/ dung blog, cuon cam nang can du'dc pho bien rpng rai d 
Viet Nam. Bdi d day, khong nhi/ng ti/ do ngon luan, bao chf van con xa vdi doi v6i 
ngu'di dan, ma hdn ni/a, mot vai nam trd lai day, hien tu'dng gidi tre Viet Nam tlm 
doc, trfch dan nhi/ng thong tin tren cac blog noi tieng roi cung thao luan dang Ian 
rpng. 

Ou'dc SI/ chap thuan cua c6 Clothilde Le Coz, ngu'di di/ng dau Van phong Co vu Ti/ 
do Internet, thupc to chi/c Phong Vien Khong Bien Gi6i, Tap Hdp Thanh Nien Dan 
Chu* (www.thtndc.org) da chuyen ngi/ toan bp cuon cam nang nay sang tieng Viet 
v6i mong muon cung cap cho ngu'di si/ dung Internet tai Viet Nam cac kien thi/c cd 
ban cung nhu' cac ky thuat toi thieu khi bu'dc chan vao cpng dong blogger, ndi c6 
nhieu dieu thu vi dang chd don ban neu biet si/ dung tot no. 

Hau Phu^ Tri/dng ban Dich thuat 
Tap Hdp Thanh Nien Dan Chu 



^^I^NH IVl^^ 




f^3H 



* Tap Hdp Thanh Nien Dan Chu (THTNDC) la mot to chi/c 
chfnh tri cua thanh nien Viet Nam, du'dc thanh lap ngay 8 
thang 5, 2006, theo dieu 3 va 69 trong ban Hien Phap 
hien hanh cua nu'dc Cong hoa Xa hpi Chu nghTa Viet Nam. 
THTNDC, thong qua cac hoat dong on hoa, bat bao dong, 
hu'dng den thuc day dang va nha nu'dc lam dung muc tieu 
xa hpi cong bang, dan chu, van minh. Mpi chi tiet lien 
quan den THTNDC du'dc tlm thay tai trang web 
www.thtndc.org. Oe trao doi v6i Ban Dai Dien, mdi ban 
lien lac tai hom thu' thtndc@gmail.com. 
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BLOGGER, 

SUr GIA CUA 

QUYEN TLT do NGON LUAN 

Julien Pain 

Hau Phu chuyen ngiJ 




log khien cho con ngi/di ta bj kich dong. Hoac la no khien cho 
ngi/di ta bj xao tron, roi lo lang. Mot so ngi/di khong tin vao blog. 
Mot so khac xenri blog nh\J la doan quan tien phong trong cuoc 
each nriang thong tin ni6i. Mot dieu chac chan: blog dang lam rung chuyen 
nen tang cua truyen thong 6 cac n\J6c khac nhau nhi/ My, Trung Quoc va 
Iran. 

Con qua s6nn de that si/ biet suy nghT nhu' the nao ve blog. Chung ta da doc 
bao, xem TV va nghe radio may thap nien nay va chung ta da hoc each phan 
biet the nao la tin tiTc, the nao la xa luan, phan biet mot td bao ''s6 thich cua 
con ngu'di'' v6i mot td bao nghiem tuc, va chu'dng trinh giai tri v6i phong si/. 

Chung ta khong c6 nhiJng cay ang-ten tu'dng ti/ de biet phan biet blog. 
NhiJng trang ''nhat ky'' mang nay con da dang hdn truyen thong chinh thong 
va that la kho khan de biet trang nao la tin ti/c thdi si/, trang nao la dien dan 
ca nhan, trang nao c6 cuoc dieu tra nghiem tuc hay chi dang bang chi/ng 
khong c6 gia tn. That la kho khan de tach gao ra khoi trau. 

Mot so blogger se dan dan ti/ hlnh thanh tieu chuan dao di/c, trcJ nen dang 
tin cay hdn va dat du'dc niem tin cua quan chung. Nhu'ng mang \\J6'\ Internet 
van con nhieu thong tin khong the tin du'dc va con nhieu ngu'di lang ma, si 
nhuc nhau. Blog giup moi ngu'di, bat ke trinh do hoc van hay ky nang cao 
the nao, c6 cd hoi ti/ dang tai. Dieu do c6 nghTa la so lu'dng blog nham chan 
hoac ghe t6m se xuat hien nhanh tu'dng ti/ nhu' so blog chat lu'dng cao va 
thu vi. 
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Tuy nhien, viet blog la mot cong cu hiJu hieu nham thi/c hien quyen t\J do 
bay to va no da khien cho hang trieu ngi/di blnh thi/dng hang hai thanri gia. 
NhiJng ngi/di ma tr\J6c day chi la ''khach hang'' cua thong tin nay da trd 
thanh nhiJng ngi/di tham gia nhiet tlnh trong mot phong trao lam bao m6i - 
cai ma ngi/di tien phong lam blog d My, anh Dan Gillmor, goi la ''nghe lam 
bao blnh dan ... do dan, vl dan'' (xem chL/dng noi ve ''Blogger can c6 dao diJc 
g]?"). 

Ngi/di Viet blog thi/dng la nhffng nha bao that si/ duy nhat d nhiJng quoc gia 
ma truyen thong chinh thong bj kiem duyet hoac chju ap li/c. Chi c6 ho m6i 
cung cap thong tin doc lap trong khi phai doi dien v6i nguy cd lam chinh 
quyen khong hai long, va nhieu khi bj bo tu. Co nhieu blogger bj san duoi va 
tong giam. Mot trong nhiJng ngi/di gop slTc cho cam nang nay, anh Arash 
Sigarchi, bj tuyen an 14 nam tu vl toi dang tai nhieu tin tren mang chi trich 
chinh quyen Iran. Cau chuyen cua anh ay minh hoa each nhln cua nhieu 
blogger khi ho xem cong viec cua mlnh la nghia vu va la dieu can thiet, chiJ 
khong chi la mot sd thich. Ho cam thay mlnh la mat va tai cua hang ngan 
ngu'di dung Internet khac. 

Blogger can phai giau ten khi ho du'a ra thong tin gay nguy hai den si/ an 
toan cua chinh mlnh. An ninh mang dang theo doi va da tr6 thanh chuyen 
gia tlm kiem nhiJng ngu'di ''gay roi". Quyen cam nang nay du'a ra \d'\ khuyen 
giup ngu'di dang tai thong tin ma khong de 16 danh tanh C'Lam the nao de 
Viet blog giau ten", viet b6i Ethan Zuckerman). Tot nhat la nen c6 ky nang 
can thiet de an danh tren mang, nhu'ng neu lam theo vai quy tac ddn gian 
cung CO the dat du'dc ket qua. Ldi khuyen nay dT nhien khong phai danh cho 
nhffng ai (khung bo, lam an bat lu'dng hoac au dam) dung Internet de pham 
toi. Cam nang nay chi ddn thuan giup 6d blogger gap phai si/ chong doi vl 
nhiJng gl ho viet de thi/c hien quyen ti/ do ngon luan cua mlnh. 

Tuy nhien, van de chinh doi v6i mot blogger, ngay ca khi doi dien v6i mot 
chinh quyen dan ap, khong phai la si/ an toan. Van de la lam sao de cho blog 
du'dc biet den, tlm du'dc doc gia. Viet mot trang blog ma khong c6 ai doc se 
khong lam quyen li/c lo sd, nhu'ng lam vay thl du'dc gl? Cam nang nay du'a ra 
cac ky thuat giup blog du'dc tlm thay b6i cac bo may tlm kiem^ (bai viet cua 



May truy tim hay may tim kiem (tieng Anh: search engine), hay con d\Jdc gpi v6i nghTa 
rpng hdn la cong cu tim kiem {search tool), nguyen thuy la mot phan mem nham tim ra 
cac trang tren mang Internet c6 npi dung theo yeu cau ngu'di dung di/a vao cac thong tin 
ma Chung c6. 
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Olivier Andrieu), va chi each ''lam bao'' giup blog 6Mc noi bat C'Cai g] giup 
danh bong trang blog'' cua Mark Glaser). 

Mot so blogger gap phai van de sang loc thong tin. Hau het cac che do doc 
tai bay g\d deu c6 bien phap ky thuat de kiem duyet Internet. Tai Cuba va 
Viet Nam, ban se khong the vao cac trang web chi trich chinh quyen hoac to 
cao tham nhung hoac noi ve van de nhan quyen. Noi dung du'dc cho la ''bat 
hdp phap'' va "pha hoai" ti/ dong bj ngan chan bdi bo loc. Nhu'ng cac blogger 
can du'dc t\J do vao tat ca cac trang mang va the gi6i blog neu khong thl noi 
dung blog cua ho se tr6 nen khong thich hdp niJa. 

Phan hai cua cam nang noi ve cac each tranh bj sang loc ("Tim each danh 
Ilia" cua Nart Villeneuve). V6i mot chut khon ngoan, nhan nai va dac biet la 
bang each chon dung do nghe, blogger nao cung c6 the vu'dt qua kiem 
duyet. 

Cam nang c6 cac thong tin ky thuat va chi dan de tao ra mot trang blog tot. 
Tuy vay, cung kho bao dam thanh cong cua blog. De du'dc noi bat trong dam 
dong, ban phai sang tao va dang tai tin tiJc va ban Juan nhiJng g] truyen 
thong chinh thong khong noi t6i. O mot so quoc gia, noi lo chinh cua blogger 
la lam sao tranh ngoi tu. 6 mot so quoc gia khac, blogger c6 gang xay di/ng 
SI/ tin nhiem de trcJ thanh nguon tin dang tin cay. Khong phai blogger nao 
cung doi dien cac van de giong nhau, nhu'ng tat ca blogger, bang each nay 
hay each khac, dang tien phong trong cuoc chien danh quyen t\J do ngon 
luan. 



Julian Pain la ngi/di phu trach Tit do Internet tai to chCtc Phong Vien 

Khong Bien Gidi 
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BLOG LA GI? 

Pointblog.com 

Pham Hoa chuyen ngiJ 



Blog (hay con 6itdc goi ^^weblog^^) la mot trang web ca nhan: 



► chiJa di/ng da so cac tin tiJc (nhiJng bai ''post'')- 

► thL/dng xuyen di/dc cap nhat. 

► CO hlnh thiJc la mot quyen nhat ky dien t(i (bai viet nn6i nhat di/dc dang 
len dau trang cua blog), nhiJng bai viet nay c6 the di/dc phan chia vao tCrng 
trang muc {categories) khac nhau. 

► CO the dL/dc xay di/ng len bang cac tien ich dac biet c6 sin. 

► thL/dng di/dc tao ra b6i mot ngi/di, c6 luc an danh. 

Cac bai viet (posts) tren blog: 



► da so la nhiJng bai viet (bao gom ca cac 6\Jdng dan lien ket t6i cac trang 
ngoai), ngoai ra trong bai viet cung di/dc kem theo hlnh anh va doi khi la 
nhiJng am thanh hay doan phim. 

► CO the dL/dc ngi/di khac blnh luan, phe blnh, hoac chi trich (goi la 
comment). 

► dL/dc \\Ju triJ lai tren trang blog do va c6 the luon di/dc tlm thay ma khong 
CO gi6i han thdi gian. 
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Vi vay trang blog rat gidng nhu* mot trang "web ca nhan", nhUng 
blog: 



► de sCra doi va de duy tri hdn, nen sinh dong hdn va di/dc cap nhat thi/dng 
xuyen hdn. 

► khyen khich ban c6 mot phong each rieng, c6i nn6 hdn va quan diem thang 
than hdn. 

► giup ban tranh luan v6i khach vieng tham va cac blogger khac. 

► dat ra cung mot tieu chuan khung toan cau cho moi blogs, bao gom cac 
each thiJc tL/dng ti/ nhau (trang blog nao cung deu di/dc chia ra thanh hai 
hay ba cot {column), nhan va dang lai comments tren blog va dung dong tin 
RSS {Really Simple Syndication). 
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NGON NGU' CUA BLOG 



Pointblog.com 

Pham Hoa chuyen ngiJ 



BLOG 

Viet tat cua weblog. La mot trang 
web CO chiJa di/ng nhiJng bai viet, 
lien ket ngoai {links) hay hlnh anh 
dL/dc cap nhat thi/dng xuyen, 
thL/dng la cua mot ngi/di, di/a tren 
quan diem ca nhan. 

(TO) BLOG 

Su' dung blog hay la dang bai len 
blog. 

BLOGGER 

Ngu'di dung blog 

BLOGOSPHERE 

Tat ca cac blogs noi chung, hoac 
cong dong blog. 

BLOGROLL 

Danh sach cac lien ket ngoai (links) 
tren blog, thu'dng la links den cac 
trang blog khac va thu'dng d dang 
mjpt cot tren trang nha. Thu'dng 
dan t6i mot ''cong dong con'' cua 
cac blogger ban be. 

BLOGWARE 

Phan mem dung de chay blog. 



COMMENT SPAM 

Giong nhu' thu' rac trong e-mail. 
NhiJng ro-bo "spambots" nhan tin 
gia de quang cao du'di dang 
comment gdWen blog. Trong 
tru'dng hdp nghiem trong no doi hoi 
ngu'di dung va he thong blog phai 
ngan chan hoac cam nhffng dja chi 
mang do trong phan comment. 

CONTENT SYNDICATION 

Tac gia cua mot trang web hoac 
ngu'di dieu hanh cho phep tat ca 
hoac mot phan noi dung cua trang 
web do du'dc dang lai d cac trang 
web khac. 

MOBLOG 

Cach Viet tat cua "mobile blog". 
Ban CO the chinh sCra blog tii xa, 
Chang han tii dien thoai di dong 
cua mlnh hoac tii thiet bj ho trd ky 
thuat so (digital assistant). 

PERMALINK 

Viet tat cua ^^permanent link". Dja 
chi mang cua moi bai viet tren 
blog. Mot each hay de danh dau dja 
chi cua bai viet mot each vTnh vien, 
ngay ca sau khi chung du'dc lu'u 
trff. 
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PHOTOBLOG 

Blog gan nh\J danh rieng cho album 
anh, dL/dc cap nhat thi/dng xuyen 
va theo thiJ t\J thdi gian. 

PODCASTING 

Viet tat cua ''iPod" va ''broad- 
casting". Dang tai am thanh va 
phim anh len blog va dong tin RSS, 
danh cho may ky thuat so. 

POST 

Mot bai Viet tren blog. Co the la 
mot mau tin nhan hay thong tin, 
hay chi la mot tam anh hoac 6\Jdng 
link. ThL/dng mot bai ngan, bao 
gom 6\Jdng link, tren do khach 
vieng tham c6 the de lai \d'\ blnh. 

RSS (REALLY SIMPLE 
SYNDICATION) 

Day la mot each de xCr ly cac bai 
Viet m6i nhat dang tren mot trang 
web, dac biet thich hdp cho blog vl 
no thong bao ngi/di dung khi blog 
ho thich nhat du'dc cap nhat. No 
cung CO the ''truyen tin'' bang each 
cho phep trang web khac (mot 
each ddn gian va ti/ dong) lap lai 
tat ca hay chi mot phan noi dung 
cua trang. Lan rong nhanh, dac 
biet la tii cac trang tin tiJc. 

RSS AGGREGATOR 

Phan mem hoac djch vu tren mang 
tao dieu kien cho ngu'di dung blog 
CO the dung de doc dong tin {RSS 



feed), dac biet la nhiJng bai viet 
m6i nhat tren blog du'dc ngu'di 
dung nay u'a thich. RSS aggregator 
con du'dc goi la reader hay 
feedreaden 

RSS FEED 

Dong tin truyen di bang cong nghe 
RSS chiJa noi dung cua bai viet m6i 
nhat. No du'dc doc bang RSS 
aggregator/reader va 6\Ja noi dung 
len mot Ian khi blog du'dc cap nhat. 

TRACKBACK 

Hlnh thiJc ma cac trang web giiJ 
lien lac v6i nhau mot each ti/ dong 
thong qua viee bao dong cho nhau 
khi CO mot bai viet dang tren mot 
blog noi den mot bai khac du'dc 
dang tru'dc do. 

WEB DIARY 

Nhat ky mang, dong nghla v6i 
blog. 

WIKI 

Tu' tieng Hawaii wikiwiki, c6 nghla 
"nhanh''. La mot trang web^co the 
du'dc cap nhat mot each de dang 
va "nhanh ch6ng b6i bat clT ngu'di 
khach nao. Tii nay cung c6 nghla 
cac cong cu du'dc dung de tao ra 
mot wiki khac (may wiki). Blog va 
wiki tuy c6 vai diem tu'dng dong, 
nhu'ng rat khac nhau. 
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CACH CHpN LITA CONG CU HIEU 
QUA NHAT 

Cyrill Fievet va Marc-Olivier Peyer, pointblog.com 
Hoang Thao & Quoc IMinh chuyen ngiJ 




log phai cam dn si/ phat trien cua cac cong cu xuat ban nang dong 
da ddn gian hoa viec cap nhat web. 

Cong cu s(i dung cho blog can c6 mot giao dien de hieu (de dang truy nhap 
thong qua cac trinh duyet web nhu' Internet Explorer, Firefox) va quan ly noi 
dung linh dong, vi du nhu' chiJc nang lu'u triJ va tlm kiem. 

Mot blog CO 2 dja chi Internet khong thay doi sau khi da du'dc tao ra: 

► Dja chi truy cap cong cong 

► Dja chi quan ly ca nhan du'dc bao mat bang mat ma cua chu blog. 

Ban CO the tao mot blog bang each hoac gia nhap mot cong dong blog (vi du 
Yahoo 360°, Google Blog) hoac sCr dung mot cong cu blog tren may chu cua 
ban. 

Cong dong blog 

(Xem chu'dng ''Cach lap va cap nhat blog'') 

Cai dat blog thong qua mot cong dong blog da c6 sin thu'dng chi mat vai 
phut. Ban chon cho mlnh ten truy cap va mat ma, sau do chi can vai click 
chuot la ban da tao cho mlnh mot blog sin sang di vao hoat dong. Mot so 
cong dong blog thl tinh phi, mot so khac thl khong. 

Neu ban thiet lap blog chi de 'View only'' (chi de xem), each nay la tot nhat. 
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Cach lam nay khong ton nhieu (khoang vai dong Euro mot thang), ddn gian 
va nhanh, va ban di/dc hi/dng Idi do bloggers s(i dung cong dong blog nay 
tao ra hoac tii nhiJng blogger di/dc nhieu ngu'di biet den. 

Cach lam nay c6 vai diem yeu la bj gi6i han ve bo cue va khong c6 cac tinh 
nang phiJc tap, cac quang cao di kem xuat hien tren blog cua ban, hoac rui 
ro khi cong dong blog do bj dong lai. 

Su* dung cong cu blog 

Cac cong cu nay la nhiJng chu'dng trinh du'dc cai dat tren mot may chu 
(server), s(i dung tap lenh (script) de chay blog t\J dong va mot cd s6 diJ lieu 
de lu'u lai cac bai post len. Khi blog du'dc cai dat xong, no se van hanh thong 
qua cac trinh duyet thong dung. Ban khong can cac ky nang dac biet nhu' 
biet slT dung HTML, nhu'ng viec cai dat va djnh dang no doi luc phai tinh te 
mot chut (thiet lap cac yeu to cho viec truy cap, tao cd sd du' lieu va sap xep 
taiFTP). 

Giai phap nay thich hdp cho nhiJng ngu'di da ranh v6i blog. Thuan Idi cua no 
la blog ban tao ra hoan toan thuoc quyen sd hiJu cua ban va ban c6 quyen 
thay doi, djnh dang cho phu hdp v6i sd thich cua ban. Nhu'ng each nay doi 
hoi phai thao ky thuat, blog cung de bj ''beu ra'' ( qua spam comments) va 
ban phai ti/ lu'u triJ noi dung blog. 

Lam the nao de li/a chon cong dong blog? 

Viec chuyen tii mot cong^dong blog nay sang mot cong dong blog khac 
khong phai luc nao cung de dang. Do do, chon cong dong blog nao phu hdp 
cho ban la viec quan trong can phai lam dau tien. 

Tru'dc khi chon, chung ta can xem xet nhiJng yeu to sau: 

Tham khao cac blog khac tren cong dong: 

Mot vai cong dong thu'dng nhom cac tip ngu'di dung di/a tren tuoi tac hoac sd 
thich. Ban nen tham khao cac blog tren cong dong de xem nhom do c6 hdp 
v6i ban hay khong. 

Dien mao cua blog: 

Thu'dng ban khong c6 nhieu chon li/a, tuy nhien cac cong dong cung cap cho 
ban nhieu phong nen v6i mau sac khac nhau, phong chiJ va each trinh bay 
de ban chon. Ban eo the lay y tu'cJng bang each tham khao nhieu trang blog 
khac trong cong dong. Da so cac cong dong mien phi thu'dng doi hoi blog 
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phai mang theo cac quang cao tren tat ca cac trang cua blog. Ban cung nen 
kiem tra lai muc chon dja chi cho blog, no c6 the la: 
http://nnyblog.theconnniunity.conn, http://www.theconnnnunity.conn/nnyblog 
hoac http://www.theconnnnunity.conn/nnynunnber. 

Cac tinh nang cho phep: 

Ban nen kiem tra phan nay de biet xem ban c6 du'dc phep thiet ke lai, hay 
cho phep ngu'di khac du'dc dong gop, du'a hlnh hoac am thanh len, du'a len 
blog bang dien thoai di dong, hoac gi6i han quyen truy cap vao trang blog 
(toan phan hoac ban phan) cho nhiJng ngu'di dung c6 dang ky hay khong 
Ngoai ra, ban can tlm hieu xem cac tai lieu du'dc du'a len c6 the chuyen sang 
cac cong dong khac de dang va c6 the du'a quang cao cua ban vao de kiem 
Idi nhuan hay khong. 

Chi phi ngam: 

Mot vai cong dong la mien phi nhu'ng ban can tra tien sau mot gi6i han nhat 
djnh, VI du nhu' dung lu'dng diJ lieu hoac bang truyen s(i dung. Ban nen kiem 
tra cac chi phi nay tru'dc khi s(i dung. 

Cong dong qudc te: 

Blogger - http://www.blogger.com: cong dong mien phi. Ra 6d\ nam 1999, 
du'dc mua lai b6i Google nam 2003 va la cong dong I6n nhat hien nay v6i 8 
trieu blogs. De dang s(i dung nhu'ng cac tinh nang thu'dng gi6i han. 

LiveJournal - http://www.livejournal.com: mien phi hoac lay phi (khoang 
2$/thang). La mot trong nhiJng cong dong lau 6d\ nhat v6i 6 trieu blogs, da 
so la nhiJng ngu'di tre. 

MSN Spaces - http://www.msnspaces.com: mien phi. Cong dong du'dc tao 
ra bcJi Microsoft vao nam 2004. Rat nhieu chiJc nang, doi khi tren ca blog 
(chia se hlnh anh, ket noi Messenger). Phai tren 13 tuoi m6i du'dc dang ky 
m6 blog. 

Cong dong tieng Phap: 

20six - http://www.20six.fr: mien phi hoac lay phi (3-7€/thang). Rat nhieu 
chLTc nang, mot vai chiTc nang rat tinh vi va c6 sin trong phien ban cd ban. 

Over-Blog - http://www.over-blog.com: mien phi. Thiet ke tot va de s(i 
dung. 
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Skyblog - http://www.skyblog.conn: mien phi (c6 quang cao). Cong dong I6n 
nhat tai Phap, rat pho bien v6i gi6i tre tuy nhien nnot vai chiJc nang doi khi 
hay han che. 

TypePad - http://www.typepad.conn/sitefr: lay phi (5-15€/thang, tuy theo 
so JL/dng chiJc nang). Rat chuyen nghiep v6i cac chiJc nang rat tot. Phien ban 
nnien phi c6 the cai dat qua cac djch vu trung gian nhu' Noos 
(http://www.noosblog.fr) hoac Neuf Teleconn (http://www.neufblog.coni). 

ViaBloga - http://viabloga.conn: mien phi cho cac to chiJc phi Idi nhuan hoac 
5€/thang. Rat nang dong va doc dao v6i mot vai chiJc nang hiem. 

Cac cong cu chu yeu cho blog 

DotCiear - http://www.dotclear.net 
JVlovabieType - http://www.movabletype.org 
Wordpress - http://www.wordpress.org 



Muc dfch cua Pointblog.com la nhan manh y nghla va md rgng tarn 
quan trgng cua cugc each mang Internet Trang web nay danh cho 
ngi/di dung mdi bat dau^ ngitdi dung kinh nghiem hoac khach vieng 
tham trong muc dfch tlm hieu blog va cac muc khac nhau. 
Pointblog.com dUdc phat trien bdi cong ty Pointblog SARL^ dong sang 
lap va quan ly bdi Christophe Ginisty and Cyril Fievet 
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CACH LAP VA CAP NHAT BLOG 

■ ■ ■ 

He thong blog tai Civiblog (www.civiblog.org) 
Hau Phu chuyen ngiJ 




rang blog de bao quan va cap nhat hdn mot trang mang blnh 
thL/dng. Cac may chu (servers) cung cap blog c6 each dang tai 
blog hdi khac nhau, nhi/ng nguyen tac deu giong nhau. Bai viet 
nay c6 muc dich giup ngi/di dung he thong Civiblog, mot he thong di/dc dung 
bcJi thanh vien trong xa hoi dan si/ khap ndi, nhu'ng \d\ chi dan ap dung tren 
tat ca cac trang blog khac. Civiblog dung he thong Blogware do cong ty 
Tucows cung cap mien phi. 

Tru'dc tien, chung ta xem qua mot so chi tiet khien viet blog tr6 nen thong 
dung. 

Mot chla khoa ky thuat quan trong de vao ''the gi6i blog'' C'blogosphere'') la 
nhan tin bang RSS (Really Simple Syndication). Dong tin RSS la mot du' lieu 
d dang XML (extensible Markup Language) du'dc tao ra bdi trang blog va mot 
trang web hay blog khac c6 the lien ket. Khi ban ''phat ra'' thong tin RSS, 
cac chu de cua blog du'dc nhan bang chu'dng trinh nhan tin RSS khac (trong 
chu'dng trinh mail nhu' Outlook hoac Thunderbird) hoac tri/c tiep tren trang 
web hoac blog ca nhan. Khi blog cua ban du'dc cap nhat, dong tin RSS cung 
du'dc cap nhat, va vl vay ma thong tin du'dc truyen tai di ndi khac rat nhanh 
va t\J dong. Ngu'di viet blog (blogger) phai nam chac ky thuat nay de truyen 
tin mot each hieu qua. 

Chla khoa quan trong khac de viet blog du'dc goi la ''trackbacks", cho thay 
nguon thong tin tren blog va du'dc dung bdi da so he thong blog. 

Khi mot bai viet du'dc dang di/a tren hay trich dan tii mot blog khac, 
trackback du'dc them vao de t\J dong thong bao va giup trang blog Net ke cac 
trang khac da dang lai hoac da de lai \d\ blnh luan (comment). Thoat nghe 
thl no CO ve phiJc tap nhu'ng that ra no rat ddn gian va mang lai si/ thoa man 
vl mlnh biet c6 ngu'di da noi ve bai viet cua mlnh. Day cung la mot each hiJu 
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hieu de nhieu ngi/di biet den bai viet cua mlnh va tao ra tranh luan giiJa cac 
blog. 

V] vay ban nen bo thdi gian lam quen v6i ky thuat nay khi ban ti/ tao trang 
blog rieng cua mlnh. 

Trang nha cua Civiblog 

Dong tin RSS nam ben phai va di/dc cap nhat ti/ dong khi nao trang web 
cong dong khac dang mot bai m6i. 



HofAc Crti^U* m &log Global CammunEEy <!:ivlblag Central About 




iOnteiHttw^ 



C4nt^ct 



iK*^ i^ t^i^j [z^F Afi^ 1^ -wvy 41 iKia and n%^ v^nilUitHri lA 
the- ^pwHih fpf (h& cittzfiii SKloi jft^ 1] Uof^^^ u#wh i& 4p 



LMlm^FujAi In tfV*Ci¥£blog 

* 41 e* UW la^T^iMJid. 



4|cq>M4;d Iba ^dl^i U^ £pjsfi»i«d ti 7Ma>4 hKr. v^ W w^^ knj Owxv ei^Asn f eunliUia, 



Trang nha cua Civiblog 

Dang ky thanh vien m6i 

Tr\J6c khi tao trang b|og thl ban can dang ky thanh vien. Da so cac he thong 
blog, b\J6c nay rat de dang. Civiblog yeu cau chi vai chi tiet cd ban, nhi/ng 
Civiblog kiem tra xem cac trang blog c6 that si/ cua cac nhom xa hoi dan si/ 
chi/ khong phai la blog ca nhan danh cho gia dlnh va ban be. Sau khoang 24 
gid tCr luc dang ky thl blog se xuat hien tren mang. Mat ma vao blog di/dc 
gi/i qua email den blogger. 
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Dang ky thanh vien m6i 

Trang dang nhap quan trj 

Trang blog c6 ''mat tr\J6c" {front end, trang ma khach den se thay) va ''mat 
sau'', ndi ma no 6Mc cap nhat, theo doi va dieu khien va di/dc dang nhap 
v6i bi danh va mat ma ban nhan khi ban dang ky. 
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Trang dang nhap quan trj 
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Bang dieu chinh 

Da so blog c6 trang dieu chinh Q^dashboad"), ndi ma ban c6 the thay moi 
thCr dang xay ra tren blog, bao gonri bai viet {post) ni6i nhat, comments va 
trackbacks. Ban c6 the vao tat ca cac phi/dng tien cua blog tCr ndi nay va 
thay doi be mat cua chung, tang dai thong {bandwidth), chinh siTa post cu, 
va quan ly thanh vien va si/ cho phep {permissions), bao gom quyen du'dc 
de lai comments. 
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Lam the nao de post 

Mot trong nhiJng khac biet I6n giiJa blog va trang web blnh thi/dng la cap 
nhat blog de hdn rat nhieu. Da so he thong blog cho phep ban go bai viet 
bang chff ddn gian ma khong can lam^ g] nhieu ve each bo tri." V6i he thong 
blog nn6i hdn nh\J Oviblog, ban c6 the thay doi font, kich th\J6c chiJ va mau 
sac va 6\J3 6\Jdng dan (links) va hlnh anh. 

Ban post bai nn6i bang each: 

1. Dang nhap 

2. Bam vao ''post'' 

3. Dat ti/a de va go noi dung 

4. Chon mau chiJ bang giao dien 

5. Dat loai cho post (de phan loai v6i cac post giong nhau) hoac tao ra 
loai m6i 

6. Bam vao ^^save" d d\Jd'\ trang. 

Chi CO vay thoi. V6i mot chut kinh nghiem, ban c6 the bat dau dung cac 
phu'dng tien khac nhu' trackbacks, pings va keywords. 
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Lam the nao de post 
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Trackbacks 

Them trackback vao post rat de dang. Ban chi can them di/dng dan (URL) 
cua trang ban tham khao vao hop ben phai c6 ti/a ^^trackback URLs to notify" 
va trackback se di/dc ti/ dong g(i\ 6\ den trang do khi ban \\Ju lai post. 



j^ 
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Truyen tin qua RSS 

Truyen tin qua RSS cua mot trang khac hay blog khac cung rat de: 

1. Dang nhap vao ''mat sau'' cua blog 

2. Bam vao ''favourites'' 

3. Bam vao "RSS Headline Components'' 

4. Theo hu'dng dan va them vao du'dng dan (ket thuc bang .xml, .rdf 
hoac doi khi la .py hay .php) cua dong tin RSS ban muon truyen 

5. Cho dong tin cai ten va bam vao "add feed" 

6. Bay g\d dong tin da du'dc tao ra, them no vao bo tri cua blog 

7. Bam vao "look and feel" 

8. Bam vao "layout" 

9. Bam vao "RSS: your feed" ("your feed" la ten ban dat d b\J6c so 5) va 
keo no vao cot ma ban muon no hien ra 

10. Bam vao "save" 6 du'di trang va xong. 



PHONG VIEN KHONG BIEN GIQI | 26 
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Truyen tin qua RSS 

Mot vai trang giai thfch nhUng phiJc tap trong khi viet blog: 
Trang chinh cua Civiblog 

► http://central.civiblog.org/blog/BloggingResources 
Lam the nao de lap blog 

► littp://blogging.typepad.conn/how_to_blog 
The gi6i blog 

► http://blog.lib.unnn.edu/blogosphere 
Workshop lam blog 

► http://cyber.law.harvard.edu :8080/globalvoices/wiki/index.php/WeblogW 
orkshop 

Gi6i thieu each lap blog 

► http://www.unc.edu/%7Ezuiker/bloggingniot Omot /index. html 
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The people were hungj>' in the streets and the police ^^ene after them 



BLOGGER PHAI CO NHl/NG CHUAN 
Ml/C GI? 



Dan Gillmor 

Hoang Thao & Quoc Minh chuyen ngiJ 




hong phai bat clT blogger nao cung deu viet bao, da so ho khong 
lam nghe nay. Nhi/ng khi blogger lam bao, ho phai c6 dao diJc. 

Dieu nay phai chang la cac blogger phai tuan theo mot so chuan mi/c dao 
diJc? Khong nhat thiet phai nhL/ vay. 

Gi6i bao chi chuyen nghiep c6 rat nhieu nhiJng qui tac dao diJc nghe nghiep. 
Mot so qui tac con dai hdn ca Hien Phap cua My, c6 gang lu'dng tru'dc nhiJng 
vi pham c6 the xay ra.^Cung c6 mot so luat djnh khac ngan gon va sue tich, 
du'a ra nhiJng hu'dng dan ro rang hdn. Trang web Cyber-Journalist da sCra lai 
mot bo quy tac dao 6(ic de phu hdp v6i blogger di/a theo Hoi Cac Nha Bao 
Chuyen Nghiep (Society of Professional Journalists), nhom nha bao My. Day 
la mot no li/c rat c6 gia tn. 

Tat ca cac quy tac du'dc de ra nham muc dich thiet yeu la: bao dam si/ that. 
Neu mot doc gia ( hoac thinh gia, khan gia) khong the tin vao bai bao thl 
thu'dng ho khong c6 ly do g] phai doc no ngay tii ban dau. Tat nhien, cung c6 
tru'dng hdp ngoai le la nhln vao mot bai ma du'dc biet du'dc la khong dung 
theo quy tac dao diJc, nham muc dich tlm hieu - chung ta c6 the hoc du'dc 
nhieu dieu tii viec quan sat each iJng x(i cua nhiJng ngu'di khong tuan theo 
quy tac dao diTc - de tCr do rut ra si/ that. 

Theo toi, dao di/c la cai g] do kha ddn gian do la danh di/. Tuy nhien, tCr nay 
bao ham nghla rat rong. Mac khac, neu chung ta hanh dong khong c6 danh 
di/, chung ta khong the mong ddi long tin cua ngu'di khac. 

Trong gi6i bao chi My, long tin thu'dng du'dc lien he t6i mot tieu chuan goi la 
''tinh khach quan''. Khai niem mot bai bao phai c6 doi xi/ng va c6 sac thai 
rieng, tao cd hoi cho ngu'di doc ti/ du'a ra quyet djnh cho ho. Toi tin rang tinh 
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khach quan la xac dang, nhi/ng muc tieu khong the dat di/dc, vl tat ca chung 
ta ai cung deu c6 khuynh hi/dng thien ve y kien chu quan cua nnlnh ve 
nhiJng dieu ma nnlnh suy nghT. 

Trong gi6i bao chi hien nay (chung ta chuyen dan tii dien thuyet sang dam 
luan), nghe bao c6 qui tac dao 6(ic phu thuoc vao nhiJng chuan mi/c dao 6(ic 
It hdn la phu thuoc vao cac gia tn va nguyen tac la nen tang cho nghe bao 
CO danh di/. 

Mot so tieu chuan cua nghe bao chuan mi/c la: tinh ti ml, chinh xac, cong 
bang, minh bach va doc lap. 

Ranh gi6i giiJa nhiJng tieu chuan nay khong phai luc nao cung ro rang. 
NhiJng chuan mi/c nay du'dc hieu theo nghla rong, va vl the moi each dien 
giai c6 nhiJng sac thai rieng biet. Mac khac, toi cho la nhiJng tieu chuan tren 
la mot phuUng thiJc hiJu ich de tien den van de dao 6(ic bao chi, va chung 
dac biet de dang dat du'dc trong mot moi tru'dng tri/c tuyen, moi tru'dng 
mang Internet hien nay. 

Tinh ti mi 

Khi toi con la mot phong vien, va sau nay la ngu'di phu trach chuyen muc, 
muc tieu dau tien cua toi la hoc toi da nhiJng g] toi c6 the hoc du'dc. Noi cho 
cung, tong hdp si/ kien va y kien la cong viec cd ban cua nghe phong vien. 
Toi thich thu nhat khi cam thay van con 95% nhiJng g] c6 the thu thap de 
dat du'dc ket qua cuoi cung. NhiJng ngu'di phong vien gioi nhat ma toi biet 
luon luon muon goi them mot cuoc dien thoai, kiem tra them mot nguon tin. 
(Cau hoi cuoi cung ma toi hoi trong moi cuoc phong van la, 'Theo 6ng/ba toi 
CO the noi chuyen them v6i ai ve van de nay khong?'') 

Ngay nay, tinh ti ml mang y nghla rong hdn la viec chi dat cau hoi cho 
nhiJng ngu'di trong so tay dja chi, that hay ao, cua ban. Co nghla la, bat clT 
khi nao c6 the, hoi doc gia cho nhan xet, nhu' toi da lam khi toi viet cuon 
sach ve nen tang cua nghe lam bao nam 2004 (va khi do nhiJng tac gia khac 
cung dang bat dau lam dieu nay). SlTc ep ve canh tranh da khien doi hoi nay 
trcJ nen hiem hoi, nhu'ng toi tin rang se ngay cang c6 nhieu nha bao s(i dung 
no. 

Tinh chinh xac 

Phai CO that. Hay noi ca ve nhiJng dieu ban khong biet chiJ khong chi noi ve 
nhiJng dieu ma ban biet. (Neu ngu'di doc, ngu'di nghe hoac ngu'di xem biet 
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dL/dc nhiJng dieu ma ban khong biet, ban chi viec mdi ngi/di do bo sung vao 
cho ban). 

Tinh chinh xac c6 nghla la sCra lai nhiJng g] ban da di/a tin sai, va sCra no 
ngay. Dieu nay de dang hdn nhieu trong nrioi tru'dng tri/c tuyen, ndi ma ban 
CO the giam nhe hoac it nhat la han che nhffng tac hai cho ngu'di doc do sai 
sot cua ngu'di viet. 

Tinh cong bang 

Tren thi/c te, tinh cong bang lai phiJc tap trong khi tinh chinh xac lai ddn 
gian. Tinh^cong bang thu'dng danh gia qua con mat cua ngu'di xem. Tuy vay, 
toi nghT van c6 mot vai nguyen tac khai quat c6 the ap dung du'dc. 

Tinh cong bang c6 nghla la giiJa nhiJng thong tin da chieu, da dang, lang 
nghe nhiJng y kien khac nhau va ket hdp chung lai va viet thanh bao. Dieu 
nay khong c6 nghla la noi doi nhu' vet hay bop meo si/ that de dat du'dc mot 
SI/ cong bang bieng nhac, dieu ma da dan mot so nha bao den viec lay cac 
I6i chi/ng doi lap khi thi/c te da ung ho ap dao mot phia. 

Cong bang cung the hien qua viec sin sang de ngu'di khac phan bac lai khi 
ho cho la ban sai, du la ban^ khong dong y v6i ngu'di do. Tu'dng ti/, thi/c hien 
dieu nay tren mang cung de dang hdn la cac tac pham in an, xuat ban du'dc 
cho la hieu qua loan truyen kem. 

Sau cung,jc6ng bang con la mot chu kien ca nhan. Chung ta nhan thi/c dieu 
g] dang dan dat va chung ta luon sin sang lang nghe nhiJng y kien trai 
ngu'dc. Quy tac dau tien de c6 mot cuoc dam luan la biet lang nghe - va toi 
biet la toi hoc du'dc nhieu tCr nhiJng ngu'di nghT rang toi sai hdn la tCr nhiJng 
ngu'di dong y v6i toi. 

Tinh minh bach 

Si/ vach tran dang trd nen pho bien nhu' mot phan cua nghe bao chi. DT 
nhien, noi thl nghe de hdn lam. 

Khong ai c6 the dong y hoan toan v6i quan niem cho rang, nha bao la can 
phai noi toat ra het dieu g] do, vi du nhu' mau thuan ve Idi ich tai chinh. 
Nhu'ng cong viec nay du'dc chap nhan den mi/c do nao? Co phai la cac nha 
bao d moi ITnh vi/c phai bien 6d\ song ca nhan thanh mot cuon sach mcJ? Va 
m6 nhu' the nao? 
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Y kien chu quan cua ca nhan, cho du la v6 y cung anh hi/dng I6n den nghe 
bao chi. Toi la mot ngi/di My, di/dc giao due v6i mot so niem tin nhat djnh 
ma nhiJng ngi/di d cac quoc gia khac (hoac ngay tren dat My) bac bo thang 
thCrng (ho khong tin). Toi can nhan thiJc ro nhiJng dieu toi cho la hien nhien, 
va qua nhieu giai doan da thach thiJc chung khi toi viet lach. 

Mot each khac de giiJ du'dc si/ minh bach do la chu y den each ma chung ta 
trinh bay si/ viee. Chung ta nen trich dan den nhiJng nguon tin quan trong, 
xae dang, minh chi/ng cho nhiJng g] chung ta noi bang si/ viee va so lieu sat 
v6i thi/c te. ( Co the yeu to nay nam trong tinh ehinh xae va ti ml nhu'ng 
cung rat phu hdp de noi den d day.) 

Tinh doc lap 

Nghe bao danh di/ c6 nghia la di theo si/ viee den cung. Khi ma cac phu'dng 
tien truyen thong bj go bo trong mot vai eong ty I6n hay bj chinh phu kiem 
soat th] thi/e hien dieu nay khong de dang. 

Ddn gian la thi/c hien tren mang doe lap. Chi can m6 mot blog. Tuy nhien 
khong ai c6 the tu'cJng tu'dng du'de rang cung ap li/e nhu' the tCr cac doanh 
thu'dng va tCr phia chinh phu se chang c6 tac dung nao khi mot blogger c6 
gang kiem song bang viee kinh doanh m6i cua ho. 

Jeff Jarvis, mot blogger ngu'di My kha noi tieng (buzzmaehine.com), them 
vao vai y tu'cJng khac. Cac blogger can phai coi trong gia tn dao di/e cua cac 
cuoc dam thoaj. Anh ay da ghi^nhan la: doi v6i toi dieu cot yeu cua the gi6i 
blog m6i me nay la thao luan dan den thong hieu nhau. 

Trong thao luan, quy tac dau tien do la lang nghe. Cac quy tac doi hoi phai 
CO lang nghe bcJi vl do chinh la each de chung ta hoe hoi. 
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Dan Gillmor la ngi/di sang lap ra 
Grassroots Media Inc., mot cong ty 
hi/dng tdl si/ cho phep bao chf dai 
Chung va md rgng pham vi cua no. 
Dia Chi dau tien cua cong ty la 
Bayospherejcom tai San Francisco 
Bay Area. Ong Gillmor cung la tac 
gia cua cuon "We the Media: 
Grassroots Journalism by the 
People, for the People" (O'Reilly 
Media, 2004). 

Trang blog cua ong: 

http://bayosphere.com/blog/dangillmor 



— M 
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GIUP BLOG DlSaC TIM THAY BQI 
MAY TIM KIEM 



Olivier Andrieu 

Hau Phu chuyen ngiJ 



i 



an than blog cung la trang web, vl vay chung di/dc tlm thay bdi 
cac bo may tlm kiem nh\J Google, Yahoo! Search hay la MSN 
Search. De thanh cong, blog phai de di/dc nhln thay tren cac 
trang ket qua bang each dung cac tii chinh (keywords). Do vay trang web 
phai du'dc thiet ke ngay tCr dau sao cho no phan iTng hieu qua di/a theo cac 
tieu chuan phan loai ma bo may tlm kiem dung. 

Blog CO nhieu dac diem sin c6 khien chung du'dc tlm thay b6i may tlm kiem, 
du'a chung vao vj tri noi bat tren cac trang ket qua. 

► Vl blog la nhat ky ca nhan (it ra trong luc dau la vay), chung thu'dng c6 
nhieu chiJ giup cho chung du'dc tlm de dang. May tlm kiem khong tlm ra 
trang web c6 nhieu hlnh anh hay hoat hoa Flash ma khong c6 nhieu chiJ. 

► Moi ^^post" thu'dng chiem mot trang, den du'dc qua ''du'dng dan c6 djnh'' 
Cpermalink") va noi ve mot chu de, va thu'dng du'dc tlm thay b6i may tlm 
kiem hdn so v6i cac trang dai nhu'ng noi ve nhieu chu de khac nhau (nhu' la 
ndi lu'u triJ hoac trang nha cua blog). 

► Ti/a de cua post thu'dng du'dc lap lai d ti/a de cua trang hoac ngay trong 
dja chi du'dng dan den blog {URL address). Vi du nhu' trang blog Radio Free 
Nepal (dai Radio Nepal Ti/ Do), tai http://freenepal.blogspot.com, moi post 
la mot trang rieng, nhu' http://freenepal.blogspot.com/2005/04/state- 
vandalism-in-nepal.html: 
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RADIO FREE NEPAL 

Rldi|iri.Vt; tmtf nil I tHlhti-trftrD t^ i'Umt'H MlW^W^Ptt'w ffht lc{^£iiTt 
TPi£ rvt* T.'S-'WK^iH f iji iHl fi-tPi^UL nd^Nil^nUt LTnI ^intK Tifit ant 
tlAhi^N In %iv*\ ILif^-J^NIM^ rlPolt^ :«ilp{iL i>l TNI "^1141^11 f^^ IMA 

iHrRMAPiiiii4i. ^epiiiti^Tni*^ T<» -fmk iistu fiiii iriifiUN iMtir 



^qjtMp«4ko a iWAjub-'AAriHJi'SumjiLH' -144^ i lyki.ilifqil 
ihiHJS ■bih Knlkjify kid. Ai. db* turtttnik, tr* it^jM-jntd bb 
n^ifoniDg Ilk F«bnui]f i c^uf ihat hfed JtAutvCy mi-mJ 

Miu P9ITM food UtflHh 

|i£] -kmymtrnM d^inj mil rii-^41£^n«T ^iA^ Ud i^ ^an t- 
Qa Aff«it ±S fAwm^d^^ po&n<iMfi vjq}ddn^ Ow oHitiiii 



p^tiMf i4 nM Bff^id riw«4 vjyrf 



BklifJ 



jwrfW^ipia]! 



'J 



^*liiictfi pyiri 






Post tren blog 



Ti/a de cua post (State Vandalism in Nepal - Si/ Pha Hoai Quoc Gia Tai 
Nepal) khong chi hien ra tren di/dng dan cua trang ma con trong phan dau 
cua trang, nhu" sau: 



ll Radio frmm Nlpdl: SfcKt* Vttndiltsin In H^hI - Mfcnnirfit IntvnwC Exptorwr 



TiTa de cua post 

Vay la ti/a de cua post da du'dc them vao ten cua blog, ndi ma no xuat hien 
mot mlnh tai trang nha cua blog (freenepal.blogspot.com). 
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Si/ hien dien cua cac tii chinh {keywords) trong 

phan dau cua trang (noi dung cua tag <TITLE> 

trong ngon ngiJ HTML) va trong du'dng dan URL Stai;* Vandalism in N^d 

cua cac diJ lieu nay la nhffng tieu chuan chinh p^aw Bond: Sign of Prebfems 

cua cac bo may tlnn kiem, vl vay can phai chon .. „ .^ ^ . a i,n 

t\Ja de cua post mot each can than de bao dam 

Chung du-dC tlm thay. Munidpal El«tiott: For 

Covering Cp the Death of 

► Du'dng dan du'dc tao ti/ dong, dac biet la de Democracy 

lu'u trff, va la chu' (vi du ben phai cua trang .Artides^f lnt^T«st: Aprilt6 

Radio Free Nepal). , _, _ , ,. 

Attempts to Blur Boiwaine^ 

Day la each tot de de du'dc tlm thay vl tii ngu' Articles of interest; April 7 
trong noi dung cua du'dng dan (du'dc goi Pi^ss: Support King or Die 
''anchors'' - ''mo neo'') lien quan den cac trang ,. ^ ^ „ j- e._tc ^.ip 

.* ^^ ^- u .*- I.., >^ !.> I - -r V(?te for Radio F^s?eNi-pal! 

ma du^dng dan chi den tu^ may tim kiem. Trong 

VI du nay, slT hien dien cua cac tCr "State ^>M Congr^ feeder rebasrf 

Vandalism in Nepal" d du'dng dan dau tien hoac from hou^ armt 

"Radio Free NepaT' d du'dng dan^thiJ 9 lam tang 

SI/ thfch hdp cua trang du'dng dan tlm cac tii nay chi djnh. Dong thdi, trang 

nay c6 cac du'dng dan (tCr ngiJ c6 the bam vao du'dc xem la quan trong khi 

may tlm kiem phat hien ra), va trang do chung chi djnh se du'dc xem la thich 

hdp. 

Giup cho blog diidc tim thay de hdn nu'a 

Blog CO nhieu Idi the sin c6 de giup chung du'dc tlm thay thu'dng xuyen. Mot 
khi may tlm kiem da "tlm'' du'dc blog, vl no du'dc quy nap bang tay hay vl 
cac "con nhen" Cspiders") 6\ theo cac du'dng link tlm ra, blog do se c6 cd hoi 
tot hdn trang web khac de du'dc tru'ng bay mot each ro rang nhd^nhUng Idi 
the ti/ nhien cua no. Nhu'ng ban cung nen c6 gang lam tang tinh de thay cua 
blog bang each lam them mot chut niJa. 

Day la mot so chi dan giup ban lam viec nay, bang each dung cac tii chinh 
(keywords) lay ra tii de tai cua blog. 

1. Tap trung vao ky thuat giup blog 6iidc tim 

Neu trang cua ban chu'a len mang, nen chon mot each can than ky thuat ma 
ban dung (nhu' la Blogger, Dotclear, BlogSpirit, Joueb va nhieu ndi khac). 
Nen chon ky thuat bao gom chi tiet nhieu nhat de giup blog du'dc tlm ra: 
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► Phan dau cua post phai di/dc lap lai^day du d ti/a de cua trang (tag 
<TITLE>) cung nh\J ngay trong 6\Jdng dan URL (cai ma khong thi/dng xay 
ra, v] mot so ky thuat blog cat ngan dja chi link sau mot so tii nhat djnh). 

► Si/ tao di/ng ''dL/dng dan lau dai'' Q^permalinks") (di/dng link dan den tCrng 
trang post) phai di/dc thi/c hien. 

► Ky thuat di/dc chon phai cho phep ban lam cang nhieu cang tot trong ITnh 
vi/c thiet ke cung nhu' lam theo y thich rieng cua ban, nhu' la cho ban dung 
hlnh anh va style-sheets cua rieng ban. Ban phai hoc each dung nhieu dung 
cu ky thuat de giup blog c6 nhieu yeu to giup may tlm kiem tlm du'dc. 

De kiem tra cac diem nay, ban nen xem cac trang blog dung ky thuat ma 
ban muon (ban luon c6 the nhln thay trang mau 6 cho do) va xem coi chung 
du'dc the hien ra sao. Ban se hoc du'dc nhieu thiJ bang each nay. 

2. Chon chu de tot nhat cho bai viet 

Viec nay rat quan trong. Ti/a de cua post se du'dc lap lai tren ti/a de cua 
trang trinh bay bai viet, trong du'dng dan URL va ngay trong tCr ngiJ du'dng 
link dan den post - ba ndi chinh ma bo may tlm kiem dung. Vl vay ti/a de 
cua post phai chiJa, trong vai chiJ, nhiJng tCr ngiJ quan trong nhat, de giup 
Chung du'dc tlm thay. Tranh dung nhiJng ti/a de nhu' la ''Noi hay qua!'' ''Chao 
mCrng!'' hoac 'Tot qua!''. Ti/a de nen mieu ta hoac tom gon du'di nam chiJ 
nhiJng gl post do noi den. Hay nghT xem chiJ gl ban muon tlm khi dung may 
tlm kiem va dung no trong ti/a de. Co le no khong ddn gian nhu'ng lai rat 
hieu qua. 

3. Dang nhieu chu' 

May tlm kiem rat thich chiJ, vay mlnh nen cung cap chiJ. Ban c6 the dang tat 
ca cac hlnh ban muon mien Ia"c6 kem theo chff. Co gang tao moi post it nhat 
200 chiJ de no c6 cd hoi tot du'dc nhln thay bdi may tlm kiem. Tranh dung 
nhieu chu de trong mot post vl may tlm kiem khong thich tru'dng hdp do. 
Quy luat hay nhat la moi post mot de tai. 

4. Chu y den doan van dau tien cua post 

Vj tri cua cac tCr quan trong cung mang tinh quyet djnh. Nen cham chut 
nhieu den doan van dau tien. Neu ban muon du'dc tlm ra bang nhiJng chiJ 
''tha con tin", vi du vay, thl ban nen dat chung trong 50 tCr dau tien cua post. 
Ap dung tu'dng ti/ doi v6i cac tCr chinh ban chon. Mot trang v6i nhiJng tCr do 
ngay tai phan dau luon du'dc ket qua tot hdn khi may tlm kiem tlm ra so v6i 
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tri/dng hdp chung nam d d\J6\ (gia s(i nh\J moi thiJ khac giong nhau). Nhan 
manh cac tCr nay, vi du nh\J bang each lam dam chung. Lam nh\J vay se cho 
may tlm kiem thay la chung quan trong. 

5. Tranh noi dung gidng het nhu* nhau trong post 

Moi bo may tlm kiem deu c6 each phan biet noi dung giong het nhau va neu 
hai trang hau nhu' giong nhau, chi c6 mot trong hai du'dc nhln thay va trang 
kia It khi du'dc du'a ra tren trang ket qua. Vi du nhu' Google du'a thong tin 
nay: 



Noi dung tiidng tU 

(Nham de cho ban thay ket qua thich hdp nhat, chung toi da bo qua mot so 
trang rat giong cac trang da du'dc trinh bay. Neu ban thich, ban c6 the tlm 
lai Ian niJa v6i ket qua bo sot). 

Van de nay thu'dng xay ra doi v6i blog, vl cac trang chiJa di/ng moi post c6 
ve nhu' rat giong nhau. 

6. Khong nen dat ti/a de cua blog qua dai 

Tu'a de tot nhat (noi dung cua tag <TITLE>) doi v6i may tlm kiem dai tCr 5 
d§n mot tCr, khong tinh '\(i thCra'' nhu' la ''the" hoac ''and\ Phan dau cua 
trang thu'dng c6 hai phan: 

► Ten chung cua ca blog 

► Lap lai ti/a de cua post. 

De tranh dung hdn mot tii trong ti/a de cua cac trang chiJa post, ban nen 
dung khong qua 5 tii cho ten chung cua blog va 5 tii cho ti/a de cua post. 
Nhu' vay khong phai la nhieu lam, nhu'ng si/ ngan gon va day du thong tin la 
mot trong nhiJng yeu to chinh de bo may tlm kiem nhln thay de dang. 

Neu CO the (khong phai ky thuat nao cung cho phep ban lam viec nay), dat 
ti/a de cua post ngay tren dau va ten chung cua blog 6 phia sau, thay vl 
theo thCr ti/ kia. 

7. Truyen tai blog qua RSS 
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Hau het cac dung cu blog cho phep ban tao ra dong tin bang hlnh thiJc ^^XLM 
thread" hoac ''/?SS feed" qua do ngu'di khac c6 the nhan tin ni6i nhat ve post 
cua ban bang nhu lieu tliich lidp. Ban c6 tlie tao ra tien ich nay tren blog cua 
nnlnh (no chi ton c6 vai phut de cai dat). Ban khong nhiJng c6 them khach 
vieng thanri ma tren Yahoo!, blog cua ban se hien ra ro rang nhu' sau: (xem 
XML). 



lnitft>^htart»^^. I tCt wwfeft.wiJftfe^-^lSfl^^ Tm4-*4i|» logmen* W4P»l^!|B44rntln#M#ai0ie«» 




Truyen tin bang RSS 

Vay ban nen dung each nay. 

8. Cap nhat dUdng link 

Du'dng link rat quan trong doi v6i may tlm kiem vl chung cho phep may tlm 
kiem chi so danh gia tinh pho bien (du'dc goi la PageRank do Google) cua cac 
trang web. Vay ban nen xay di/ng so du'dng link den blog cua ban bang 
each: 

► Du'a pagerank vao cac trang danh ba {directories) (xem phfa du'di). 

► Tlm cac ''trang tu'dng t\J" khong phai la canh tranh nhu'ng cung cung cap 
tai lieu cho chu de tu'dng ti/. Trao doi link giiJa cac blog trong cung mot ITnh 
vi/c nen du'dc lam ngay (day la chuyen thu'dng du'dc lam va chap nhan trong 
cong dong blog va cung la mot u'u diem khac cua blog). Blog la ndi tot de 
lam viec nay vl thu'dng thl ben le cua trang blog c6 cho trong. 

Dang tren trang danh ba theo chu de {topic directories"^ 

Du'dc dang tren cac may tlm kiem da dang (nhu' Google, MSN, Yahoo! Va 
Exalead) va trang danh ba (nhu' Yahoo! Directory and Open Directory) rat 
quan trong nhu'ng du'dc dang theo chu de cung quan trong vl no: 

► Tao them khach vieng tham tap trung vao chu de 

► Lam tang so link den blog cua ban va giup lam tot tinh pho bien cua ban 
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► Giup cac nha xuat ban blog khac biet den ban va trao doi link cua ban v6i 
cac trang ti/dng ti/. 

Trong nhieu dung cu tlnn kiem (may tlnn kiem va trang danh ba) nhln thay 
blog cua ban la: 



Tieng Anh 



Blogwise 

Daypop 

Feedster 

Technorati 

Waypath 

Blogarama 

Syndics 



http://www.blogwise.conn/ 

http://www.daypop.conn/ 

http://www.feeclster.conn/ 

http://www.technorati.conn/ 

http://www.waypath.conn/ 

http://www.blogaranna.conn/ 

http://www.syndic8.conn/ 



Tieng Phap 



Blogonautes 

Blogolist 

Weblogues 

Blogarea 

Pointblog 

Les Pages Joueb 



http://www.blogonautes.conn/ 

http://www.blogolist.conn/ 

http://www.weblogues.conn/ 

http://www.blogarea.net/Links 

http://www.pointblog.conn/ 

http://pages.joueb.conn/ 



Mot danh sach I6n hdn tai: 

► http://nnoteurs.blogs.conn/nnon_weblog/2005/05/les_nnoteurs_de_.htnnl 



7C. 



Dong thdi xem cac trang danh ba cua moi nha cung cap ky thuat, 
nhu* la: 

► http://www.canalblog.conn/cf/browseBlogs.cfnn 

► http://www.dotclear.net/users.htnnl 

► http://www.blogspirit.conn/fr/connnnunautes_blogspirit.htnnl 
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Ket luan 

Blog CO tat ca cac yeu to giup no 6Mc nhln thay bdi may tim kiem. V6i cac 
hu'dng dan tu' bai viet nay, ban se c6 ket qua rat tot va blog cua ban se hien 
ra ro ret. Chi c6 vay thoi - nh6 la "npl dung la chinh". 



Olivier Andrieu la nha co van Internet doc lap chuyen ve phi/dng 
ptiap lam cho trang web difdc tim thay bdi may tim kiem. Anh cung 
la ngi/di dfeu hanh trang www.abondance.com. 
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an u^fSiU 




Make oneself stand out 



GIUP DANH BONG TRANG BLOG 



Mark Glaser 

Le Bao chuyen ngiJ 




rong hang ti ti t(i ngiJ post len trong hang trieu blog, dieu g] lam 
cho mot blog rieng biet c6 the noi bat giiJa mot so li/dng tran 
ngap nh\J the ? Dieu g] khien cho mot ngi/di viet blog trd nen dac 

biet trong so nhiJng ngi/di viet blog va lam cho doc gia trd lai hang ngay de 

tang them so truy cap ? 

Do la SI/ ket noi. Blogger thanh cong la ngi/di lien ket di/dc v6i doc gia, du 
cho 10 hay la 10.000 ngi/di, bang each lam cho ngi/di ta cam thay thu vj 
hoac nang cao kien thiJc cho cho ngi/di ta. 

Ngay ca khi, doi v6i nhieu ngi/di, thi/c si/ ton tai ranh gi6i giiJa nhiJng bai 
viet tren blog va nhiJng bai viet d\J6\ dang khac (viet bao, van hoc, quang 
cao), nhL/ng muc dich cua cac tac gia lai giong nhau: thu hut va giiJ doc gia. 

Mot vai blogger tham gia trong cuon cam nang nay - nhu' Chan'ad Bahraini 
tCr Bahrain, Yan Sham-Shackleton d Hong Kong va Arash Sigarchi d Iran- 
song tai cac nu'dc ma chinh phu luon xem xet can trong tCrng tii ngiJ. The 
gi6i dang nhln vao blo^ cua ho de tlm hieu nhiJng chuyen ma bao chi trong 
nu'dc khong dam noi. O nhiJng ndi ma ti/ do ngon luan va bao chi bj de doa 
th] nhiJng blogger la moi lien ket quan trong v6i hien thi/c hang ngay cua 
ngu'di dan. NhiJng bi/c anh ho chup, nhiJng cau chuyen ho ke rat thiet yeu. 

Nhu'ng dieu g] lam nen si/c thu hut cua nhiJng blog nay va mot vai blog 
khac? Ban tlm thay d day vai dac tinh chinh tao nen si/ khac biet cua nhiJng 
blog do v6i hang trieu blog khac. 

Mot tieng noi doc nhat va rieng biet 

NhiJng blogger xuat sac the hien bang chinh nhiJng ngon tCr rieng cua ho, 
tao nen mot phong each rieng biet, va ke nhiJng cau chuyen c6 mot hien 
thi/c nao do doi v6i ho. Weblog hlnh thanh Xxi y tu'dng ve mot td tap chi 
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online, mot tap chi ca nhan, vl the, diem quan trong can nh6 la lam bao 
khong nh\J each viet hoc thuat, khong nh\J viet djch vu chang lien quan den 
ai. Chan'ad Bahraini la but danh cua mot blogger ngu'di chau A tai Bahrain, 
quoc gia ma chu yeu la ngu'di Arab, dieu do tao cho anh mot cach^nhln khac 
thu'dng ve cac si/ kien dien ra tai do. Yan Sham-Shackleton la dien vien da 
tCrng di khap ndi tren the gi6i va van dong mot cuoc bieu tlnh chong Trung 
Quoc Chan trang blog TypePad- sau mot vai nam chinh c6 ay giup cac 
chuyen gia Trung Quoc ket noi NET. 

610*0110 blog luon cap nhat 

Van de I6n nhat cua phan I6n cac blog la bj ''moc''. Vl hau het moi ngu'di lam 
blog mot each mien phi, nen can thdi gian de viec viet blog trd thanh mot 
thoi quen hang ngay cua ho. Nhieu ngu'di tlm hieu va thCr viet blog, nhu'ng 
sau do Chang bao gid c6 thdi gian de cap nhat no. De thanh cong, cac 
blogger phai post bai thao luan thu'dng xuyen ve nhiJng de tai ma ho quan 
tam, bao gom ca nhiJng viec mang tinh thdi si/. Dieu nay khong c6 nghla la 
phai cap nhat 12 Ian moi ngay, nhu'ng viec bo quen khong cap nhat mot vai 
tuan CO the lam cho ngu'di ta lang quen blog cua ban. 

Ket ndi v6i doc gia va trao quyen cho ho 

Mot trong nhiJng tinh chat dac tru'ng cua blog la si/ tu'dng tac (inter activity). 
Co nhieu each de thu hut doc gia, dan xep cho ho tham gia trong doi thoai 
va tan dung cac y kien phan hoi. Ban c6 the tao mot ban tham do tru'c 
tuyen, cho ho email cua ban, hoac chi can cho phep di lai cac \d\ blnh luSn 
du'di moi bai viet. Nha cam quyen Malaysia da tiing de doa Jeff Oii vl \d'\ blnh 
ma mot doc gia cua anh ay dang len. Thay vl g6 tat ca y kien cua doc gia 
khoi blog, Oii quyet djnh ti/ dieu hoa cac y kien do de dam bao rang doc gia 
cua anh khong ra khoi chu de dang thao luan va c6 trach nhiem v6i nhiJng g] 
ho viet. Anh con lap mot blog tieng Trung mang ten '' The FerryMan'', nhu' la 
mot each de tao cau noi giiJa hai the gi6i blog, Trung va Malaysia. 

Su* that la sufc manh 

Trong khi nhieu blog du'a cac bai blnh luan thl mot so con bao gom ca cac 
bai phong si/ dich thi/c theo kieu cu. Thi/c te thl khong c6 each nao dung de 
lam dieu do, nhu'ng viec eo mot ban tin doc dao hay mot goe nhln doc dao 
ve cac SI/ kien khien cho blog cua ban trcJ nen noi bat. Chan'aid Bahraini 
cung cap cac hlnh anh va am thanh ve cuoc bieu tlnh trong do cac nha hoat 
dong xa hoi bj chinh quyen tong giam thang 11 nam 2004. Va Blogger Arash 
Sigarchi bj bat d Iran va bj ket an mot 4 nam tu vl dam phe blnh viec bat 
giam cac nha bao cua chinh quyen doc tai. Anh du'dc tra ti/ do sau khi dong 
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tien phat, nhi/ng vu kien cua anh dang chd phuc tham. Chla khoa de tao nen 
slTc manh cho cac blogger nay va nhieu blogger khac la noi len si/ that, va 
dung cam diJng chung v6i nhau trong the gi6i blog cung doi dien v6i nhiJng 
nha cann quyen khi ho sin sang che giau si/ that. 



Mark Glaser la ngi/di phu trach 
chuyen muc Online Journalism 
Review^ mot xuat ban cua 
Annenberg School for 

Communication cua tritdng Dai 
hoc Southern California. Anh la 
mot nha van tit do lam viec tai 
San Francisco. Ban co the trao doi 
v6i anh qua dia chi 
glaze@sprintmail. com. 
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DLTC 



Chung toi c6 vu dan quyen va nhan quyen 

Markus Beckedahl, Netzpolitik.org 
Le Bao cliuyen ngiJ 




ao cuoi thap nien 1990, toi trd thanh mot nha hoat dong xa hoi 
luc 20 tuoi, dau tranh clio mot xa hoi ti/ do va c6i m6 thong tin. 
Cung mot vai ngi/di ban, toi thanh lap to chiJc phi chinh phu 
(NGO) - ''IMang \\J6'\ truyen thong m6i''. Chung toi da dau tranh vl nhan 
quyen va dan quyen tren cac phu'dng tien ky thuat so trong nam nam. 
Chung toi da to chiJc cac hoi nghj, tham gia nhieu chien djch va mang iu'di 
NGO. Vl du, Chung toi da dieu hanh ''Nhom dieu phoi xa hoi dan si/ cho WISI 
cua Difc" va tan li/c chuan bj cho Hoi nghj Thu'dng dinh The gi6i ve Xa hoi 
Thong tin (World Summit on the Information Society - WSIS). 

Trong nhiJng nam dau tham gia hoat dong chinh tn, toi chu yeu s(i dung e- 
mail. Toi da g(i'\ 6'\ khoang 5000 cac bai viet va tin tiJc ve chinh tn tren 
mang. Tuy nhien, each thiJc do tiep can du'dc v6i qua it ngu'di. Blog, tren mot 
phu'dng dien khac, rat c6i mcJ va minh bach, da cho toi nhieu cd hoi de chia 
se nhiJng nhan thiJc va thong tin ve viec lam cua mlnh. 

Blog dau tien cua toi du'dc lap nam 2002 trong giai doan dau cua WSIS. Toi 
da den UN Prepcom d Geneva ma chi mang theo moi mot cai tui ngu va 
quyen so tay. Toi can mot phu'dng tien de c6 the nhanh chong bao cao ma 
khong can dung t6i HTML. Tru'dc day toi thu'dng mat nhieu thdi gian de 
chuyen tai tin tiJc v6i HTML. Toi viet ve nhiJng cam nhan cua ban than khi 
hoat dong chinh tn 6 miJc do Lien Hiep Quoc (LHQ) trong blog goi la 
''Backpacking to world politics''. Do la blog dau tien cua toi. 

Toi lam blog m6i, netzpolitik.org, vao mua xuan nam 2004. Toi da thCr thiet 
lap nhieu tien ich tru'dc khi du'a no len WoldPress, mot phan mem mien phi 
v6i mot cong dong khong lo. Weblog cho phep toi thiet lap, sCra chiJa va 
dang tai cac noi dung mot each nhanh chong va tien Idi. Va quan trong nhat 
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la giao dien do cho phep thi/c hien mot each ddn gian cac cong viec - la go 
chiJ, thay vl phai phi thdi gian v6i cac ma HTML. Toi muon mot giao dien de 
sCr dung de tap trung va s\Ju tap cac thong tin, viet lai va roi chi can nhan 
mot nut de dang tai no, mot each ddn gian. Tat ca nhiJng dieu tuyet vdi do 
khien cho cong viec cua toi ddn gian hdn nhieu. Con c6 mot yeu cau niJa do 
la cong nghe ''keo-tha''. Hau het cac doc gia cua toi tan thanh RSS feed va 
theo doi cac bai xa luan cua toi. Mot so khac tlm den blog cua toi thong qua 
phan mem trinh duyet web (web browser) va cong cu tlm kiem. 

La mot ngu'di hoat dong chinh tn, toi da c6 gang su'u tam va truyen tai di tat 
ca nhu'ng tin tiJc quan trong tai netzpolitik.org: ve Dan Quyen va Nhan 
Quyen, The Gi6i M6, Ti/ Do Tiep Can Tri thiJc, trong do c6 cac thong tin xa 
hoi va cong bang trong ITnh vi/c ban quyen tac gia. 

Luat ban quyen va si/ quan If quyen cong nghe so c6 tac dong quan trong 
den ti/ do ngon luan va t\J do trinh bay quan diem. Dan quyen dang bj xam 
pham nghiem trong tren toan the gi6i, trong do c6 DlTc. Nhu'ng rat it ngu'di 
hieu rang day la nhiJng van de quan trong, vl vay toi muon nang cao nhan 
thiJc ve van de nay de giup ngu'di dan bao ve cac quyen cua ho. Pham vi 
kiem duyet ngay cang rong, cang ngay cang c6 nhieu si/ giam sat. Nhu'ng 
cong Chung kho ma nhan thi/c du'dc rang dieu nay anh hu'cJng den quyen tu' 
do. " " 

Cac phan mem mien phi (nhu' he^dieu hanh Linux chang han) cung cap mot 
kha nang chuyen tai va ti/ do dien dat, da tinh nang va on djnh trong thdi 
dai cong nghe so. Tat nhien la tat ca cac may tinh cua toi deu chay tren 
Linux. Toi con viet ve si/ phat trien m6i cua cac phan mem mien phi va 
hu'dng dan giup cho nhiJng ngu'di dung no Ian dau tien. Toi theo doi rat ky 
lu'Sng ve si/ phat trien cua bo tii dien mcJ Wikipedia cung nhu' cac ma nguon 
m6 sang tao. Cac noi dung bai viet cua toi du'dc cung cap di/a tren cac ma 
m6 nay, va toi cung khuyen khjch moi ngu'di sao chep va phat tan v6i muc 
dich phi Idi nhuan, va c6 trich dan nguon. 

Mot van de quan trong khac la cac to chi/c xa hoi dan quyen va cac nha van 
dong si/ dung Internet the nao cho hieu qua. Toi thu'dng lam viec nhu' mot 
ngu'di quan tri di/ an va lam c6 van cho cac to chi/c chinh tri tren Internet, 
cac cuoc van dong tren mang (eCampaign) hay cac to chi/c dan chu tren 
mang (eDemocracy)^deu c6 mot cu'dng muc phu tren blog cua toi. Toi phan 
tich cac cong cu mien phi dung cho viec hdp tac va hoat dong xa hoi, tap 
trung vao cac diem khac nhau cua cac phan mem cong dong, lam sao de tao 
ra kien thi/c chung va pho quat v6i cac nguon tin sau rong hdn. 
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Trong netzpolitik, toi con tap hdp thong tin va diJ lieu ve cac hoi nghj sap 
dien ra, de tai thuyet trinh, va cac hoi thao ve xa hoi thong tin. Toi di/a tin 
ve cac hoi nghj va neu quan diem cua toi. IMoi ngay luon c6 mot muc diem 
tin v6i nhieu 6\Jdng dan va toi blnh luan ve si/ phat trien cua cac luat m6i va 
thong tin cac hoat dong cua NGO trong cac ITnh vi/c do. Blog cua toi van 
dang tiep tuc phat trien thanh mot si/ giao hoa giiJa mot xa hoi dan quyen 
noi tieng Di/c va cac mang toan cau, cung cap tai lieu cho mot so lu'dng I6n 
cac nha hoat dong trong xa hoi. Toi cung de nghj cac ban blogger cua toi 
Viet ve cac van de trong yeu cung nhu' phat tan thong tin nhanh hdn. Toi si/ 
dung RSS feed de bien soan cac chu de rat nhanh chong. Trong mu'di thang 
dau tien, toi cho dang 800 bai viet chi v6i mot si/ giup 6d nho tCr ban be toi. 

Toi rat ngac nhien khi moi ngay c6 trung blnh khoang 2500 ngu'di truy cap 
vao blog toi. Toi nhan du'dc cac tin phan hoi tot tii nhi/ng ban tre - nhi/ng 
ngu'di ma toi khuyen khich lam blog cho rieng ho. 

Cung may la d Di/c c6 luat bao ve ti/ do ngon luan. Chang ai bo tu toi vl toi 
chi trich chinh quyen ca. Toi kham phuc nhUng ai dang song d\J6'\ nhi/ng che 
do doc tai va mao hiem cuoc 6d\ ho de noi len si/ that tren cac blog. 



Markus Beckedahl^ 28 tuoX /a giam doc dieu hanh cua ^^newthinking 
communications'^ mot to ctiutc co vu ky ttiuat va ctiien lUdc ma md 
(open source), Anti cung la ngitdi dong sang lap va chu tfch cua to 
chu'c phi chinh phu DCtc ve tac quyen ky thuat so Netzwerk Neue 
Medien, Dfa chi blog cua anh: www,netzpolitik,org 
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BAHRAIN 



Chung toi da pha bo si/ doc quyen trong thong tin cua chinh quyen 
Chan'ad Bahrain! 
Tarn Kien chuyen ngiJ 



n 

^^^^H 61 da Viet blog vl hai nguyen nhan sau: thiJ nhat la that vui khi 
^B^^l dL/dc Viet ti/ do khong c6 mot si/ han che, khong c6 thdi han hay 
^^^^H luat le nao ca; thi/ hai la de dong gop va khuyen khich thao luan 
nhiJng chu de d Bahrain ma hiem khi di/dc de cap den mot each 6\Jdng 
hoang trong truyen thong chinh thong dja phi/dng. 

Hien nay, TV va Radio d Bahrain bj quan If tri/c tiep tCr bo may chinh quyen, 
do do khong c6 bao cao cung nhu' ban thao ve nhiJng van de ngay ca it lien 
quan den the che chinh tn. Tat ca td bao dja phu'dng deu thuoc sd hiJu tu' 
nhan, cho nen ho c6 tu'dng doi ti/ do hdn so v6i bao hlnh va tieng. Ngay ca 
trong bao giay, tlnh trang cung khong kha hdn nhieu vl bien tap vien khong 
dam thang than chi trich mot so nhan vat c6 the li/c, nhu' la thanh vien cua 
chinh phu, hay la cua gia toe (dac biet la nha vua va chu cua ong ta la thu 
tu'dng). 

Ngu'dc lai Internet mang den cho cac ca nhan phu'dng tien de bay to chinh 
kien cua ho mot each ti/ do, ma khong phai doi mat v6i si/ theo doi cua 
chinh quyen. Mac du chinh quyen Bahraini c6 truyen thong theo doi va ngan 
Chan cac trang web chinh tn, tlnh hlnh c6 ve de dang hdn trong vong mot 
hay hai nam qua, du cho gan day tlnh hlnh da lai xau di. Hdn niJa, si/ de 
dang tao trang web va khong de lai ten tuoi trong cac bai viet (nhu' ban than 
toi) da gay kho khan cho chinh quyen trong viec hanh dong chong lai ngu'di 
Viet blog. 

V6i nhiJng nguyen nhan vCra ke tren, toi that si/ thay can thiet phai c6 si/ 
thao luan ti/ do va thang than tat ca nhiJng van de (trong do c6 chinh tn) d 
moi ndi - dac biet la nhiJng nu'dc muon chuyen tiep len dan chu - va Internet 
ro rang da la mot li/a chon de toi c6 the chia se va thao luan chinh kien cua 
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mlnh. Toi da di/dc dong vien khi biet rang Mahmood (www.mahmood.tv), 
ngi/di tien phong cho blogger d Bahraini, da viet blog mot nam tr\J6c toi, ma 
khong he c6 van de g] v6i chinh quyen. 

Mot trong nhiJng muc tieu chinh tren blog cua toi la thao luan va phan tich 
nhiJng si/ kien d Bahrain. Nhi/ng vl bj gi6i han b6i so li/dng thong tin chinh 
thiTc, toi da ti/ lam mot nha bao. Co nghla la bat kl luc nao c6 the, toi thCr 
tham gia nhiJng si/ kien v6i t\J each ca nhan (nhat la nhiJng cuoc bieu tlnh 
phan doi) va viet ve nhffng ngi/di bieu tlnh va di/a hlnh anh len blog. 

Hien nay c6 mot so blogger d Bahrain va hieu i/ng cua no c6 ve rat tich ci/c. 
Mot khong gian da du'dc tao ra trong do nhieu chu de du'dc thao luan mot 
each trung thi/c. Nhd c6 blog, toi da biet du'dc nhiJng thong tin tuyet vdi 
khong bao gid c6 du'dc d ndi khac. Cong dong nay khong chi d tren mang, vl 
nhieu blogger d Bahrain gap g6 mot thang mot Ian de thao luan rieng tu' ve 
cac van de da dang ma chung toi viet. 

Tuy nhien, phan dong nhiJng hoat dong tren mang d Bahrain dien ra tren 
nhieu dien dan thao luan bang tieng A Rap ma da khong con ton tai niJa 
(nhu' bahrainonline.org). Viet blog van chu'a trcJ thanh mot hien tu'dng chinh 
thong d Bahrain, tuy nhien trang blog cua chung toi cang ngay cang dong 
vai tro ''cay cau blog'' (theo djnh nghla cua Hossein Derakshan). B6i vl phan 
dong blogger d Bahrain viet bang tieng Anh, chung toi c6 the trao doi (theo 
hai hu'dng) v6i cong dong quoc te, do do doi v6i ho chung toi la nguon thong 
tin ve nhiJng g] ''thi/c s\J" dien ra 6 Bahrain. 
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Chan'ad Bahraini 

(Sconriberorriorus maculatus Bahrainius) 



Targetting activists 

March 2Sth, 2008 




I should have done this a long time ago. As Nido points out, Abdullah 
Mohsin, an activist and a blogger, is one of several people who liave 
been locked up by the government since December on charges of 
""stealing weapons"". There have been senous allegations of torture of 
the detainees. Abdullah has been suffenng from kidney problems, 
having to be admitted to hospital briefly. 

Ac Mirln ririinl-c m ih Ahrliill^h \A/rii ilrl nnl- hi iri" zi fl\/ ^riH l-ho r-h^rnoc 



Se 



archj 



Chan'ad Bahraini? 




chan'ad is a fish that inhabits the 
shores of Bahrain. When he isn't 
dodging hungry fishermen, he 
likes to swim around and keep an 
eye on happenings on the island 
and nearby. 

s- Okay, seriously 
»■ anna i I me 

Recent Comments: 

:^ Go Cabtain Majid! (25) Afsal 

H a m e e d , 
^^ Monopoly on legitimate 

violence (10) aleks_777, 
:$- Mawlid (1) Dubaiwalla, 



Vi du, khi ma ba quan tn vien cua trang Bahrainonline.org bj bat vao thang 2 
nam 2005, cliung toi viet ve cliuyen do tren blog cliung toi do do tliong tin 
nay da di/dc pho bien rong kliap tren the gi6i con nhanh hdn ca d Bahrain. 
Phong vien khon^g bien gi6i da ra \d\ bay to ve chuyen nay chi mot ngay sau 
khi slT bat bd dien ra. Toi tin rang si/ chu y cua cong dong quoc te da dong 
vai tro quan trong trong quyet djnh tha ngu'di cua chinh quyen chi mot vai 
tuan sau. Tong quat hdn, blog cua chung toi da pha hong si/ doc quyen cua 
chfnh quyen trong viec du'a tin ve Bahrain cho the gi6i ben ngoai 

Nhln Chung, bioggers d Bahrain chu'a doi mat v6i si/ phan hoi cua chinh 
quyen ve nhffng g] chung toi viet, nhu'ng dieu do da thay^doi vao dau nam 
nay. Theo thong tin ghi nhan, ba quan tn vien cua mot dien dan tren mang 
da bj bat vao thang hai do bai viet bj cho la ''kich dong thu han chinh 
quyen''. Mot trong nhiJng quan tn vien, Ali Abdulemam, cung c6 mot blog 
rieng cua anh. Hdn niJa, vao thang 4, chinh quyen da thong bao bat dau bat 
buoc chu nhan cac website phai dang kf v6i bo thong tin neu khong se phai 
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66\ mat v6i nhiJng x(i If bang luat phap. Dieu nay chiJng to chinh quyen van 
chL/a hieu het Internet (va blog) va chi/a biet lam the nao de giai quyet tlnh 
huong khi ho cam thay bj de doa b6i ngi/di viet tren mang. 



Nguyen ban d Tay Nam A^ Chan 'ad Bahrain! dang song d Bahrain^ ndi 
ma anh da lap blog http://chanad.weblogs.us. Anh da chgn khong 
tiet 16 danh tinh cua minh. 





A/ V-* 
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HOA KY 

^^Bay gid toi c6 the viet nhu'ng gi toi nghT den' 

Jay Rosen, PressThink 
Y Nhan chuyen ngiJ 




hi toi nn6i bat dau hoi y kien xung quanh ve each lam weblog, toi 
CO dL/dc rat nhieu cau tra Idi. i^loi ngi/di dieu khuyen toi: ban phai 
Viet bai ngan thoi. Do la mot, mot so noi. Nh\J the m6i hieu 
nghiem, nhiJng ngi/di khac noi. Va, dieu dang nghi nhat, do la nhiJng g] cac 
doc gia ban ron tren mang doi hoi. Ho khong c6 thdi gian danh cho nhiJng 
phan tich y nghla dai dong cua ban, ai cung noi nhi/the. 

Dieu nay khien toi nghi ngd. Toi khong viet dai lam, chi cd 2000 tii thoi; 
nhu'ng do la dieu xay ra khi toi c6 gang chuyen tai nhiJng y nghT cua mlnh 
vao nhiJng bai viet noi len nhiJng dieu ngu'di khac khong viet den, va may 
thay, doc gia da quan tam den. (Tat nhien, toi c6 the viet it hdn khi toi 
muon). Khi bat dau, toi khong han che mlnh, ma t\J do tlm kiem cho mlnh 
nhffng gl c6 hieu qua, nhiJng gl PressThink muon tr6 thanh. 

Ly le ''ho khong c6 thdi gian 6e.." v6 nghla doi v6i toi, va toi khong tin vao 
dieu do. Kieu \d\ khuyen nay chi gi6i han si/ t\J do cua toi de viet theo suy 
nghT cua mlnh, vl muc dich dang sau si/ thiet lap PressThink la si/ giai 
phong: ''Bay gid toi da c6 td bao rieng cua mlnh. Toi c6 the viet nhiJng gl toi 
nghT.'' Moi quan tam cua toi la cac doc gia danh thdi gian cho si/ phan tich 
sau, bat ke so lu'dng bai viet. 

Cach tiep can cua toi la: day la tap chi cua toi, PressThink... Neu ban thay 
thich thu, thl trd lai. Suy nghT triTu tu'dng hdn mot chut, c6 the la blog cua toi 
chi la mot phan nho cua thj tru'dng media, dang canh tranh v6i nhiJng 
chu'dng trlnh tieu khien, tro chdi the thao... Nhu'ng cung khong dung the. 
PressThink, cong dan ti/ do trong mot quoc gia ti/ giac, khong can thiet phai 
hanh x(i nh\J mot thanh vien cua thj tru'dng. Do la mot thi ngiem v6i each 
viet blog dai dong cua toi. 
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Moi ngi/di phai nh6 rang mang web la cho tot cho rat nhieu thiJ 66\ lap nhau. 
Tim kiem tin tiJc nhanh chong. Tim kiem ve mot lanh vi/c. Thao luan va 
tL/dng tac. No cung la cho de tlm hieu sau hdn, la mot thiet bj nh6, mot th\J 
vien tiJc thl, mot bo loc thong tin. Khong s(i dung weblog cho cac phan tich 
m6 rong, vl hau het ngi/di dung se khong li/a chon. Nhu'ng toi khong phai la 
thj tru'dng truyen thong! Dieu la la toi c6 gang viet ngan thoi, nhu'ng rot cuoc 
cung dai ra. Mot so ngu'di doc da phan nan ve van de nay C'co qua nhieu tCr 
du'dc s(i dung vao chu de sai!'' la chuyen thu'dng tlnh) va dieu nay tr6 thanh 
chuyen vui mot thdi gian sau. 

Moi ngu'di m6i viet blog chu y t6i cau hoi: hien nay c6 yeu cau nao doi v6i 
mot blog ban dau nhu' cua toi khong? Nhu'ng ban phai viet blog mot thdi gian 
m6i biet cau tra Idi. 

Cai ten PressThink bat nguon tii thuat ngu^'suy nghT nhom'' va nhom nay la 
bao chi. Ten nay du'dc thu ngan cho suy nghT bao chi hoac hoc thuyet bao 
chi, ma cac nha bao triet ly song theo - ai do c6 the noi day la dao ly cua 
bao chi. Day la nhiJng chu de hap dan toi. Suy nghT bao chi la phong each 
suy nghT cua toi, cua mot nha phe blnh va mot tac gia. Khi toi viet blog, toi 
cung theo loi suy nghT nay. 

Y nghT cua toi la tach phan suy nghT bao chi ra khoi nhiJng si/ kien bao chi. 
Va sau do kham xet no, hoac la mdi ngu'di khac lam theo. Do la y nghTa cua 
ten PressThink. Blog cua toi viet ve suy nghT cua bao chi, va cung la mot 
dung cu de xay di/ng them ve loi suy nghT nay. Toi nghT la mot so blogger 
khong bo nhieu tam tu' vao ti/a de cua blog cua mlnh. Ve phan toi, chi khi toi 
tlm dung ti/a de, toi m6i c6 the bat dau weblog. 

Toi CO gang chCra lai nhiJng phe blnh ve cac bai bao nang ve tu' tu'cJng cho 
cac ca nhan va cac to chiJc khac viet tot mang nay. PressThink khong phai la 
mot trang web theo doi truyen thong, mac du toi da viet ve cac theo doi vien 
cua truyen thong. PressThink cung khong truy lung cac thanh kien mot 
chieu, nhu'ng toi da viet ve si/ truy lung nay. Toi khong ung ho tong thong 
George Bush, nhu'ng toi da viet ve suy nghT bao chi cua ong. Nhu' toi da viet 
trong \d\ g\6\ thieu weblog cua mlnh: 'Toi dang c6 gang kham pha ra nhiJng 
he qua tren the gi6i do c6 nhiJng loai bao nhu' chung toi lam.'' 

Mot ngu'di nao do da hoi toi rang toi c6 hay khong mot ''phu'dng phap'' viet 
blog rieng cua mlnh. Toi chi theo doi bao chi, coi tin ti/c, bam vao blogroll, 
va tlm toi nhiJng dieu ly thu, hien thdi, va dang chu y. Roi thu thap cac lien 
ket, va bat dau viet. Hoac ai do viet e-mail chi dan toi den mot bai viet. 
Hoac la khi c6 chuyen xay ra, toi biet rang doc gia cua toi muon biet toi nghT 
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g] ve chuyen do. Thay vl theo mot phi/dng phap nao do, toi chi theo mot 
phong each ti/ dat ra cho mlnh khi viet cho PressThink. 

Mot bai tieu bieu cua PressThink nh\J bai nay, la "Dat td bao nhe nhang 
xuong cho no chet di"... 

(http://journalism.nyu.edu/pubzone/weblogs/pressthink/2005/03/29/nwsp_ 
dwn.html) 

Bai nay c6 nam phan: ti/a de, tieu de, bai tieu luan, phan bo sung (kem theo 
chu thich, tu'dng tac, va lien ket ngoai) va nhiJng \d\ blnh luan. Moi tru'dng 
yeu cau mot each viet khac nhau. Ti/a de thl tom tat ban van va loi cuon si/ 
chu y. Tieu de giai thich ly le va tiet 16 cot truyen. Bai tieu luan chi la bai tieu 
luan - thu'dng la 1500 den 2500 tCr -nhu'ng v6i 20 den 30 lien ket. Phan bo 
sung th] them b6t va doi theo nhiJng thao luan rong hdn d trong the gi6i 
blog, ke ca cac phan iJng cua doc gia den bai viet cua toi. NhiJng \d'\ blnh 
luan se giup m6 dau nhiJng cuoc doi thoai. 

Mot bai viet thanh cong d PressThink khi tat ca nam phan lien ket v6i nhau 
nhu' the mot phan du'dc doc bcJi mot phan khac. Mot muc cua PressThink chi 
ket thuc khi nam phan tren du'dc hoan thanh, thong thu'dng thl can hdn mot 
tuan. Do la mot chu ky cua weblog. Khi thanh cong (luon luon la si/ khong 
chac Chan), bai viet se trcJ thanh mot dien dan tri/c tuyen cho de tai du'dc 
nhac den - va dien dan nay la nhiJng suy nghT. DT nhien, toi khong biet den 
each viet blog nay va logic eo hieu qua cua no tru'dc khi toi trai qua nhiJng 
kho khan thi/ nghiem. Do la tai sao ban phai lam blog mot thdi gian tru'dc 
khi ban biet each de lam blog hieu qua. 

Tru'dc khi toi bat dau PressThink, cac y kien ve nghe bao chi va nha bao cua 
toi phai thong qua nhffng ngu'di giam sat trong ITnh vi/c nay. Nhu'ng bay g\d 
toi da CO tap chi dien ti/ cua rieng toi va khong can phai lam vay niJa, va 
nhiJng ngu'di giam sat bao chi den blog cua toi de nghien ci/u. Do la si/ khac 
biet I6n nhat. Toi cuoi cung cung c6 mot si/ ti/ do tu' tu'dng. 
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Jay Rosen day nghe lam bao tai Dai hoc New York^ ndi ma ong la mot 
giao Sit tCt nam 1986. TCt nam 1999 den 2005^ ong lam chu bo mon 
nay. Ong song tai thanh pho New York. Ong Rosen la tac gia cua 
trang PressThink^ mot trang blog viet ve nghe lam bao va nhOfng kho 
khan cua no (www.pressthink.org). Blog cua ong ra ddi thang 9, 
2003: http://journalism.nyu.edu/pubzone/weblogs/pressthink. 
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HONG KONG 

Toi da giu' Idi hCta cua minh ddi v6i nhu'ng ngu'di da chet 

Yan Sham-Shackleton 
Bao Tram chuyen ngiJ 




ay gid la Ih 23 phut sang. Khoanh khac dau tien cua ngay 4 
thang 6. Hom nay la ngay tu'dng nienri Ian thiJ 16 cuoc tham sat 
tai quang tru'dng Thien An Mon d Bac Kinh. Vao thdi diem Ijch s(i 
ay, toi ngoi trong du'dng ham tru'dc thong tan xa Xinhua cua Hong Kong, ndi 
tap trung nhiJng ngu'di di bieu tlnh chong nan doi. Chung toi ung ho sinh 
vien Trung Quoc. Chung toi mong muon dan chu, cho ho va cho ca chung 
toi. Chung toi khong con muon phuc djch thi/c dan Anh, cang khong muon 
Dang cong san. Chung toi khao khat ti/ do. 

Trong vong hai, ma cung c6 the la ba gid niJa, se la thdi khac ma each day 
16 nam toi nghe thay nhiJng phat dan dau tien qua dai phat thanh, kem 
theo tieng hat, tieng keu, tieng dong cd xe tang ma am thanh con vang dpi 
xuong cac biJc tu'dng quanh du'dng ham. Chung toi nhln nhau, tuon trao 
nu'dc mat. 

Bay gid tat ca chung toi deu nghiem ra rang Trung Quoc se khong do di/ huy 
dong doan xe tang de dan ap nhiJng ngu'di dau tranh cho dan chu - dieu ma 
each day 16 nam chung toi khong he nghT den. Va, toi nghT rang dung vao 
thdi diem ay Clutter da sinh ra, khi ma toi nghe thay tii dai phat thanh hoi 
ket cua cuoc van dong dan chu 1989 trong mot du'dng ham chieu sang bcJi 
nhiJng tia huynh quang ri/c r6. Toi chi 15 tuoi ngay ay. 

Va neu khong phai vao dung thdi khac ay thl la it lau sau, toi tuyen the mot 
dieu ma chi mot c6 gai tre chu'a tiing trai m6i c6 the du'a ra v6i ve tin chac 
manh me: 

''Toi se khong quen. Toi Jihe se nh6 mai mai. Toi se song tot hdn, song cho 
tat ca chung ta, b6i toi van song con cac ban thl khong du'dc nhu' toi niJa. Toi 
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se khong de nhiJng dieu nh\J the xay ra niJa. Toi se nhac cho ca the gi6i biet 
den nhiJng khuon mat sinh vien da d quang tri/dng Thien An Mon. Cac ban, 
nhiJng ngi/di hung cua toi, nhiJng ngi/di anh chj em I6n cua toi/' 

Toi da 6\J3 ra nhiJng \d'\ hiJa nay trong si/ voi va, noi sd hai, cung v6i si/ ngay 
thd cua tuoi 15. Lam sao ma dieu ay dat du'dc, hay tham chi, dieu ay la c6 
the hay khong. Toi chi biet mot dieu: tat ca nhiJng dieu ay vang len chinh 
dang, va toi nghe thay tat ca ngu'di I6n gao thet nhu' the qua nhiJng cai loa. 

Trong dem nay, toi nghT rang nhiJng g] toi da thi/c hien - tat ca bai viet, bi/c 
anh, hlnh ve toi da tao ra nhan danh ly tu'dng dan chu, tat ca khang nghj 
qua mang (cyber-protest) toi da to chi/c, nhiJng cuoc phong van toi da tham 
gia, nhiJng cau chuyen toi dang nhan danh quyen bay to ti/ do y kien - 
khong chi vl toi tin manh liet vao quyen ti/ do nay ma con de chiJa nhiJng 
vet thu'dng trong tiem thi/c toi. Blog Clutter, do la phu'dng tien de toi giiJ 
nhiJng \d\ hi/a danh cho ngu'di da mat. 

Toi Viet cac dong nay de moi ngu'di hieu vl sao toi da tao ra Clutter. Khong 
phai v] toi theo duoi nhiJng quy tac hay bat chu'dc ngu'di khac. Cung khong 
phai v] toi mai miet tlm kiem si/ chu y hay si/ noi tieng. Ngu'dc lai, toi thu'dng 
xuyen khong cap nhat blog cua mlnh mot thdi gian khi no thu hut qua nhieu 
SI/ chu y, de roi sau do toi c6 the viet nhu' toi muon va ke nhiJng cau chuyen 
ma toi thich, khong chju mot si/c ep nao. 

V6i nhiJng ngu'di bat dau viet blog, toi muon nhan nhu rang dCrng nghe bat kl 
ai ngoai chinh ban than mlnh, dCrng gang bat chu'dc, dCrng c6 coi trong cac 
dieu chi dan. Toi da vi pham hang loat cac quy tac ma toi khong he biet den 
nhu'ng toi van thanh cong. 

Tat ca nhiJng g] ban can de tao mot blog, chinh la y muon lam dieu do. 

Tat ca nhiJng g] ban can de lam cho blog ''song'', chinh la y muon phat bieu 
y kien cua mlnh. 

Tat ca Chung ta deu nhan biet ngay nay hay ngay khac mot khoanh khac cua 
SI/ thi/c tinh chinh tn, mot cu hich giup chung ta y thi/c ve mot dieu bat cong 
can si/a chiJa. Cau mong y thi/c nay luon dan du'dng cho cac ban. Toi hi vong 
cuoi cung roi cac ban cung se truyen dat, v6i si/ dung cam can thiet, niem 
tin, nhan thi/c cua cac ban den nhiJng ngu'di khac de gdi len trong long ho 
mong muon dau tranh cho si/ thay doi. Do la tat ca nhiJng \d'\ khuyen ma toi 
CO the chia se v6i cac ban dem nay. 
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Bay gid la 2h33. Toi nghe thay tieng sung no. Pang, pang, pang. Toi nghe 
thay Chung vao gid nay hang nam. Luc ay toi nn6i 15 tuoi, con qua tre de 
phai trai qua nhiJng si/ kien ma toi da tCrng trai qua. Nhu'ng nhiJng ngu'di 
khac con qua tre de chet. 



Yan Sham-Shackleton mong muon chia se v6i cac ban dieu nay^ rang 
CO ay da trai qua sau tuan soan thao sau phien ban khac nhau cua 
bai vietr c6 ay da co gang tap hdp tat ca nhCtng g) ma c6 ay biet ve 
nghe thuat lam blog tri/dckhi nghiem ra rang ve dep cua each truyen 
thong ddn gian nam d cho no dem den sit tit do ditdc la chinh mlnh, 

Trong blog cua mlnh^ glutter.org^ Yan ban luan ve nghe thuat cung 
nhit ve chinh tri^ tuy thugc vao cam hCtng cua co ay, Cach co ay chgn 
gigng dieu^ phong each va lap trUdng nghieng ve ly tUdng dan chu 
dich thi/c tai Hong Kong^ dong nghla v6i viec co ay bf ky luat mot 
each hdp thCtc tai Trung Quoc, 
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IRAN 

^Xhung toi c6 the viet tU do tren blog' 

Arash Sigarchi 

Nam Tan chuyen ngiJ 




gay nay, suy nghT cua Mac Luhan rang ''the gi6i la nn6t ngoi lang 
toan cau'' nn6i di/dc hieu tron ven nghla cua no. Internet cho phep 
cung cap cac phi/dng tien thong tin dai chung, den noi chuyen g] 

xay ra d Vien Dong, chau My, chau Au hay thanri chi d mot hai dao xa xoi 

heo lanh d chau Phi, chung ta deu du'dc cho biet. 

Trong nhieu nam, bao chi da bj chi phoi bcJi nhieu han che nhu'ng cong nghe 
CO slTc manh lam bien mat nhiJng han che ay- 

Toi la nha bao d mot dat nu'dc ma nhiJng go bo, cau thuc linh tinh da ngan 
can toi lam cong viec cua mlnh. Thi/c te, ngoai nhiJng yeu to ben trong lien 
quan den cac phu'dng tien thong tin chung cho hau het cac quoc gia, d Iran 
con CO cac yeu to ben ngoai nhu' nhiJng han che ve phap If, si/ anh hu'dng 
cua Chinh phu va cua mot vai ca nhan, si/ trd giup c6 chu dich, roi nhiJng 
nhom gay ap li/c va nhiJng ''ong chu'' cac phu'dng tien thong tin. Do la dieu 
khien toi suy nghT den nen doc lap cua dat nu'dc va toi muon an hanh nhiJng 
thong tin dung si/ that theo phan tich cua toi ve cac si/ kien. Mot trong 
nhiJng giai phap de vu'dt qua tr6 ngai nay chinh la lam blog. 

Blog cho phep viet ti/ do. Chinh vl khong can thiet phai in an hay pho bien 
thong qua cac phu'dng tien truyen thong khac, blog chinh la cong cu cho 
phep thong tin va dien dat mot each nhanh chong y kien. Mot each khai 
quat, chung ta c6 the xem nhiJng trang bao mang nhu' nhiJng td bao nho hay 
nhiJng vien phan tich trong do ngu'di viet cung luc la thong tin vien va chu 
but. 

Mot vai ngu'di khang djnh rang blog khong can phai tlm each du'a thong tin 
thi/c. Dung vay, mot vai blogger chi ke ve cuoc song cua ho. NhiJng nha van 



PHONG VIEN KHONG BIEN GIQI | 63 



nghiep d\J nay c6 mot li/dng it doc gia, thi/dng gi6i han xung quanh nhUng 
ngi/di than thiet. Ngi/dc lai, nhiJng muc thdi luan cua cac nha bao, nghe sT 
ten tuoi, nhan vat trong gi6i chinh tn, kinh te, xa hoi, the thao... di/dc chu y 
b6i gia tn bien tap va b6i si/ noi tieng cua chfnh tac gia, ngay ca khi do la 
nhiJng bai viet ve 6d\ song hang ngay cua ho. Do va cham vao tat ca moi 
van de, nhiJng biogger nay c6 mot so lu'dng I6n cac chu de de viet khien doc 
gia quan tam. Toi nghT rang moi bai viet thu hut lu'dng doc gia tuy theo 
nhiJng g] doc gia tlm kiem nen khong can thiet phai lap ra nhiJng quy tac 
cho cac chu de de cap den hay giong van tren blog. 




Ve phan toi, toi da chon hai each viet bao mang. Cach thiJ nhat, dien dat 
mot each khong chfnh thong (tiJc theo phong each noi) y kien cua toi ve cac 
chu de thdi si/. Cach thi/ hai, soan thao nhiJng bai xa luan, phan tich, bai 
djch, bai phong van, ban bao cao hay tac pham dau tay. Vl the nen toi c6 hai 
loai doc gia: nhiJng ngu'di muon biet ve cuoc song hang ngay cua toi va 
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nhiJng ngi/di chd ddi y kien cua toi ve mot van de nao do v6i t\J each la nha 
bao, nha van va nha thd. 

Weblog, phi/dng tien thong tin mang, cho phep ng\Jd'\ viet c6 si/ trao doi mot 
each thang than va chi trich tii ngi/di doc. Ngi/di viet cung c6 the tra \d\ cho 
ngi/di doc va chinh nhd vao si/ trao doi nay ngi/di viet se hoan thien hdn. 
NhiJng \d'\ blnh luan thi/dng xuyen cho phep blogger djnh ro quan diem cua 
mlnh va viet ve nhiJng van de ma doc gia cua ho quan tam. 

Nhu' toi da noi, d dat nu'dc toi, de xuat ban mot cuon sach, mot bai thd, mot 
cau chuyen, mot td bao hay tap chi deu phai c6 si/ cho phep chinh thi/c cua 
cac cd quan nha nu'dc c6 tham quyen. Mot so I6n nha van, nha bao khong 
the nhd xuat ban tac pham cua mlnh, trCr phi c6 su' dong y cua cac cap phu 
trach ve an ninh va luat phap. 

Tat ca noi dung bao chi xuat ban deu c6 nguy cd bj kiem duyet. Dieu do dan 
den hien tu'dng d Iran c6 rat nhieu nha bao viet bao mang. Lam nhu' vay vCra 
It ton tien hdn lai khong bj kiem duyet. Vl the, nhu' vai quoc gia khac, nhu' 
Trung Quoc chang han, chinh quyen Iran kiem soat cac trang Web chat che 
nhu' doi v6i cac phu'dng tien thong tin truyen thong. 

Tuy nhien, toi van muon nhan manh rang, viec bao chi thong qua Internet 
CO the gop phan thuc day quyen ti/ do ngon luan cung nhu' si/ da dang ve 
quan diem. Mac du toi bj ket an b6i luat phap Iran, toi khong he tuyet vong 
va toi tin chac rang, trong vai nam niJa, chinh quyen Iran buoc phai chju 
chap nhan viec thong tin du'dc ti/ do lu'u hanh va ton trong quyen ti/ do ngon 
luan. 



Arash Sigarchi la nha bao va la mot ngi/di viet blog. Sinh nam 1978^ 
dung vao thdi diem each mang Iran^ anh bat dau nghe bao nam 1993 
khi mdi 15 tuoi. Luc Seyed Mohammad Khatami^ tong thong theo 
tritdng phai cai each doi mdi cua nitdc Cong hoa hoi giao Iran thang 
cCt vao nam 1997^ Sigarchi da chgn theo con ditdng bao chi cai each, 
Khi cac td bao cai each bj dong eita vao thang 4, 2000^ anh djnh cit 
tai mot tinh phia bac Iran va d do anh lam chu but cho mot td nhat 
san 12 trang ^^Gilan Emrouz'' (Gilan ngay nay). 
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Nam 2001^ anh bat dau viet cho mot td bao mang tap the ^^Gileh 
Mard'' (Con ngi/di Gilan). Nam 2002^ anh lap ra cho rieng minh trang 
blog ^^Panjareh yi Eltehab'' (CCfa so hi vgng). 

Dau nam 2005^ anh bi bat va bo tu trong hai thang bdi Bo thong tin 
va an ninh roi bi l<et an 14 nam tu giam bdi toa an each mang, Anh 
da ditdc tra tit do trong sit chd ddi mot cuoc xet xCf cua toa phuc 
tham. 




^i L. 
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NEPAL 

Chung toi noi v6i the gi6i ben ngoai nhu'ng gi dang dien ra 

Dai tieng noi Ti/ Do Nepal (RFN) http://freenepal.blogspot.conn 
PhucThinh chuyen ngiJ 




gay 01 thang 01 nam 2005, vua Nepal Gyanendra da doc mot bai 
dien van tren truyen hlnh quoc gia thong bao toan dan ye viec 
tiep nhan quyen li/c vao tay mlnh. Sau khi ket thuc bai dien van, 
toi muon tlm hieu phan iJng cua quoc te ve si/ thay doi nay va da thd m6 ket 
noi v6i Internet, nhi/ng nhan di/dc thong bao la day dien thoaj khong di/dc 
noi. The la toi da hieu ngay la dien thoai cua toi da bj cat. Trong no li/c ngan 
Chan moi si/ ro ri thong tin chi trich c6 the ve si/ thau tom quyen li/c, nha 
vua da ra lenh cho quan dpi khong nhiJng khoa tat ca cac nha cujig cap djch 
vu Internet (ISPs) ma con dCrng hoat dong toan bo cac djch vu vien thong. 

Trong suot thdi gian do, ngu'di dan luon ban tan ve tat ca nhiJng hau qua c6 
the - mot vai ngu'di trong so do thl ca tung si/ thau tom nay. Tai toa soan 
bao cua toi, moi ngu'di ai cung nhln thay tru'dc mot vien canh u am v6i hlnh 
anh nhan vien quan dpi tran ngap cac van phong truyen hlnh, bao chi de 
kham xet, kiem duyet. Vao luc do toi da nghT la se rat thich hdp de ghi chep 
lai cac si/ kien dien trong ngay va nhiJng suy nghT cua ngu'di dan d\J6'\ dang 
nhat ky. Va toi da lam dieu do tren may tinh cua toi. 

Ngay 08 thang 02 cac djch vu vien thong cd ban va Internet da du'dc khoi 
phuc. Toi da nhan du'dc nhieu email v6i npi dung la giai thich chuyen gl da 
xay ra tai Nepal. Luc ay toi nghT la cuon nhat ky cua toi c6 the giai thich tlnh 
hlnh d day. Mot vai ngu'di ban tai My thl gdi y rang toi nen du'a npi dung 
trong cuon nhat ky len blog. Luc do toi chi la ngu'di chap chiJng bat dau v6i 
blog, hp da lam trang web va du'a nhiJng npi dung toi du'a cho hp len ay giup 
toi. Toi da quyet djnh la se thi/c hien cong viec nay d\J6\ mot cai ten v6 danh 
va hoi nhiJng ngu'di ban khac viet bai cho blog cung v6i ten nhu' vay, de c6 
the giup chung toi tranh khoi nhiJng phien nhieu c6 the va tu tpi. 
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Mot SI/ kiem duyet gat gao vai ngay sau do tren tat ca cac phi/dng tien 
truyen thong va thong tin ngoai luong tai RFN da denri lai si/ noi tieng cho 
trang web blogger.conn, ndi di/dc khuyen nen ghe thanri. NhiJng ngi/di ban 
toi d My da lam het si/c mlnh de quang ba trang web nay. Chi/a day mot 
tuan no da trcJ nen rat noi tieng va di/dc yeu thich. 

Muc dich thanh lap dai tieng noi Ti/ Do Nepal la de cho moi ngi/di khap ndi 
tren the gi6i hieu ngi/di dan Nepal cam giac nh\J the nao ve si/ cai tn cua 
nha vua. D\J6'\ si/ kiem duyet gat gao, cac phi/dng tien truyen thong c6 the 
bj bat buoc viet nhiJng g] nha vua muon nhu'ng tren het la nhiJng thong tin 
khong day du ve tieng noi that si/ cua ngu'di dan. RFN tr6 thanh ac cam doi 
v6i mot vai ca nhan sau khi dang mot so bai viet cua mot vai ngu'di dai dien 
cho^tieng noi chung ma khong c6 si/ kiem duyet cung nhu' khong sd si/ quay 
nhieu. 

NhiJng loat bai dau tien tren RFN da so la dang nhat ky mieu ta cac si/ kien 
hang ngay. Cac loat bai sau do thl thu'dng la nhiJng suy nghT hoac phan tich 
ve cac van de, si/ kien tong hdp, da dang. Trong tlnh hlnh chinh tn hien nay 
tai Nepal, ndi ma nha vua tap trung toan bo quyen li/c va coi thu'dng y 
nguyen cua nhan dan thl si/ xuat hien cua RFN la rat thich hdp vl no quan 
tam den nhiJng suy nghT, \J6c vong cua da so ngu'di dan. 

Nhffng g] hien nay can phat trien I6n manh do chinh la dan chu cho dat 
nu'dc, b6i vl toi tin rang chi c6 nhu' vay thl dat n\J6c m6i giau manh va nghe 
nha bao se du'dc coi trong. Lam bao du'di si/ kiem duyet giong nhu' la uong 
ca phe nhu'ng ma khong c6 du'dng - se khong c6 hu'dng vj gl. La nha bao, 
du'dc hieu nhu' la ngu'di biet nhieu thi/, nhiJng dieu ma khong bao g\d du'dc 
viet tren bao, la nhiJng thi/ da du'dc xuat ban tai RFN - nha vua chiem tai 
san ca nhan theo mot each khong thich hdp. Rat nhieu nha bao biet dieu 
nay, chi trich, che nhao nha vua nhu'ng khong the viet no ra. 

Muc dich khac cua RFN la phuc vu cho viec thong tin ve tlnh hlnh Nepal giiJa 
moi ngu'di tren the gi6i. Tlnh trang cua Nepal da c6 the khong den du'dc tai 
hang ngan ngu'di neu khong c6 RFN. Day la diem toi nghT rat tot de danh 
thi/c lu'dng tam cua toan nhan loai khi noi ve dat n\J6c nay. 

Si/ tien bo cua ky thuat dien ti/ da dem lai rat nhieu cho xa hoi chung toi. Toi 
viet mot each ti/ do khong sd gl ca vl toi tin phu'dng phap ma toi dang lam la 
viet blog, gi/i chung di den cac ban toi tai My va ho dang chung len, phu'dng 
phap nay khong the theo doi va ddn gian. Khi ma nen dan chu quay trcJ lai 
dat n\J6c nay de chung toi c6 the hit thcJ khong khi ti/ do thl toi se rat ti/ hao 
ve SI/ dong gop nho be cua toi cho dieu do. 
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Rat nhieu ngi/di da hoi toi bang mail ve do tin cay cua cac bai viet. Toi da noi 
v6i ho chi v6i mot cai ten nao do khong dang tin cay. Toi khong muon cong 
bo ten bcJi vl cho den buoi dau cua nen dan chu tai Nepal thl tlnh hlnh van c6 
the di theo chieu hi/dng toi te hdn niJa va toi c6 the se bj vao tu do viet blog. 
Toi khong sd phai vao tu nhu'ng toi muon tiep tuc duy tri RFN de cung cap 
nhiJng thong tin ve Nepal cho the gi6i. Vl the toi da la toi se du'a ten toi cho 
ho khi SI/ cai tn cua nha vua that si/ cham dut. 

RFN Blogger, Nepal 

wewantdemocracy@gmail.com 



Dai tieng noi TU Do Nepal la mot blog thach thCfc quyen lite cua vua 
Gyanendra va Sit kiem duyet truyen thong. Hoat dgng vl sit phuc hoi 
cua nen dan chu^ RFN la trang web dau tien dang cac thong tin ve 
Nepal cho the gidi. NgUdi cong tac viet bai dUdi ten vo danh dUdi sU 
de dga cua nha cam quyen. 
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LAM THE NAO DE BLOG AN DANH? 



Ethan Zuckerman 

Hau Phu & Y Nhan chuyen ngiJ 




ay la mot chi/dng hi/dng dan nhanh nham chi each viet blog an 
danh tii goc do cua mot ngi/di nam trong chinh phu, d mot quoc 
gia thieu si/ minh bach. Chi/dng nay khong c6 y djnh danh cho 
nhiJng ke pha hoai tren mang, ma cho nhiJng ngi/di tai cac quoc gia dang 
phat trien c6 noi lo au ve si/ an nguy cua ho va mong muon c6 giai phap 
thi/c tien de bao ve quyen tu' an. 

Hu'dng dan cua to chi/c Electronic Frontier Foundation, ''Lam the nao de blog 
mot each an toan'' (http://www.eff.org/Privacy/Anonymity/blog- 
anonymously.php), cung la mot tham khao tot ve van de nay. 

Muc Luc 

► Gi6i thieu c6 Hu'6ng Du'dng 

► Bu'dc 1 - Bi danh 

► Bu'dc 2 - May tinh cong cong 

► Bu'dc 3 - Proxy an danh 

► Bu'dc 4 - Lan nay dich thi/c la mlnh roi! 

► Bu'dc 5 - Onion Routing qua he thong Tor 

► Bu'dc 6 - MixMaster, Invisiblog va GPG 

► An danh bao nhieu m6i du? Phi/c tap bao nhieu m6i goi la qua nhieu? 



Gi6i thieu co Hxidng Dxidng 



Co Hu'6ng Du'dng lam ke toan d mot cd quan nha nu'dc. Co ta phat hien ong 
chu cua CO, pho bo tru'dng, dang an cap mot so tien I6n tCr ngan quy chinh 
phu. Co ay muon ca the gi6i biet rang c6 mot vu an dang xay ra, nhu'ng c6 
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ta lo mlnh se bj mat viec lam. Neu c6 ay bao cho bo tri/dng biet (neu c6 may 
man lay hen di/dc!), c6 ta c6 the se bj duoi viec. Co goi cho mot phong vien 
tai mot td bao dja phi/dng, nhi/ng ngi/di nay noi anh ta khong the dang tin 
neu khong c6 nhieu thong tin va bang chiJng day du. 

V] vay CO Hu'6ng Di/dng quyet djnh viet blog de cho ca the gi6i biet chuyen gl 
dang xay ra tai bo ma c6 dang lam. De bao ve cho si/ an toan cua c6, c6 
khong muon c6 ngi/di phat hien ra c6 la ai di/a vao cac bai viet c6 dang. Co 
can Viet blog hoan toan an danh. 

Co hai each c6 the khien c6 Hu'6ng Di/dng bj phat hien trong luc viet an 
danh. Cach thiJ nhat la c6 de 16 danh tanh cua mlnh trong cac bai viet - vi 
du nhu' CO viet: 'Toi la phu ta ke toan tru'dng cho ong pho bo tru'dng bo tai 
nguyen'', thl c6 cd hoi ngu'di doc se biet c6 la ai ngay lap tiJc. 

Cach thCr hai c6 c6 the bj phat hien la neu c6 ngu'di tlm ra danh tanh cua c6 
qua thong tin tren phan mem duyet trinh web hoac email. Moi may tinh ket 
noi mang Internet c6 rieng - hoac dung chung - mot dja chi goi la dja chi IP 
(Internet protocol). Day la mot day so v6i bon con so tCr den 255, chia 
each b6i dau cham, vi du nhu' 213.24.124.38. Khi c6 Hu'6ng Du'dng dung 
phan mem duyet trinh web de de lai comment tren blog cua ong bo tru'dng, 
dja chi IP CO dang dung se bj lu'u lai. 

V6i mot chut c6 gang, chuyen vien ky thuat cua ong bo tru'dng c6 the tlm ra 
CO Hu'6ng Du'dng di/a vao dja chi IP cua c6. Neu c6 Hu'6ng Du'dng dung may 
tinh d nha va goi vao cong ty djch vu Internet (Internet service provider - 
ISP), cong ty do se lu'u lai dja chi IP du'dc chi djnh cho so dien thoai cua c6. 
a mot so quoc gia, ong bo tru'dng c6 le phai c6 giay cua toa an cho phep ong 
luc soat ky luc ISP; nhu'ng d mot so quoc gia khac (dac biet d ndi ma ISP 
thuoc loai quoc doanh), ky luc do se du'dc giao cho ong bo tru'cJng mot each 
de dang, va c6 Hu'6ng Du'dng se gap phai phien phiTc. 

Co nhieu each cho eo Hu'6ng Du'dng dau danh tanh khi dung Internet. Noi 
Chung, cang muon bao mat chCrng nao thl eo Hu'dng Du'dng cang can phai 
lam nhieu viec de giau danh tanh cua c6. Co Hu'6ng Du'dng - va bat clT ai hy 
vong du'dc blog an danh - deu can phai xem coi mlnh lo sd den miJc do nao 
tru'dc khi quyet tam lam each nao de bao mat. Nhu' nhiJng gl ban se thay, 
mot so bi quyet bao mat tren mang doi hoi rat nhieu ky nang. 

BiTdc 1 - Bi danh 

Mot cach^ ddn gian de giau danh tanh cua eo Hu'6ng Du'dng la dung mot 
email mien phi va cong ty eung cap djch vu blog d mot nu'dc khac. (Dung 
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mot tri/dng muc ton tien cho djch vu email hay blog la chuyen khong nen 
lam v] chi phi thanh toan se de 16 the tin dung, tri/dng muc ngan phieu hay 
tai khoan Paypal v6i ten cua c6 Hu'6ng Du'dng de dang). Co c6 the tao ra mot 
danh tanh m6i - mot bi danh - khi c6 dang ky cac tru'dng muc nay, va khi 
ong bo tru'cJng tlm ra blog cua c6, ong se phat hien ten ngu'di chu blog la ''Bi 
Danh'', v6i dja chi email nguoi-bi-danh@hotmail.com. 

Mot so nha cung cap djch vu email mien phi: 

► Hotmail (www.hotmail.com) 

► Yahoo (www.yahoo.com) 

► Hushmail (www.hushmail.com): email mien phi v6i ma hoa miJc cao 
Mot so nha cung cap djch vu blog mien phi: 

► Blogsome (www.blogsome.com) 

► WordPress (www.wordpress.com) 

► Blogger (www.blogger.com) 

► SEO Blog 

Cach nay c6 mot van de. Khi c6 Hu'6ng Du'dng dang ky djch vu email hoac 
blog, may chu ma c6 lien lac da lu'u lai dja chi IP cua c6. Neu nhu' so IP de lai 
vet tich khien c6 bj tlm ra - neu c6 dung may tinh d nha hay cho lam - va 
neu cong ty cung cap djch vu^ bj buoc phai du'a ra thong tin ca nhan do, c6 c6 
the bj 16 dien. That kh6ng de ep buoc da s6 cac c6ng ty djch vu de 16 s6 IP 
c6 Hu'6ng Du'dng dung, 6ng bo tru'dng phai xin trac toa an, c6 the la phai 
hdp tac v6i cd quan an ninh Hoa Ky. Nhu'ng c6 Hu'dng Du'dng kh6ng nen 
chap nhan rui ro bj 16 tung tich neu chinh phu n\J6c c6 c6 the thuyet phuc 
c6ng ty djch vu email va blog de 16 danh tanh cua c6. 

Biidc 2 - May tinh cong cong 

Mot b\J6c khac c6 Hu'dng Du'dng c6 the di de dau danh tanh cua mlnh la 
dung may tinh c6 nhieu ngu'di khac dung de viet blog. Thay vl dang ky email 
va blog tCr may tinh 6 nha hoac cho lam, c6 Hu'dng Du'dng c6 the lam chuyen 
d6 6 quan cafe Internet, ndi ma c6 nhieu ngu'di khac cung da dung qua may 
tinh. 
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Cach nay cung c6 sd h6. Neu quan cafe Internet hoac phong may vi tinh lap 
ky luc ngi/di nao dung may nao luc may gid, danh tanh c6 HL/dng Di/dng 
cung bj 16. Co khong nen viet blog vao luc nCra dem khi ma c6 ta la ngu'di 
duy nhat dung may tinh - anh chuyen vien trong coi ndi do se biet c6 la ai. 
Va CO cung nen thay doi quan Internet thu'dng xuyen. Neu ong bo tru'dng 
phat giac ngu'di bao dong chuyen viet blog tii mot quan ''Thdi Dai M6'\" tren 
du'dng Phan Chau Trinh, ong ta se c(i mot ngu'di theo doi va bat cho du'dc c6 
Hu'6ng Du'dng. 

Biidc 3 - Dung proxy an danh 

(Xem chu'dng ''Ky thuat vu'dt hang rao kiem duyet'') 

Co Hu'6ng Du'dng that qua chan moi khi phai vao quan cafe Internet de dang 
blog. V6i si/ giup 6d cua mot anh hang x6m, c6 s(i dung may tinh d nha de 
vao mang thong qua may proxy an danh. Bay gid, moi khi c6 dung djch vu 
email va blog, c6 chi de lai so IP cua may proxy, khong phai so cua may tinh 
ca nhan cua c6 ... each lam cho ong bo tru'dng kho tlm ra c6. 

Dau tien, c6 phai tlm danh sach may proxy tren mang, bang each tlm cum 
tii ''proxy server'' tren Google. Co chon mot proxy server tren danh sach 
publicproxyservers.com, v6i trang ghi ro "an danh cao do''. Co ghi xuong so 
IP cua may proxy va so port tCr danh sach. 

Mot so danh sach may proxy dang tin cay: 

► www.publicproxyservers.com: an danh va khong an danh 

► Samair (www.samair.ru/proxy): chi c6 proxy an danh, va bao gom thong 
tin ve proxy c6 secure sockets layer (SSL). 

► Rosinstrument Proxy Database (http://tools.rosinstrument.com/proxy): 
mot cd sd du' lieu c6 the tlm kiem 

Sau do CO m6 phan "Preferences" tren phan mem duyet trinh web. D\J6\ 
"General", "Network" hoac "Security" (thong thu'dng), c6 tlm tuy chon de 
chinh proxy tru'dc khi len mang. (Trong phan mem Firefox, tuy chon nay 
nam d\J6\ Preferences - General - Connection Settings). 

Co bat len "manual proxy configuration", dien so IP cua may proxy va so 
port vao cac 6 danh cho HTTP proxy va SSL proxy roi lu'u lai cac thay doi. Co 
khcJi dong lai phan mem duyet trinh web va bat dau len mang. 
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Co de y thay len mang c6 ve cham hdn blnh thL/dng. Do la do moi Ian c6 vao 
mot trang web, no phai di vong qua may proxy. Thay vl len thang trang 
hotmail.com, c6 phai qua may proxy tru'dc, sau do c6 m6i vao Hotmail du'dc. 
Khi Hotmail gu'i c6 mot trang m6i, no phai di vong qua may proxy tru'dc roi 
m6i den may cua c6. Co cung de y thay mot so trang web kho vao du'dc, dac 
biet la cac trang buoc c6 phai dang nhap. Nhu'ng it ra c6 khong phai lo so IP 
cua CO bj lu'u lai tren may chu cung cap djch vu blog. 

Mot thi nghiem vui doi v6i proxy: Den trang noreply.org, mot trang g(i\ email 
lai rat pho bien. Trang nay se cho biet so IP cua may ban dang dung la bao 
nhieu: 

"Chao pool-151-203-182-212.wma.east.verizon.net 151.203.182.212, rat 
vui du'dc gap ban''. 

Bay gid qua trang anonymizer.com, mot djch vu web cho phep ban xem 
(mot so) trang web thong qua may proxy an danh. Trong 6 chiJ ben phai cua 
trang anonymizer, dien vao du'dng dan cua http://www.noreply.org. Ban se 
thay trang noreply.org nghT rang ban dang truy cap tCr 
vortex.anonymizer.com. (Anonymizer la mot each hay de thCr nghiem may 
proxy ma khong can thay doi phan mem duyet trinh web, nhu'ng no khong 
cho phep dung cac trang phiTc tap hdn nhu' email hay blog). Sau cung, theo 
chi dan tren de thay doi tuy chon trong phan mem duyet trinh web v6i dja 
chi proxy an danh roi den trang noreply.org de xem no tu'cJng ban den tii 
dau. 

Than 6i, may proxy cung khong hoan hao! Neu quoc gia c6 Hu'dng Du'dng 
dang song c6 luat Internet kho khan, c6 nhieu ngu'di len mang dung may 
proxy de den cac trang bj cam bcJi chinh phu. Chinh phu do c6 the phan iTng 
bang each chan cac trang proxy. Ngu'di len mang doi sang proxy khac, chinh 
phu cho ngan chan cac may proxy do luon, va vl the cai vong Ian quan tiep 
tuc. Tat ca cac dieu nay c6 the lam ton rat nhieu thdi gian. 

Co Hu'dng Du'dng c6 mot van de khac neu c6 chi la mot trong thieu so ngu'di 
dung proxy trong n\J6c. Neu cac blnh luan c6 de lai c6 the du'dc tlm den tCi' 
mot may proxy duy nhat, va ong bo tru'dng c6 the xem tat ca ky luc cua ISP 
tren toan n\J6c, ong ta c6 the phat hien ra may tinh^cua c6 Hu'dng Du'dng la 
mot trong vai may duy nhat vao mot may proxy. Ong ta khong the chiJng 
minh may cua c6 Hu'dng Du'dng dung proxy de viet blog nhu'ng ong ta c6 the 
di den ket luan la proxy do du'dc dung de viet blog va c6 la mot trong it 
ngu'di trong n\J6c dung proxy. Co Hu'dng Du'dng nen dung proxy thjnh hanh 
ndi CO d va nen thay doi proxy thu'dng xuyen. 
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Biidc 4 - Lan nay dich thi/c la minh roi! 

Co HL/dng Di/dng bat dau nghi may proxy c6 dung bj Idi dung. Chuyen g] se 
xay ra neu ong bo tru'dng thuyet phuc chu may proxy - bang luat phap hay 
dut lot - giiJ ky luc va xem coi ai trong nu'dc dang dung proxy nay, va ho 
vao trang web nao? Co le thuoc vao chu may proxy bao ve c6 ta, va c6 
khong he biet chu may do la ai. Mac du chu may proxy c6 the khong biet c6 
dang dung proxy cua mlnh - proxy thu'dng du'dc m6 do khong y thiJc. 

Co Hu'6ng Du'dng c6 ngu'di ban d Canada - mot quoc gia khong kiem duyet 
Internet nhu' ndi c6 dang song - va anh ta c6 the rat muon giup c6 cap nhat 
blog trong khi bao ve danh tanh cua c6. Co Hu'6ng Du'dng goi dien cho ban 
CO ay va hoi anh ban giup cai phan mem ''Circumventor'' tren may cua anh 
ta. Circumventor la mot trong hang chuc phan mem proxy ngu'di dung c6 the 
cai dat de giup ngu'di khac dung may tinh cua nhu' mot proxy. 

Ban cua c6 Hu'6ng Du'dng, anh Thanh Tu, tai Circumventor xuong tii 
Peacefire.org (http://www.peacefire.org/circumventor/simple-circumventor- 
instructions.html) va cai no vao may Windows cua anh ta. Qua trinh cai dat 
khong ddn gian - anh can cai Perl tru'dc, roi den OpenSA, sau do la 
Circumventor. Va roi anh ta can de may ket noi v6i mang suot, de cho c6 
Hu'6ng Du'dng c6 the dung nhu' proxy ma khong can hoi tru'dc. Anh ta chay 
phan mem do roi goi cho dien thoai di dong cua c6 Hu'6ng Du'dng va cho c6 
biet dja chi URL c6 c6 the dung de vao mang thong qua may proxy cua anh 
ta, hoac viet blog. Day la each thuan tien vl c6 Hu'6ng Du'dng c6 the dung 
proxy tCr nha hoac quan cafe, va khong can thay doi g] tren may cua c6. 

Trong khi c6 Hu'6ng Du'dng rat biet dn anh Thanh Tu, c6 mot van de I6n 
trong si/ xep dat^nay. May cua Thanh Tu chay Windows va can kh6i dong lai 
thydng xuyen. Moi khi no khcJi dong lai, ISP cua anh ta cung cap mot IP m6i. 
Moi khi chuyen nay xay ra, proxy khong con dung du'dc niJa. Anh Thanh Tu 
can lien lac v6i c6 Hu'6ng Du'dng va cho c6 biet so IP m6i phan mem 
Circumventor dang dung. Chuyen nay tr6 nen rat dac va gay phien ha mot 
each nhanh chong. Co Hu'6ng Du'dng cung lo la, neu c6 dung mot so IP thdi 
gian dai qua, ISP cua c6 se chju ap li/c tii chinh phu va buoc phai chan no. 

Biidc 5 - Onion Routing qua giao thufc Tor 

Anh Thanh Tu khuyen khich c6 Hu'6ng Du'dng de thd qua Tor, mot he thong 
an danh cao cap m6i cho viec hoat dong tren mang. Onion routing du'a y 
tu'dng proxy server - mot may tinh lam viec thay cho may tinh cua ban - len 
mot tang m6i phiJc tap hdn. NhiJng truy cap khi thong qua he thong onion 
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routing phai 6'\ qua tu' hai cho den hai mu'di may tinh khac nhau, cho nen 
viec truy tlm nguon goc cua may tinh truy cap rat kho khan. 

Moi bL/dc cua onion routing deu du'dc ma hoa, vl the chinh quyen khong de 
dang theo doi nhiJng bai viet cua c6 Hu'dng Du'dng. Hdn niJa, moi may tinh 
trong he thong chi biet lang gieng gan nhat cua mlnh ma thoi. Noi khac hdn 
la thiet bj djnh tuyen B chi biet la thiet bj A truyen cho no mot trang web da 
du'dc ma hoa va no phai tiep tuc truyen cho thiet bj C, ngoai van de do ra, 
thiet bj B khong biet g] khac. 

Mac du ky thuat rat phiJc tap, nhu'ng c6 Hu'6ng Du'dng lai cam thay cac cai 
dat Tor (http://tor.eff.org/cvs/tor/doc/tor-doc-win32.html), mot he thong 
Onion Routing, rat de dang. Co ta tai xuong chu'dng trinh Tor tren may cua 
mlnh, roi thl tai them Prixvoxy, mot proxy cong tac v6i Tor va cung c6 them 
cong hieu ngan chan cac quang cao dien t(i. 

Sau khi cai dat phan mem va khcJi dong lai may cua c6, c6 Hu'6ng Du'dng 
kiem soat lai v6i noreply.org va biet chac c6 da du'dc ''dpi 16V qua he thong 
Tor - v] noreply.org nghT rang c6 dang truy cap tii Dai Hoc Harvard. Khi c6 
nap vao mang lai, thl no nghT c6 dang d DlTc. Tii day c6 Hu'dng Du'dng biet 
rang Tor dang che day nguon gqc truy cap cua c6 bang each vCra gia dang va 
vCra thay doi vj tri cua c6 qua moi truy cap khac nhau. 

Dieu nay c6 nhieu hau qua ky la. Khi c6 dung Google thong qua Tor, thl chi 
trong may phut, c6 da phai doi dien v6i may thiJ tieng khac nhau nhu' tieng 
DlTc, Nhat, Anh, va Hoa Lan. Va mac du c6 Hu'dng Du'dng thich hoc hoi tieng 
n\J6c ngoai, nhu'ng khong each nao lam viec du'dc. Co Hu'dng Du'dng cung 
thu'dng dong gop cho Wikipedia, nhu'ng c6 da phat hien ra la Wikipedia 
khong cho phep c6 sCra bai khi c6 dung Tor. 

Tor cung c6 cung nhiJng van de ma c6 Hu'dng Du'dng da gap phai khi dung 
cac proxy khac. Internet cua c6 bj cham lai khi dung Tor va cuoi cung thl c6 
chi dung Tor khi truy cap vao nhiJng tai lieu nhay cam hoac khi du'a bai len 
blog cua mlnh. Va dT nhien, c6 phai dung may d nha vl khong the cai dat Tor 
d cac may ndi cong cong de dang. 

Nhu'ng lo gai I6n nhat c6 phat hien ra la c6 nhieu luc Tor ngu'ng lam viec. 
Bang chiJng la ISP cua c6 da bat dau ngan chan mot vai djnh tuyen cua Tor 
va khi he thong nay muon dung cac djnh tuyen bj chan thl khong lam viec 
du'dc va CO khong truy cap du'dc trang web do. 

Biidc 6 - Mixmaster, Invisiblog va GPG 
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DT nhien phai c6 mot giai phap cho van de viet blog ma khong phai can den 
proxy server, ke ca mot cong cu cao cap nhi/Tor. 

Sau khi tho giao that lau v6i mot chuyen gia, c6 kham pha ra mot each 
khac: Invisiblog (www.invisiblog.com), mot website di/dc mot nhom ngi/di 
Uc dat ten la vigilant. tv dieu khien. Day la mot trang web tao ra cho nhiJng 
ngi/di that si/ bj trieu chiJng hot hoang. Ban khong the di/a bai len Invisiblog 
thong qua mang, ban phai g(i'\ bai qua mot email theo hlnh thiJc yeu cau 
thong qua MixMaster va phai du'dc ma hoa. 

Va roi thl c6 Hu'6ng Du'dng cung cai dat GPG (www.gnupg.org) - each ap 
dung Pretty Good Privacy bcJi GNU (http://en.wikipeclia.org/wiki/Public- 
key_cryptography), mot he thong ma hoa cong khai. 

Noi cho ngan ngon: ma khoa public-key encryption la mot ky thuat giup cho 
CO g(i\ th\J va tai lieu di cho mot ngu'di khac va chi c6 ngu'di do doc du'dc, va 
khong can c6 phai chia se mat ma cua c6 v6i ai. Public key encryption cung 
cho ngu'di dung mot phu'dng phap ''ky'' thong tin cua mlnh v6i mot chiJ ky 
dien t(i gan nhu' khong the gia mao du'dc. 

Co ta tao ra mot cap mat ma can cho viet blog - khi c6 ky mot post v6i ''mat 
ma ca nhan'', may chu blog se dung "mat ma cong'' cua c6 de biet du'dc la c6 
CO mot post m6i va roi thl chuyen len blog cua c6. (Xem bai "Bao mat that 
SI/ cho thu' dien ti/ ca nhan") 

Roi thl CO cai dat MixMaster, mot he thong email du'dc tao ra v6i muc dich 
che dau nguon goc cua email. MixMaster dung mot day chuyen gom het cac 
he thong chuyen thu' nac danh - he thong nay se x6a di het cac tin ti/c cac 
nhan - de gi/i di cac email an danh. Bang each dung mot day chuyen c6 2 
cho den 20 he thong chuyen thu', tin ti/c gi/i di rat kho theo doi, mac du mot 
hoac hdn may tinh trong day chuyen nay bj xam nhap va thong tin ve ngu'di 
gi/i bj thau lai. Co Hu'6ng Du'dng phai ti/ bien djch (compile) ma nguon cua 
MixMaster. Day lam mot cong trinh can den si/ giup 6d cua mot chuyen gia. 

Co gi/i la thu' MixMaster dau tien cho Invisiblog, kem theo ma cong khai cua 
CO. Invisiblog dung tai lieu nay de lap len mot blog m6i v6i cai ten that hap 
dan "invisiblog.com/ac4589d7001ac238" - 16 chu' sau la 16 chiJ cuoi cua ma 
GPG cua CO. Roi sau do c6 chi can gi/i post cho invisiblog dung chiJ ky cong 
khai qua MixMaster. 

Dung phu'dng phap nay rat cham hdn so v6i loi viet blog blnh thu'dng. Dung 
each chi dan sai cua MixMaster c6 ngla la phai can den hai tieng cho den hai 
ngay de thu' cua c6 den t6i du'dc server. Va c6 ta cung phai can than khong 
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nen truy cap den blog cua c6 thi/dng xuyen vl moi truy cap deu ghi lai IP, va 
IP cap nhat nhieu Ian se de 16 c6 la chu nhan cua blog. Nhi/ng doi v6i 
Invisiblog, ho khong can biet c6 la ai. 

Van de I6n nhat cua Invisiblog la no rat kho s(i dung doi v6i phan dong ngu'di 
dung. Nhieu ngu'di cam thay cai dat GPG rat la kho khan va khong hieu du'dc 
SI/ phiJc tap cua nhiJng cai ma khoa. NhiJng cong cu ma hoa de s(i dung hdn, 
nhu' Ciphire, da^ du'dc tao ra de giup ngu'di dung khong du'dc thanh thao, 
nhu'ng chung van con rac roi. Cho nen, rat it ngu'di bo thdi gian ma hoa 
email cua ho, ke ca nhiJng ngu'di rat can no. 

MixMaster la mot si/ thach thi/c ky thuat that si/ cho nhieu ngu'di dung. 
Ngu'di dung Windows c6 the tai phien ban cu tren DOS cua he thong nay 6 
day (http://en.wikipedia.org/wiki/Public-key_cryptography). Toi da tai xuong 
va thi/ no, nhu'ng du'dng nhu' no bj hu' roi... hoac la c6 the email cua toi dang 
du'dc gi/i qua gi/i lai giiJa cac may khac nhau. Ban doc muon dung phien ban 
m6i cho cac he dieu hanh khac nhu' Linux hoac Mac, thl can phai bien djch 
ma nguon (compile source code) cho cac he thong nay, mot viec lam phi/c 
tap ngay ca doi v6i ngu'di dung may tinh thong thao. Co the Invisiblog sau 
nay se tr6 nen hiJu dung hdn neu no chap nhan thu' tii cac he thong gi/i 
email tren mang nhu' riot.eu.org nhu'ng ngay bay gid, Invisiblog khong giup 
du'dc nhieu cho ngu'di can no nhat. 

Co nhieu van de khac trong phu'dng phap ma hoa cao cap d cac nu'dc bj ap 
che. Neu may vi tinh va ma tu' nhan cua c6 Hu'6ng Du'dng bj chinh quyen tlm 
ra, Chung se thanh lap mot chi/ng c6 kien c6 chi chi/ng c6 Hu'6ng Du'dng la 
ngu'di viet nhiJng bai nhay cam. Va trong nhiJng nu'dc c6 rat it ngu'di dung 
ma hoa thl ngu'di dung MixMaster nay se bj phat hien va theo doi ky cang. 

An danh bao nhieu m6i du? Phufc tap bao nhieu m6i goi la qua nhieu? 

Ban CO the dung bien phap cua c6 Hu'6ng Du'dng - tlm hieu ve si/ ma hoa va 
phan mem de dung MixMaster - hay khong? Hay la mot ket hdp nao do cua 
Bu'dc 1-5 da du cho ban blog an danh? Khong c6 mot cau tra \d\ dung hay 
sai nao. Cau tra \d\ dung nhat phai di/a vao dieu kien cua ndi cJ, si/ hieu biet 
ky thuat cua ban, va ''can benh'' hot hoang cua ban. Neu ban van con lo sd 
va ban c6 the cai dat Tor, thl Tor la mot quyet djnh tot. 

Va hay nh6 rang khong bao g'\d ky blog bang ten that cua mlnh! 
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Ethan Zuckerman la mot thanh vien cua 
Vien Berkman ve Internet va Xa Hoi d 
Harvard Law School^ ndi ong dang 
nghien cu'u ve quan he giufa bao chf tit 
phat va truyen thong thong thi/dng^ dac 
biet d cac ni/dc dang phat trien, Ong la 
ngi/dl da sang lap ra va cung la giam 
doc cua Geekcorps^ mot hoi khong Idi 
nhuan v6i muc dfch dao tao ky thuat 
trong nhijfng ni/dc dang phat trien. Ong 
cung la mot trong nhCtng ngitdi lap ra 
Tripod^ mot cong ty chuyen ve 
webhosting. 
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CAC PHl/aNG THl/C KY THUAT DE 
VI/OT QUA KIEM DUYET INTERNET 

Nart Villeneuve 

Y Nhan & Ngoc Minh chuyen ngiJ 

Muc luc: 

► Loc noi dung Internet 

► Ky thuat vL/dt ti/dng ICra 

► Xac djnh nhu cau va kha nang cua ngi/di dung 

► Cac trinh vu'dt tu'dng Ida di/a tren web 

o Cac djch vu vu'dt tu'dng Ida di/a tren web cong khai 

o Phan mem vu'dt tu'dng \(ia di/a tren web 

o Phan mem vu'dt tu'dng \(ia di/a tren web: cac van de bao mat 

► Proxy server 

o Phan mem proxy server 

o Cac proxy cong khai 

o Djnh vj cac proxy cong khai 

o Cac proxy cong khai: cac cong khong thong dung 

o Proxy server: van de bao mat 

► Tao du'dng ham 

► Cac he thong lien lac an danh 

► Ket luan 
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Log noi dung Internet 

Ky thuat loc cho phep dat cac kiem soat vao cac truy cap t6i cac noi dung 
tren Internet. Mac du tanri diem ban dau cua ky tliuat nay la d nrnJc ca nhan, 
cho phep cac bac phu huynh ngan chan tre em truy cap cac noi dung khong 
phu hdp, nhu'ng hien nay, ky thuat nay dang du'dc trien khai d miJc to chiJc 
va miJc quoc gia. Kiem soat truy cap noi dung Internet dang trd thanh u'u 
tien doi v6i cac ndi nhu' tru'dng hoc, thu' vien va cac doan the... Tai mot so 
nu'dc, ky thuat loc con du'dc ap dung tren pham vi toan quoc, toan bo dan 
Chung bj can trcJ truy cap t6i mot noi dung xac djnh nao do tren Internet, ma 
khong du'dc giai thich thoa dang. 

Cac ky thuat loc noi dung di/a tren viec ngan chan cac danh sach ten mien 
hoac URL, no thu'dng du'dc ket hdp v6i cac ky thuat chan di/a tren si/ so 
kh6p cac tii khoa, de chan cac noi dung Internet. NhiJng danh sach nay du'dc 
lap va phan loai, sau do du'dc nap vao phan mem loc da du'dc cau hlnh de 
chan chi cac loai danh muc djnh sin. Khi ngu'di dung truy cap mot trang 
web, phan mem loc se kiem tra danh sach ''den'' va ngan truy cap t6i bat clT 
trang nao trong danh sach do. V6i ky thuat chan^di/a tren tii khoa, phan 
mem se kiem tra tiing trang (theo mien, du'dng dan URL va/hoac noi dung 
cua trang du'dc yeu cau) va chan truy cap t6i trang web neu tlm thay nhiJng 
tCr khoa bj cam tai trang do. 

Cac he thong loc c6 hai khuyet diem: chan tren va chan du'di. Cac bo loc 
thu'dng chan truy cap t6i cac noi dung bj phan loai sai va thu'dng khong ngan 
du'dc het moi truy cap den nhiJng noi dung da djnh. Nhu'ng, van de chinh la 
bi mat xung quanh viec tao cac danh sach web ''den''. Mac du c6 mot vai 
danh sach la cong khai (chu yeu tap trung vao cac web khieu dam), con cac 
danh sach thu'dng mai va cac danh sach du'dc iJng dung d miJc quoc gia la bi 
mat. Danh sach thu'dng mai gom cac ten mien va cac URL du'dc phan loai la 
sd hiJu tri tue cua cac nha san xuat va khong du'dc cong khai. Mac du, tren 
thi/c te, cac nha san xuat phan mem loc du'a len mang cac each thiJc kiem 
tra URL, nhu'ng toan bo danh sach "den" la bi mat va khong sin c6 cho viec 
kiem tra va phan tich doc lap. 

Chinh phu cac quoc gia thu'dng sd dung cac danh sach thu'dng mai, va 
thu'dng xuyen them vao cac danh sach nhiJng web "den". Cac site bj chan 
hau het gom cac to chiJc chinh tn doi lap, bao chi, cac to chiJc nhan quyen, 
cac to chiJc tin tiJc quoc te... va nhiJng noi dung nhay cam doi v6i chinh phu 
do. Phan I6n nhiJng quoc gia nay tap trung vao nhiJng thong tin du'dc viet 
bang ban ngiJ, cac trang tieng Anh, va ngay^cang nham vao nhiJng cuoc 
thao luan tren mang nhu' cac web log va cac dien dan. 
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Ky thuat viTcft tiTdng lijra 

De doi pho v6i cac cd che loc va kiem soat Internet, nhieu dang ky thuat da 
phat sinh cho phep ng\Jd'\ dung vu'dt qua cac gi6i han. Co nhieu di/ an phat 
trien cac ky thuat cho phep cong dan va cac mang \\J6\ xa hoi dan si/ t\J bao 
dam hoac hoat dong doi lai cd quan kiem duyet va giam sat Internet. NhiJng 
cong cu nay du'dc goi la ''circumvention technologies''. Noi chung, cac ky 
thuat nay lam viec bang each phat di mot yeu cau cua ngu'di dung tCr mot 
quoc gia (ndi c6 si/ sang loc noi dung Internet) qua mot may trung gian 
khong bj chan bcJi cd che sang loc. May tinh nay nhan noi dung du'dc yeu cau 
va gi/i lai noi dung do cho ngu'di dung. Doi khi, nhiJng ky thuat nay c6 the 
du'dc thiet ke mot each chuyen biet doi v6i mot tlnh huong loc cu the hoac 
du'dc tuy nghi hoa doi v6i mot quoc gia nao do. Trong nhiJng tru'dng hdp 
khac, ngu'di dung c6 the ddn gian thich i/ng v6i cac ky thuat hien c6. 

Mot so ky thuat du'dc phat trien bcJi cac cong ty tu' nhan, mot so khac b6i cac 
nhom dac thu nhu' cac hacker va nhiJng ngu'di hoat dong chinh tn. Cac ky 
thuat nay bao gom tCr cac script va cac chu'dng trinh ddn gian, den cac giao 
thi/c mang ngang hang (peer-to-peer network protocol). V6i mot loat cac ky 
thuat nhu' vay, ngu'di dung can c6 kha nang xem xet nhiJng diem manh va 
diem yeu cua tiing loai, de lu'a chon nhiJng ky thuat phu hdp v6i nhu cau cua 
ho. 

Co hai loai ngu'di dung cac ky thuat nay: nha cung cap ky thuat va ngu'di 
dung cuoi. Nha cung cap ky thuat cai dat phan mem tren mot may tinh tai 
mot ndi khong du'dc bj kiem duyet va lam cho djch vu c6 hieu li/c doi v6i 
nhiJng ai truy cap Internet tii mot vj tri bj kiem duyet. Ky thuat thanh cong 
di/a tren si/ gap nhau cua cac nhu cau xac djnh cua ca hai loai ngu'di dung. 

Phan nay nham thong tin cho ngu'di dung va hu'dng dan each danh gia ky 
thuat phu hdp nhat doi v6i cac nhu cau xac djnh cua ngu'di dung. Dieu nay 
du'dc thi/c hien bang each xac djnh cac nhu cau va kha nang cua ngu'di dung 
- si/ dung ky thuat trong khi can bang mi/c do bao mat thich hdp v6i kha 
nang si/ dung cac ky thuat cua ngu'di dung cuoi. Si/ hieu qua, an toan va on 
djnh dat du'dc khi c6 mot chu'dng trinh tot trong tay ngu'di dung hieu biet. 

Xac djnh nhu cau va kha nang cua ngUdi dung 

Cac ky thuat nham vao cac loai ngu'di dung khac nhau v6i nhUng phu'dng 
each khac nhau va mi/e do thanh thao khac nhau. Mot ky thuat hieu qua 
trong tru'dng hdp nay eo the khong phai la li/a chon tot nhat trong tru'dng 
hdp khac. Khi li/a chon mot ky thuat, dieu quan trong doi v6i nha cung cap 
ky thuat va ngu'di dung cuoi la tra \d'\ du'dc cac cau hoi sau: 
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► So ngi/di dung va bang thong sin c6? (cau hoi danh cho nha cung cap va 
ng\Jd'\ dung) 

► Dau la diem dau cua truy cap Internet doi v6i ngu'di dung va ho se s(i 
dung no de lann gl? 

► IMlTc do thanh thao ky thuat? (cau hoi danh cho nha cung cap va ngu'di 
dung) 

► Si/ sin CO cua cac lien he du'dc tin nhiem ngoai quoc gia doi v6i ngu'di 
dung? 

► MlTc do trCrng phat neu ngu'di dung bj phat hien? 

► Ngu'di dung cuoi c6 hieu dung ve cac nguy cd bao mat khi s(i dung mot ky 
thuat xac djnh hay khong? 

So ngi/di dung va bang thong san co 

Nhffng nha cung cap can \J6c lu'dng so ngu'di dung ma ky thuat nham t6i, va 
SI/ can bang so lu'dng ngu'di dung v6i bang thong sin c6. Ngu'di dung cuoi 
cung phai de y bang thong cua mlnh vl si/ dung ky thuat nay se lam cham 
truy cap Internet. 

Nhi/ng ngu'di lu'u tam t6i cac proxy cong cong can de y xem cac proxy cua ho 
CO bj si/ dung bcJi ai do tai ndi khong bj kiem duyet. Vi du, cac proxy c6 the 
du'dc si/ dung de tai toan bo cac doan phim tieu ton nhieu bang thong. Do 
do, ban c6 the muon han che truy cap t6i proxy ban dung hoac xem xet den 
tong bang thong ban muon gi6i han doi v6i proxy. Nhi/ng ky thuat khac 
nhau hien c6 cung cap mot so hay tat ca cac li/a chon. 

Diem dau truy cap va sCt dung 

Co nhieu li/a chon cua cac ky thuat kha dung, tuy vao ndi ngu'di dung truy 
cap Internet va cac djch vu ho can de chay qua cac he thong ky thuat nay. 
Vl du, ngu'di dung truy cap Internet tCr cac may tinh cong cong hoac Internet 
cafe khong c6 kha nang cai dat bat ci/ phan mem nao va se bj gi6i han doi 
v6i cac giai phap di/a tren web (web-based soluttion). Nhi/ng ngu'di khac c6 
the muon si/ dung cac i/ng dung ben canh duyet web bang HTTP, nhu' e-mail 
(SMTP) va truyen file (FTP), va do do c6 the muon cai phan mem tren tram 
may tinh cua ho va chinh cac thiet lap cua may tinh. Tat nhien, dieu nay can 
mot mi/c do nhat djnh ve ky nang ky that 6 ngu'di dung do. 
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Mu'c do thanh thao ky thuat 

MlTc do thanh thao ve ky thuat cang cao, cang c6 nhieu li/a chon khi s(i dung 
cac ky thuat vu'dt tu'dng ICra. Tr6 ngai doi v6i nhiJng ngu'di dung khong 
chuyen bao gonri viec cai dat va thiet lap tien trinh cung nhu' cac thay doi cau 
hlnh hay cac bu'dc phu phai nam du'dc khi s(i dung ky thuat. Su' dung khong 
dung cac ky thuat nay c6 the dat ngu'di dung vao cac rui ro (ma blnh 
thu'dng) CO the tranh du'dc. 

San CO nhijfng moi lien he tin cay 

Ngu'di dung cuoi c6 the nang cao tot cac li/a chon cua ky thuat vu'dt tu'dng 
ICra neu ho biet va tin cay nhiJng ngu'di 6 nu'dc ngoai. Neu mot ngu'di dung 
khong c6 mot lien he tin cay, nhiJng li/a chon cua ho bj gi6i han doi v6i cac 
he thong sin c6, ma c6 the la cac he thong cai dat, sang loc va ngan chan. 
V6i mot lien he tin cay, ngu'di dung cuoi c6 the hoi y kien nha cung cap de 
tlm ra giai phap dap iTng du'dc cac nhu cau xac djnh va c6 the du'dc dam bao 
tinh rieng tu' de tranh bj phat hien. Mot ky thuat thanh cong, lau dai va on 
djnh du'dc nang cao tot bang each c6 du'dc mot lien he tin cay tai ndi khong 
bj kiem duyet. 

XCtpliat 

Doi v6i cac ky thuat nay, mot dieu quan trong can biet la hlnh phat ma 
ngu'di dung c6 the gap phai neu ho bj bat khi s(i dung ky thuat vu'dt tu'dng 
ICra. Tuy thuoc vao do nghiem trong cua hlnh phat, cac li/a chon trong viec 
s(i dung se khac nhau. Neu moi tru'dng phap luat long leo va hlnh phat thap, 
ngu'di dung c6 the chon nhieu li/a chon, sao cho hieu qua ma khong can qua 
an toan. Neu moi tru'dng dac biet nguy hiem, can can trong khi cai dat cac 
ky thuat km dao va bao mat. 

Rui ro ve bao mat 

Ngu'di dung thu'dng hay du'dc khuyen khich s\i dung cac ky thuat vu'dt tu'dng 
ICra ma khong du'dc thong bao dung ve cac rui ro bao mat tiem an, dieu do 
CO the han che toi thieu bang each trien khai ky thuat phu hdp tai ndi phu 
hdp va du'dc s(i dung dung each b6i ngu'di dung cuoi. 

Cac trinh viTcft tiTdng lijra di/a tren web 

Cac trinh vu'dt tu'dng ICra di/a tren web (web-based circumventor) la cac 
trang web dac biet c6 dang web cho phep ngu'di dung gCri di mot URL, sau do 
trinh vu'dt se lay noi dung cua trang du'dc yeu cau va hien thj t6i ngu'di dung. 
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Khong c6 ket noi giiJa ngi/di dung va website di/dc yeu cau, va trinh vi/dt uy 
nhiem viec cho phep yeu cau doi v6i ngu'di dung duyet cac website bj chan. 
Cac trinh vu'dt cung ghi lai cac lien ket trong trang web du'dc yeu cau, sao 
cho ngu'di dung c6 the iu'dt web mot each blnh thu'dng. Khi s(i dung trinh 
vu'dt di/a tren web, ngu'di dung cuoi khong phai cai dat bat clT phan mem 
nao hay bat clT thiet lap nao doi v6i trinh duyet cua ho. Tat ca nhiJng g] 
ngu'di dung cuoi phai lam la vao URL cua trinh vu'dt, nhap URL ma ho muon 
vao theo dang du'dc chi ra tren trang trinh vu'dt va nhan nut g(i\ yeu cau. 
(Cac trinh vu'dt c6 the trong khac nhau nhu'ng chiJc nang cd ban la nhu' 
nhau). Do do, khong can miJc do thanh thao nao va trinh vu'dt c6 the du'dc 
sCr dung tCr bat ky diem truy cap nao. 

l/u diem 

NhiJng he thong vu'dt tu'dng Ida di/a tren web de s(i dung va ngu'di dung cuoi 
khong can cai dat phan mem nao. Cac djch vu vu'dt tu'dng Ida cong khai di/a 
tren web la sin c6 doi v6i ngu'di dung khong c6 mot lien he tin cay d ndi 
khong bj kiem duyet. Cac he thong vu'dt tu'dng ICra rieng tu' c6 the du'dc tuy 
nghi de dap iJng nhffng nhu cau xac djnh cua ngu'di dung va it bj phat hien 
b6i cac bo kiem duyet. 

Nhi/dc diem 

NhiJng he thong nay thu'dng bj han che doi v6i chuyen tai web (HTTP) va c6 
the khong truy cap du'dc b6i cac truy cap du'dc ma hoa (SSL). Cac djch vu 
web (chang han email di/a tren web) yeu cau xac thi/c c6 the khong c6 day 
du tinh nang. Cac djch vu vu'dt tu'dng \(ia cong khai noi chung du'dc biet den 
va CO the bj da chan. Cac he thong rieng tu' yeu cau ngu'di dung c6 lien he d 
vj tri khong bj kiem duyet. Mot each ly tu'dng, hai ben phai lien lac du'dc v6i 
nhau theo each nao do ma khong de bj kiem soat. 

Cac djch vu viidt tUdng lijra di/a tren web cong khai 

Co nhieu phan mem di/a tren web sin c6 mot each cong khai. Hau het cung 
cap djch vu mien phi trong khi mot so c6 vai li/a chon nhu' truy cap c6 ma 
hoa, cung v6i dang ky c6 tra tien. Mot so du'dc van hanh b6i cac cong ty, 
mot so khac b6i nhffng ngu'di tlnh nguyen. Sau day la mot vai vi du: 

Cac djch vu viidt tUdng lijra di/a tren web cong khai 

► http://www.anonymizer.com 

► http://www.unipeak.com 
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► http://www.anonynnouse.ws 

► http://www.proxyweb.net 

► http://www.guardster.coni 

► http://www.webwarper.net 

► http://www.proxify.conn 

► http://www.the-cloak.conn 

V] cac dja chi web cua cac djch vu nay du'dc biet den rong rai, nen thu'dng da 
bj du'a vao cac danh sach ''den'' bcJi hau het cac iJng dung kiem duyet 
Internet d nhieu n\J6c. Neu cac dja chi web cua cac djch vu nay bj chan, 
Chung khong the dung du'dc. Hdn niJa, nhieu trinh vu'dt cong khai khong ma 
hoa chuyen van giiJa trinh vu'dt va ngu'di dung cuoi. Bat clT thong tin nao 
du'dc truyen b6i ngu'di dung c6 the bj chan diJng b6i ngu'di van hanh djch vu 
vu'dt tu'dng ICra. 

Cac djch vu vu'dt tu'dng Ida di/a tren web la phu hdp nhat doi v6i nhiJng 
ngu'di dung d moi tru'dng c6 rui ro bao mat thap, khong c6 cac lien he tai 
nhiJng vj tri khong bj kiem duyet va c6 cac nhu cau vu'dt tu'dng Ida tam thdi 
hoac dac biet, hoac nhiJng ngu'di khong c6 nhu cau truyen nhiJng thong tin 
nhay cam. 

Phan mem viidt tUdng luTa di/a tren web 

Cai dat phan mem nay doi hoi miJc do thanh thao ky thuat va mot so tai 
nguyen thich hdp (nhu' web server va bang thong). V6i mot trinh vu'dt rieng 
tu', vj tri chi du'dc biet doi v6i nhiJng ngu'di dung trong khi cac trinh vu'dt 
cong khai va cac djch vu an danh du'dc biet b6i ca ngu'di dung va nhiJng bo 
loc (va CO trong hau het danh sach den cua cac phan mem loc thu'dng mai). 
Kha nang cac phan mem bj phat hien thap hdn so v6i cac djch vu cong khai. 

Cac trinh vu'dt rieng tu' c6 the du'dc cai dat v6i miJc tuy bien nao do theo yeu 
cau cua ngu'di dung. Mot so tuy bien thong dung la thay doi so hieu cong ma 
web server chay va cai dat ma hoa. Giao thiTc SSL (Secure Sockets Layer - 
Tang socket bao mat) la mot giao thiJc truyen noi dung mot each bao mat 
qua Internet. No thu'dng du'dc s(i dung b6i cac website de truyen thong tin 
an toan, nhu' so the tin dung. Cac website cho phep SSL du'dc truy cap v6i 
"HTTPS" thay v] "HTTP". 
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Mot li/a chon khac khi s(i dung SSL la tao mot trajig web v6 hai d may chu 
va che he thong vL/dt ti/dng Ida bang mot 6\Jdng dan va mot ten file v6 thi/c. 
Mac du mot he thong trung gian c6 the xac djnh di/dc may chu dang lien lac 
v6i ngu'di dung, nhu'ng van khong the xac djnh du'dc du'dng dan yeu cau, b6i 
mot phan cua yeu cau du'dc ma hoa. Vi du, neu ngu'di dung ket noi t6i 
''https://vidu.com/vuottuonglua/^ he thong trung gian c6 the xac djnh ngu'di 
dung ket noi v6i vidu.com, nhu'ng khong the biet du'dc ngu'di dung da yeu 
cau vuottuonglua. Neu phia van hanh he thong vu'dt dat mot trang v6 hai tai 
vidu.com, tham chi neu dang c6 kiem soat nao do, trinh vu'dt se khong bj 
phat hien. 

CGiProxy: Mot CGi script hoat dong nhu' la mot HTTP hoac FTP proxy. 

Peacefire's Circumventor: Mot chu'dng trinh cai dat t\J dong cho nhiJng ngu'di 
dung khong chuyen c6 the de dang cai dat va cau hlnh CGiProxy. 

pHproxy: Mot he thong vu'dt tu'dng di/a tren web du'dc cau hlnh cao (thCr 
ngiem). 

Psiphon: Mot may chu cho phep ma hoa SSL v6i he thong vu'dt tu'dng Ida 
di/a tren web di/ng sin (built-in). 

Cac he thong vu'dt tu'dng rieng, cho phep ma hoa la phu'dng phap phu hdp 
nhat doi v6i ngudi dung can cac giai phap vu'dt tu'dng \da on djnh cho chuyen 
van web va c6 nhiJng lien he tin cay tai cac vj tri khong bj kiem duyet, c6 du 
nhiJng ky nang ky thuat va bang thong de thiet lap va bao tri he thong. Day 
la phu'dng phap linh hoat nhat. 

Phan mem viidt tUdng lu'a di/a tren web: cac van de bao mat 

Cac he thong vu'dt tu'dng \da khong nhat thiet cung cap each thiJc an danh. 
Mac du danh tinh cua ngu'di dung cuoi du'dc bao ve khoi nhiJng ngu'di dieu 
hanh cac website du'dc duyet. Neu phien lam viec giiJa ngu'di dung va trinh 
vu'dt tu'dng \da la d dang van ban thu'dng (HTTP), nhu' hau het cac djch vu 
mien phi, noi dung c6 the de dang bj chan va phan tich b6i mot he thong 
trung gian nhu' nha cung cap djch vu Internet (ISP). Do do, mac du c6 the 
vu'dt tu'dng \da thanh cong nhu'ng cac cd quan kiem duyet van c6 the biet 
du'dc rang ngu'di dung da duyet web bang trinh vu'dt tu'dng \da. Hdn the niJa, 
ho CO the xac djnh du'dc noi dung nhiJng website ma ngu'di dung da ghe qua, 
du'dc trao doi giiJa trinh vu'dt va ngu'di dung cuoi. 
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Cac trinh vL/dt ti/dng Ida di/a tren web hoat dong d che do van ban thi/dng 
(khong di/dc ma hoa) doi khi s(i dung each thiJc lam hon don URL (Uniform 
Resource Locator - Djnh vj tai nguyen thong nhat). Vi du, s(i dung ky thuat 
ddn gian nhu' ROT- 13 trong do mot ky ti/ nao do du'dc thay the b6i mot ky t\J 
diJng tru'dc no 13 vj tri theo bang chiJ cai alphabet, URL 
http://ice.citizenlab.org tr6 thanh uggc://vpr.pvgvmrayno.bet. URL du'dc ma 
hoa sao cho cac td ma ky thuat loc kiem tra se khong xuat hien trong URL 
du'dc yeu cau. Tuy nhien, noi dung cua phien lam viec c6 the van bj ''danh 
hdi'' ngay ca khi vu'dt tu'dng Ida thanh cong. 

Ton tai rui ro lien quan t6i viec sd dung cookie va cac script. Nhieu trinh vu'dt 
di/a tren web c6 the du'dc cau hlnh de loai bo cookie va cac script, nhu'ng 
nhieu trang (vi du cac webmail) yeu cau sd dung chung. Can than trong khi 
sd dung nhiJng li/a chon nay. Mot rui ro c6 lien quan khac, dac biet khi sd 
dung cac djch vu yeu cau dang nhap/mat khau, la truy cap trinh vu'dt tu'dng 
\da thong qua ket noi van ban thu'dng, roi sd dung no de yeu cau thong tin 
td mot server du'dc ma hoa. Trong tlnh huong nay, trinh vu'dt tu'dng \da lay 
nhiJng thong tin yeu cau td server ma hoa SSL thong qua truyen tin c6 ma 
hoa, nhu'ng sau do gu'i cac noi dung d dang van ban thu'dng tr6 lai ngu'di 
dung, do do lam 16 nhiJng thong tin nhay cam. 

Mot so trong cac van de bao mat c6 the du'dc giai quyet bang each sd dung 
cac proxy di/a tren web thong qua ket noi du'dc ma hoa. Mot so proxy di/a 
tren web du'dc cau hlnh de c6 the du'dc truy cap v6i SSL (HTTPS), giao thiJc 
ket noi giiJa ngu'di dung cuoi va cac trinh vu'dt tu'dng \da di/a tren web. 
Trong tru'dng hdp nay, cac he thong trung gian c6 the chi quan sat du'dc 
rang ngu'di dung ket noi t6i trinh vu'dt ma khong the xac djnh noi dung cua 
phien lam viec. Ngu'di dung can bao dam la ho sd dung cac trinh vu'dt cho 
phep SSL neu rui ro bao mat cao. 

Tuy nhien, mac du ket noi cua ngu'di dung cuoi t6i trinh vu'dt di/a tren web 
CO the bao mat, bat cd thong tin nao di qua trinh vu'dt di/a tren web c6 the 
bj ngan chan b6i ngu'di chu cua trinh vu'dt. Mot van de bao mat phu la cac 
ban ghi do cac nha cung cap trinh vu'dt nam giiJ. Phu thuoc vao vj tri cua 
trinh vu'dt, hoac vj tri cua server cua trinh vu'dt, cac cd quan kiem duyet c6 
the truy cap vao cac file nhat ky cua trinh vu'dt. 

Con mot so lo ngai ma ngu'di dung c6 the nhan thay, ngay ca khi sd dung 
cac trinh vu'dt di/a tren web cho phep SSL. Mot la sd dung ma hoa c6 the 
lam tang len si/ chu y t6i nhiJng hoat dong cua ngu'di dung trinh vu'dt, va sd 
dung ma hoa c6 the la khong hdp phap tai tat ca cac vj tri truy cap mang. 
Hai la, cac cd quan kiem duyet c6 the xac djnh du'dc website ma ngu'di dung 
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duyet thong qua trinh vL/dt ti/dng ICra di/a tren web, tham chi khi s(i dung 
ma hoa SSL v6i ky thuat HTTPS fingerprinting va tan cong |v|an-In-The- 
jviiddiie (|V|IT|V|). Tuy nhien, cac trang v6i noi dung dong hoac cac trinh vu'dt 
them cac so lu'dng ngau nhien cac van ban hay hlnh anh moi vao noi dung 
du'dc yeu cau, de c6 the han che miJc do rui ro cua ky thuat nay. Neu ngu'di 
dung du'dc cung cap v6i ''fingerprint'' hay hay chiJ ky bao mat, hoac chiJng 
thi/c SSL, ho CO the xac nhan mot each thu cong rang chiJng thi/c tren thi/c 
te la xac thi/c, do do tranh du'dc tan cong |V|IT|V|^ 

Proxy server 

|v|ot ''proxy server'' la mot may chu du'dc dat giiJa mot client (may khach), 
nhu' mot trinh duyet web, va mot server (may chu), nhu' web server. Proxy 
server hoat dong nhu' mot bo dem giiJa client va server, va c6 the ho trd 
nhieu loai yeu cau diJ lieu, bao gom trao doi diJ lieu qua web, s(i dung giao 
thiTc truyen sieu van ban (HTTP), giao thiTc truyen tep tin (FTP), va chuan 
bao mat (SSL). Proxy server du'dc sCr dung b6i cac ca nhan, cac cd quan va 
nha nu'dc v6i nhieu muc dich khac nhau bao gom an ninh, an danh, lu'u triJ 
va loc thong tin. De s(i dung proxy server, ngu'di dung cuoi phai cau hlnh cac 
thiet lap cua trinh duyet web v6i dja chi IP hoac hostname cua proxy server 
va so hieu cong truy cap cua proxy server. Dieu do kha ddn gian, nhu'ng c6 
the khong c6 kha nang hieu chinh cac thiet lap trinh duyet tai cac ndi truy 
cap Internet cong cong nhu' thu' vien, tiem Interenet cafe va cac ndi lam 
viec. 

l/u diem 

Co nhieu goi phan mem proxy hoat dong v6i HTTP, va c6 the du'dc cau hlnh 
de hoat dong v6i nhiJng cong truy cap khong chuan. Hien c6 nhieu proxy 
server cong khai. 

Nhi/dc diem 

Hau het cac proxy server khong du'dc ma hoa mac djnh, cho nen diJ lieu trao 
doi giiJa ngu'di dung va proxy khong du'dc bao dam. 



De biet them thong tin ve tan cong den cac he thong vu'dt tif'dng ICf'a, xem bai viet cua 
Bennett Haselton, ''List of possible weaknesses in systems to circumvent Internet 
censorship" (http://peacefire.org/circumventor/list-of-possible-weaknesses.html) va tra Idi 
cua Paul Baranowski (http://www.peek-a- 

booty.org/pbhtml/downloads/ResponseToLopwistcic.pdf). 
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Ngi/di dung phai c6 nhUng quyen can thiet de thay doi thiet lap cua trinh 
duyet, va neu nha cung cap Internet (ISP) can tat ca trao doi di qua proxy 
server cua ho thl khong the dung mot proxy server cong khai. 

Viec tlnn kienri va s(i dung cua proxy server cong khai c6 the la mot hoat 
dong pham phap va nhiJng proxy nay c6 the khong dung du'dc bat clT Iuc 
nao. 
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Phan mem proxy server 

Phan mem proxy server c6 the du'dc cai dat bd'\ nhiJng ngu'di tin cay c6 trinh 
do ky thuat d nu'dc ngoai, ndi khong bj tu'dng ICra. Phan mem proxy server 
nen du'dc cai dat 6 cac vj tri c6 nhieu bang thong va nen du'dc cau hlnh v6i 
cac ky thuat ma hoa. Day la dieu hiJu ich doi v6i cac tru'dng hdp trong do 
mot van phong hay mot to chiJc nho can mot giai phap vu'dt tu'dng ICra on 
djnh. Sau khi ngu'di dung d vj tri bj kiem duyet thong tin cau hlnh cac trinh 
duyet cua ho den^cac diem truy cap thong qua proxy server, ho c6 the lu'dt 
mang mot each de dang. Khong giong hau het cac giai phap vu'dt tu'dng ICra 
khac, proxy server rieng tu' la mot giai phap c6 hieu qua hdn cac he thong 
proxy di/a tren web. Proxy server tot hdn proxy di/a tren web doi v6i cac site 
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yeu cau xac thi/c va cookie, nh\J cac site web mail. Cac proxy server cung c6 
tlie dL/dc tuy bien de dap iTng cac yeu cau xac djnii cua ngu'di dung va phu 
hdp v6i moi tru'dng kiem duyet dja phu'dng. 

Squid la mot phan mem proxy mien phi va du'dc bao mat v6i Stunnel server. 

► www.squid-cache.org 

► www.stunnel.org 

► ice.citizenlab.org/projects/aardvark 

Privoxy la mot proxy v6i bo loc tien bo de bao ve tinh tiJc ca nhan. 

► www.privoxy.org 

Secure Shell (SSH) c6 mot proxy rieng. ($ ssh -D port secure.host.com). 

► www.openssh.com 

HTTPport/HTTPhost cho phep ban vLPcyt qua proxy HTTP cua ban. 

Cac proxy server rieng tu' cho phep ma hoa la phu hdp nhat v6i ngu'di dung 
trong moi tru'dng van phong can giai phap vu'dt tu'dng Ida lau dai va on djnh, 
va CO cac lien he tin cay, cung cac ky nang ky thuat vCra du va bang thong 
sin CO d n\J6c ngoai de cai dat va bao tri proxy server. 

Cac proxy cong khai 

Cac proxy cong khai la cac server cho phep md cac ket noi tii cac may tinh d 
xa. Co the cac proxy server du'dc thiet lap nhu' mot djch vu cong cong, hoac 
Chung du'dc cau hlnh toi de cho phep truy cap cong cong. 

Canh bao: Tuy theo luat le d moi ndi, s(i dung proxy cong khai c6 the bj xem 
la ''truy cap trai phep'' va nhiJng ngu'di dung c6 the se bj truing phat hdp 
phap. V] vay, neu khong can thiet thl ban khong nen dung loai proxy nay. 

Djnh vj cac proxy cong khai 

Nhieu website lu'u giiJ cac danh sach proxy cong khai, nhu'ng khong dam bao 
rang cac proxy nay con hoat dong. Khong c6 g] dam bao rang nhiJng thong 
tin trong cac danh sach do la chinh xac, dac biet la thong tin lien quan den 
an danh hay vj tri dja ly cua proxy. Hay biet rang ban dung nhiJng proxy nay 
la mao hiem. 
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Cac website chiJa cac danh sach proxy cong khai: 

► www.sannair.ru/proxy 

► www.antiproxy.conn 

► tools. rosinstrunnent. conn/proxy 

► www.nnultiproxy.org 

► www.publicproxyservers.conn 
Phan mem: ProxyTools/ Local Proxy 

► proxytools.sourceforge.net 

Cac proxy cong khai: nhu'ng cong truy nhap khong thong thiTdng 

|v|ot so n\J6c sang loc thong tin d nniTc quoc gia, ngan chan truy cap den cac 
cong proxy chuan. IMot ''cong'' la nnot vj tri ket noi logic du'dc dung bcJi cac 
giao thiJc xac djnh. Cac djch vu Internet khac nhau chi truyen thong tin qua 
nnot so cong dac biet. Nhieu cong da du'dc dang ky b6i Internet Assigned 
Nunnbers Authority (lANA) cho nnot giao thiJc hay djch vu xac djnh. Vi du, 
cong 80 du'dc danh rieng cho giao thiJc HTTP. Khi ban vao nnot website 
trong trinh duyet cua ban, thl ban dang ket noi v6i nnot web server dang 
hoat dong tren cong 80. Proxy server cung c6 cong du'dc nnac djnh an djnh 
cho no. Cho nen, c6 nhieu ky thuat loc thong tin khong cho truy cap qua 
nhiJng cong nay. Va cung vl vay, de vu'dt tu'dng Ida thanh cong, c6 the ban 
can dung nnot proxy hoat dong v6i cac cong khong chuan. 

► www.web.freerk.conn/proxylist.htnn 

Proxy server: van de bao mat 

Cau hlnh cua proxy server rat quan trong vl no kienn soat si/ an toan hoac si/ 
che giau cac ket noi. Ngoai thieu si/ dung nna hoa, proxy servers c6 the 
truyen thong tin ve cac truy cap cua ngu'di dung den server, va tii do dja chi 
IP cua nnay vi tinh cua ban c6 the bj tlnn ra. Mot bat Idi ni/a la cac lien lac 
gii/a ban va proxy c6 the d dang van ban thu'dng, nen de bj ngan chan bcJi 
cac cd quan kienn soat. Va bat ci/ thong tin nao di qua proxy server cung c6 
the bj chu cua proxy server chan lai. 

Si/ tlnn kienn va si/ dung nhi/ng proxy server cong khai khong du'dc ung ho. 
Proxy server cong khai thong thu'dng du'dc tan dung vl no de kienn, nhu'ng no 
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khong cung cap bat clT si/ dam bao nao du no c6 the giup vi/dt ti/dng Ida 
thanh cong. 

Giong nh\J cac proxy di/a tren web, proxy server cung^ khong tranh khoi 
nhiJng van de ve an ninh. NhiJng script va cookie c6 hai van di/dc truyen den 
ngi/di dung cuoi mac du ho da ap dung ky thuat ma hoa, proxy server con 
CO the la doi tu'dng cua cac tan cong HTTPS fingerprinting va MUM. Can chu 
y la mot so trinh duyet se 16 ra thong tin nhay cam khi s(i dung socks proxy, 
mot loai proxy c6 kha nang dieu quan cac loai chuyen van khac nhau. Khi 
tao mot yeu cau t6i mot website, ten mien se du'dc chuyen thanh dja chi IP. 
Mot so trinh duyet thi/c hien viec nay mot each cue bo nen tien trinh khong 
tri/c tiep qua proxy. Trong tru'dng hdp nhu' vay, yeu cau truy cap den dja chi 
IP cua mot trang web bj chan se bj x(i ly bcJi server he thong ten mien (DNS) 
tai n\J6c cai dat kiem duyet^ 

S(i dung proxy server cong khai thu'dng khong du'dc khuyen khich va chi nen 
dung bcJi nhiJng ngu'di d trong moi tru'dng c6 it ro ri bao mat, v6i nhu cau 
tam thdi va an danh dac biet, va nhiJng ngu'di khong can truyen nhiJng tin 
tiJc khong nhay cam. 

Tao dUdng ham 

Tao du'dng ham (tunneling), con du'dc goi la chuyen tiep cong (port 
forwarding), cho phep dong goi cac van chuyen khong bao mat va khong ma 
hoa. Ngu'di dung tai mot ndi bj kiem duyet phai tai phan mem client de tao 
mot du'dng ham t6i mot may tinh tai mot ndi khong bj kiem duyet. NhiJng 
djch vu blnh thu'dng tren may tinh ngu'di dung la sin c6, nhu'ng phai chay 
qua du'dng ham du'dc ma hoa t6i may tinh khong bj loc, may tinh nay se 
chuyen tiep cac yeu cau cua ngu'di dung va cac dap iJng t6i ngu'di dung mot 
each trong suot. Hien c6 nhieu san pham tao du'dng ham. Ngu'di dung v6i cac 
lien he tai nu'dc khong bj kiem duyet thong tin c6 the thiet lap cac djch vu 
du'dng ham rieng tu' trong khi mot so lien he c6 the mua cac dich vu dao 
ham, mot each thu'dng xuyen v6i phi ton hang"thang. 

Khi s(i dung cac djch vu dao ham mien phi, ngu'di dung chu y rang chung 
thu'dng kem theo quang cao. Cac yeu doi v6i cac quang cai nay du'dc truyen 
qua cac yeu cau van ban thu'dng HTTP, do do c6 the bj ngan b6i bat clT he 
thong trung gian nao xac djnh du'dc rang ngu'di dung dang s(i dung djch vu 



Xem trang web cua Tor de biet them thong tin (http://tor.eff.org/cvs/tor/doc/CLIENTS). 
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dao ham. Them niJa, nhieu djch vu dao ham di/a tren cac socks proxy c6 the 
lam 16 cac yeu cau ve ten mien. 

► www.http-tunnel.com 

► www.hopster.com 

► www.htthost.com 

l/u diem 

Cac LTng dung dao ham cung cap cd che ma hoa cho truyen tin tren mang. 
Cac LTng dung nhln chung c6 kha nang uy nhiem an toan cho nhieu giao thiTc 
khac nhau, khong chi chuyen van web. V6i nhiJng djch vu thu'dng mai hien 
CO, ngu'di dung c6 the mua, neu khong c6 lien he nao tai cac quoc gia khong 
bj kiem duyet. 

Nhi/dc diem 

Cac djch vu dao ham thu'dng mai du'dc biet den rong rai va c6 the da bj sang 
loc. 

Cac LTng dung dao ham khong the du'dc sCr dung tai cac diem truy cap cong 
cong ndi ngu'di dung khong the cai dat phan mem, nhu'tai Internet cafe hay 
thu' vien. 

Su' dung cac chu'dng trinh dao ham c6 the doi hoi miJc thanh thao ky thuat 
cao hdn cac phu'dng phap vu'dt tu'dng ICra khac. 

Cac LTng dung dao ham phu hdp nhat cho nhiJng ngu'di c6 kha nang ve ky 
thuat can cac djch vu vu'dt tu'dng ICra bao mat (nhu'ng khong an danh) cho 
nhieu muc dich ngoai chuyen van web, va khong truy cap Internet tii ndi 
cong cong. Cac djch vu dao ham thu'dng mai la mot tai nguyen tot cho ngu'di 
dung d cac n\J6c b'\ kiem duyet va khong c6 lien lac d n\J6c khong bj kiem 
duyet. 
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Phan mem tao 6\Jdng ham 

Cac he thong lien lac an danh 

Cac ky thuat vL/dt ti/dng \(ia va he thong lien lac an danh la giong nhau va 
thL/dng lien quan den nhau nhi/ng hoat dong v6i hai tieu chuan khac nhau ro 
ret. Cac he thong lien lac an danh tap trung vao viec dam bao tinh rieng tu' 
cho ngu'di dung bang each bao ve danh tinh cua ngu'di dung khoi cac nha 
cung cap noi dung. Ngoai ra, cac he thong tien tien hdn s(i dung nhieu ky 
thuat djnh tuyen khac nhau de dam bao danh tinh cua ngu'di dung du'dc bao 
ve khoi chinh cac he thong lien ket an danh. NhUng he thong vu'dt tu'dng ICra 
khong nhat thiet tap trung vao si/ an danh. Thay vao do, tieu diem cua cac 
he thong nay la cac lien lac an toan de vu'dt qua cac han che lien quan t6i 
kha nang g(i'\ va nhan thong tin tren mang cua ngu'di dung. De vu'dt qua cac 
han che nay can cac ky thuat lien lac bao mat va mot miJc do che giau nhat 
djnh ma khong nhat thiet phai an danh. 

Cac he thong lien lac an danh thu'dng du'dc s(i dung de vu'dt tu'dng li/a. Mot 
Idi the cua no la c6 sin mot vai mang c6 the du'dc sCr dung de vu'dt qua 
nhiJng han che trong khi c6 the an danh. 

Viec s(i dung cac he thong lien lac an danh de vu'dt tu'dng Ida b\ han che bdi 
quyen cua ngu'di dung trong viec cai dat phan mem tren may tinh. NhiJng 
ngu'di truy cap Internet qua cac thiet bj cuoi cong cong, thu' vien hay 
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Internet cafe gan nh\J khong the sCr dung cac he thong nay. Cac he thong 
nay cung lam chanri toe doc ket noi Internet. 

NhiJng ngi/di dung dang tlm each vu'dt qua kiem duyet Internet d nrnJc quoc 
gia hoac ISP c6 the nhan ra rang cac nha chiJc trach da thi/c hien cac bu'dc 
de ngan chan viec s(i dung cac he thong lien lac an danh. Neu he thong dang 
hoat dong tren mot cong truy cap tlnh, phan mem loc c6 the du'dc cau hlnh 
de dang de tii choi truy cap. He thong lien lac an danh cang noi tieng thl 
cang c6 nguy cd bj chan. Hdn niJa, doi v6i nhiJng he thong di/a vao viec s(i 
dung cac nut dong dang hay cong khai, de tan cong, nhiJng cd quan kiem 
duyet CO the ddn gian tCr choi truy cap t6i cac may chu nay. Ho con c6 the 
dieu khien mot nut gia de giam sat nhiJng ngu'di dung c6 gang ket noi t6i nut 
do. Trong nhffng moi tru'dng gi6i han, ndi chuyen van t6i cac he thong noi 
tieng bj giam sat, nhiJng ngu'di dang s(i dung cac he thong nay c6 the bj chu 
y den. 

l/u diem 

Cac he thong nay cung cap chiJc nang bao mat va an danh. 

Cac he thong noi chung c6 kha nang uy nhiem nhieu giao thiTc mot each bao 
mat, khong chi chuyen van web (HTTP). 

Cac he thong thu'dng c6 mot cong dong ngu'di dung va cac lap trinh vien c6 
the cung cap cac trd giup ve ky thuat. 

Nhi/dc diem 

Cac he thong nay khong du'dc thiet ke dac biet cho muc dich vu'dt tydng ICra. 
Cac he thong du'dc biet den cong khai va c6 the bj chan mot each de dang. 

Cac he thong eo the du'dc sCr dung bd'\ ng\Jd'\ dung tai cac diem truy cap cong 
cong ndi ngu'di dung khong the cai dat phan mem, nhu'tai Internet cafe hay 
thu' vien. 

Su' dung cac he thong nay doi hoi miJc do thanh thao ky thuat cao. 

Tor (http://tor.eff.org/) la mot mang cac du'dng ham ao cho phep ngu'di 
dung nang cao tinh rieng tu' va bao mat tren Internet. No cung cho phep 
nhiJng ngu'di phat trien phan mem de tao ra cac cac cong cu lien lac m6i gan 
v6i cac dac thu ve tinh rieng tu'. Tor cung cap mot nen tang cho nhieu iJng 
dung cho phep cac to chiJc va ca nhan chia se thong tin qua nhiJng mang 
cong cong ma khong anh hu'cJng t6i tinh rieng tu' cua ho. 
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JAP (http://anon.inf.tu-dresden.de/index_en.htnnl) giup \\J6t Internet mot 
each an danh. Thay vl ket noi tri/c tiep den mot web server, ngi/di dung di 
vong qua nhiJng lien ket trung gian du'dc ma hoa. 

Freenet (http://freenet.sourceforge.net/) la mot phan mem mien phf de ban 
xuat ban va thu nhap tin tiJc tren mang Internet ngoai vong kiem duyet. No 
hoan toan du'dc phan hoa va ngu'di xuat ban Ian khach hang cua thong tin 
deu an danh. 

Su' dung nhUng he thong nay doi hoi miJc thanh thao ky thuat cao. He thong 
lien lac an danh phu hdp nhat doi v6i^nhiJng ngu'di dung c6 kha nang ky 
thuat can cac djch vu vu'dt tu'dng Ida Ian an danh, cho cac muc dich ngoai 
chuyen van web, va khong truy cap Internet d ndi cong cong. 
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Phan mem JAP 



Ket luan 



Quyet djnh s(i dung ky thuat vu'dt tu'dng Ida nen du'dc xem xet mot each can 
trong, phan tfch ky lu'Sng nhiJng nhu cau xac djnh, cac tai nguyen sin c6 va 
cac van de bao mat cua ngu'di dung cuoi. Co nhieu ky thuat cho ngu'di dung 
muon vu'dt qua si/ kiem duyet. Tuy nhien, viec sd dung chung thanh cong va 
on djnh phu thuoc vao nhieu yeu to, bao gom miJc thanh thao ky thuat cua 
ngu'di dung, rui ro bao mat tiem an, va cac lien he sin c6 ben ngoai quoc gia 
bi kiem duyet. Cac ch[nh"phu c6 the c6 nhffng bien phap ngan chan cac ky 
thuat vu'dt tu'dng ICra mot each hieu qua. 

Chla khoa cho kha nang vu'dt tu'dng \(ia thanh cong va on djnh la si/ tin cay 
va SI/ hieu qua. Cac he thong vu'dt tu'dng li/a can dutJc nham t6i nhiJng ngu'di 
dung trong nhiJng tru'dng hdp cu the hoac c6 the de dang thfch i/ng v6i nhu 
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cau cua ngi/di dung cuoi. Chung can an toan, cau hlnh du'dc va km dao. Si/ 
tin cay phai du'dc thiet lap giiJa nha cung cap ky thuat va ngu'di dung cuoi 
nhd SI/ hieu biet nrioi tru'dng pliap ly va chinh tn ndi ngu'di dung hoat dong va 
cac gi6i han cua cac ky thuat nay. 

ydl Si/ giup dd cua: Michelle Levesque, Derek Bambauer and Bennett 
Haselton. 



Nart Villeneuve la giam doc cua phong nghien cCfu ky thuat tai 
Citizen Lab^ mot ptiong tlii ngliiem tong lidp d Muni<^ Centre ctio cac 
ngtiien cufu quoc te tai trUdng dai tigc Toronto. La mot ngUdi ttiiet Ice 
phan mem va mot vien sy^ ong dang lam viec vdi OpenNet Initiative 
(ONI) de cung cap tai Ueu ve nhO'ng phUdng phap Igc va giam sat 
thong tin tren the gidi. Ong cung dang lap tit lieu va danh gia nhCtng 
ky thuat vitdt titdng ICta tren thi tritdng^ cung nhit phat then cac ky 
thuat vUdt tUdng ICfa. Ngoai ra^ ong thich nghien cu'u ve xam nhap 
phan mem^ khung bo tren mang^ va an ninh tren Internet. Nart 
Villeneuve la mot cu'u sinh vien cua chitdng trlnh Hoa Blnh va Xung 
Dot d dai hoc Toronto. 
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BAO MAT THAT SLf CHO THU* DIEN 
TlTCA NHAN 



Ludovic Pierrat 

Viet Quoc chuyen ngiJ 



m 

B ^ B gay nay hau het cac chinh phu deu c6 phi/dng tien de kiem soat 
■^■H cac thong diep dien tCr. Cac cong an nriang cua mot so n\J6c c6 
^^^^H chinh sach dan ap da s(i dung kha nang nay de truy tlnn va bat 
giiJ cac nha bat dong chinh kien. Nhieu ngi/di truy cap mang da bj ket an vl 
da gu'i hoac chuyen mot email. Tai Maldives, mot nha bat dong chinh kien da 
bj ket an 15 nam tu, nam 2002, vl da trao doi thu' tCr v6i Amnesty 
International. Tai Syrie, mot ngu'di dung Internet da bj bo tu tii nam 2003 vl 
da chuyen mot ban tin dien t(i. 

V] vay, nhiJng \d\ khuyen du'di day se giai thich each bao toan thu' dien t(i 
cua ban. 

SCr dung tai khoan du'dc cung cap bdi cac nha cung cap djch vu Internet 
(FTP, NetNam, ...) hay b6i mot xi nghiep, hoan toan khong bao mat cho 
nhiJng trao doi cua ban. NhiJng ngu'di chu mang ndi ma cac thong tin du'dc 
chuyen di c6 the ngan chan mot each de dang cac thong tin rieng cua ban. 
Khi chinh quyen mot nu'dc muon theo doi ngu'di dung Internet, ho thu'dng 
vao thang vao cac mang cua cac nha cung cap de xem email cua ngu'di bj 
theo doi. 

Mot tai khoan dang webmail (Yahoo, Hotmail...) thl bao mat hdn vl no khong 
s(i dung cac may chu cua cac nha cung cap djch vu dja phu'dng. De xem cac 
thong diep webmail, can phai tlm chan cac thong diep khi chung dang du'dc 
truyen tren mang, ve mat ky thuat, viec nay rat kho. Khong may thay, bao 
mat bang viec s(i dung webmail chi mang tinh tu'dng doi, vl cac cong an 
mang hay cac hacker c6 the de dang xem du'dc webmail cua ban. 
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Ma hoa (tai lieu di/dc bao ve bang mat ma), la mot each chinh de thi/c si/ 
dam bao si/ rieng t\J cho cac thong diep cua ban. Co hai kieu ma hoa: 

Ma hoa kieu c6 dien 

Que Hu'dng va Thanh Long, hai ngu'di muon trao doi nhiJng thong tin mat, ho 
thong nhat v6i nhau ve mat ma va khoa dung de ma hoa va giai ma. Sau do 
ho si/ dung mat ma va khoa nay de trao doi thong tin. 

Ky thuat nay c6 diem bat Idi la, neu nhu' c6 mot ngu'di thi/ ba nao do chan 
du'dc nhi/ng thong tin ve khoa do Que Hu'dng va Thanh Long trao doi v6i 
nhau, ngu'di nay c6 the doc va tham chi du'a ra nhi/ng thong tin gia mao cho 
ca Que Hu'dng va Thanh Long. Do vay, de ky thuat nay mang tinh an toan 
cao. Que Hu'dng va Thanh Long phai trao doi khoa sao cho khong de cho 
ngu'di thi/ ba c6 the ngan chan du'dc, bang each gap tri/c tiep. 

Ma hoa bat doi xuTng ("asymmetric" encryption) 

De giai quyet van de da neu ra d tren, each tot nhat la si/ dung ma hoa bat 
doi xi/ng. Can phai c6 hai khoa, mot de ma hoa, mot de giai ma. Khoa de 
ma hoa (du'de goi la khoa cong khai - public key) c6 the trao doi tren mang, 
v] v6i khoa nay khong the giai ma du'dc cac thong diep ma hoa. Con khoa 
de giai ma (khoa bi mat - secret key) phai du'dc gii/, khong cung cap cho bat 
ci/ai. 

V6i hlnh thi/c ma hoa bat doi xi/ng. Que Hu'dng c6 mot cap khoa (mot khoa 
cong khai ma c6 ta c6 the gi/i di va mot khoa bi mat ma c6 ta gii/ lai). Que 
Hu'dng gi/i khoa cong khai cua c6 ay cho Thanh Long, Thanh Long se dung 
khoa nay de ma hoa thong diep muon gi/i cho Que Hu'dng. Chi c6 Que 
Hu'dng v6i khoa bi mat cua mlnh c6 the giai ma thong diep do Thanh Long 
gi/i. Ngu'dc lai, Thanh Long cung c6 hai khoa, mot cong khai gi/i cho Que 
Hu'dng, va Que Hu'dng c6 the tra \d\ cac thong diep cua Thanh Long mot each 
hoan toan bao mat. 

Tuy khoa cong khai eo the trao doi tren mang khong can mot si/ bao mat 
dac biet, nhu'ng tot nhat la can kiem tra tinh^hieu li/c cua khoa doi v6i ngu'di 
chu sd hi/u khoa. De thi/c hien viec nay, moi chiec khoa cong khai c6 mot 
hang chi/, du'dc goi la, dau tay (Fingerprint), hang chi/ nay c6 the du'dc trao 
doi de dang qua gap tri/c tiep hay qua dien thoai. 

Mot khoa khong du'dc kiem tra c6 the la mot khoa gia do mot ngu'di thi/ ba 
CO y do xau du'a ra lam cho viec ma hoa trcJ nen v6 dung. Dieu quan trong 
can biet la do tin cay cua phu'dng thi/c ma hoa bat doi xi/ng phu thuoc vao 
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viec bao ve khoa bi mat, va kiem tra khoa cong khai cua ngi/di ma mlnh 
muon g(i'\ thong diep ma hoa. 

OpenPGP C'Open Pretty Good Privacy'') la phi/dng thiTc ma hoa bat doi xiTng 
chuan. Phan mem pho bien nhat de tao va s(i dung mot cap khoa va quan ly 
cac khoa cong khai, la GnuPG C'GNU Privacy Guard''). Giai phap nay c6 the 
s(i dung v6i cac phan mem de g(i'\ th\J (nhu' Thunderbird hoac Outlook) hay 
v6i cac webmail (Yahoo, Hotmail...) hoac v6i cac tin nhan (instant 
messaging). 

Tai phan mem GNUPG tai: http://www.gnupg.org/ 

Tai phan mem danh cho ngu'di dung Windows tai: http://www.winpt.org/ 



Ludovic Pierrat la ky si/ ve IT^ la Giam doc cong ty Wa Company^ mot 
cong ty chuyen ve tit van va thi/c hien cac chi/dng trlnh IT, 
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GIAI VO DICH THE GIQI VE KIEM 
DUYET INTERNET 



Julien Pain 

Y Nhan chuyen ngiJ 



i 



au het cac che do doc tai tren the gi6i c6 gang kienri soat nhiJng 
hoat dong tri/c tuyen cua cong dan. Ho cang ngay cang tien bo 
hdn trong viec ngan chan nhiJng tai lieu "cong kich", thi/dng lio 
su' dung ky thuat du'dc mua \\i nliiJng cong ty cua i^ly. Hdn han cac nu'dc 
khac, Trung Quoc dang la du'dng kinri v6 djch the gi6i ve phu'dng dien nay 
Nhu'ng gan day, ho chju slTc ep cua si/ canh tranh. Moi nu'dc du'dc neu len 
trong danh sach thu ngan nay c6 phong each va chien thuat rieng cua nnlnh, 
nhu'ng ho deu c6 chung mot nriuc dich: vu'dt len khoi cuoc chdi. 

Trung Qudc, dUcfng kim vo djch the gi6i 

Trung quoc (TQ) la mot trong nhiJng nu'dc c6 chinh sach dan ap dau tien 
nhan thiJc du'dc la TQ khong the thieu Internet, do do Internet phai bj kiem 
duyet. TQ la mot trong rat it nhiJng quoc gia c6 gang ngan chan moi tai lieu 
phe phan che do cua ho va cung luc phai n6i rong Internet. Bi quyet cua ho 
la g]? Do la si/ ket hdp khon kheo giiJa dau tu', ky thuat va ngoai giao. 

Bac Kinh da chi ra hang chuc trieu do la My cho cac thiet bj loc thong tin va 
giam sat mang Internet tinh vi nhat. He thong nay du'dc di/a tren cac trang 
web trich \\i mot danh sach ''den'' du'dc cap nhat lien tuc. Truy cap vao cac 
trang web "c6 tinh chat lat do" - mot khai niem rat rong bao gom nhiJng 
trang web khieu dam, phe blnh chinh tn, va cac trang web benh vi/c Tay 
Tang hay ung ho doc lap cho Dai Loan - se bj ngan chan 6 "xu'dng song" 
(giao diem sd do chinh) Internet cua nu'dc do. Nhu'ng si/ kiem duyet khong 
chi dCrng lai 6 do, ma TQ con c6 kha nang chan ti/ dong nhiJng truy cap t6i 
nhiJng trang web c6 chi/a cac X\i khoa "nghi ngd", hoac khi phat hien ra 
nhiJng ket hdp nhu' "Thien An Mon" va " tan sat." 
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Trung Quoc cung c6 kha nang kiem duyet ngay lap tiJc nhiJng dien dan thao 
luan tren mang. NhiJng phan mem tinh vi cua nha n\J6c va mang canh sat, 
tong so theo d\J luan t6i hang chuc ngan, da tao dieu kien cho ho pha huy 
nhiJng dien dan tren mang (rat tich ci/c trong may nam gan day) lien quan 
t6i hau het nhiJng ngi/di bat dong chinh kien. Vi du nh\J \d'\ keu goi cho bau 
cu' ti/ do tri/c tuyen chi c6 thdi li/dng toi da khoang nCra gid. Bo Cong Nghiep 
va Thong Tin cung nham den nhiJng blog va da thoa thuan v6i mot dien dan 
blog d Trung Quoc de kiem soat nhiJng ngu'di dung. Vl the mot bai viet ve 
Dat Lai Lat Ma tren mang se t\J dong bj gai vao nhiJng khoang trong khong 
chiJ thay cho nhiJng tCr " bat hdp phap". 

Nhu'ng bang each nao ma Trung Quoc c6 du'dc nhiJng thiet bj kiem duyet rat 
tien tien va c6 hieu qua nhu' vay khi chi mot thap nien tru'dc day TQ khong 
CO mot cong ty Internet I6n nao ca?. Do la nhd vao si/ trd giup cua nhiJng 
cong ty I6n cua My, diJng dau la Cisco. Vl muon chiem giiJ mot phan thj 
tru'dng tieu thu khong lo TQ v6i hdn 100 trieu ngu'di dung mang Internet 
nhiJng hang nay da lam ngd v6i ky thuat cua ho dang du'dc chinh quyen TQ 
ap dung. Mot so cong ty c6 le da lam viec tri/c tiep v6i chinh quyen TQ de 
thiet lap bo loc thong tin va giam sat. 

Bac Kinh tham chi lam cho nhiJng cong cu tlm kiem I6n nhat the gi6i phai 
quy xuong ne phuc. Yahoo! vai nam tru'dc day da thoa thuan loai bo moi tu' 
lieu xuc pham den chinh quyen TQ tii nhiJng phien ban danh rieng cho TQ. 
Trong mot thdi gian dai, Google da tCr choi nhu'ng bay gid c6 ve dang chuyen 
cung hu'dng do. 

Canh sat va toa an cua TQ cung x(i ly rat nang tay v6i nhiJng bien tap vien 
cua cac mang web khi khong tuan theo nhiJng quy djnh do Dang Cong San 
du'a ra. Bay mu'di lam (75) ngu'di bat dong quan diem tren mang web hien 
thdi dang bj giam giiJ vl ly do du'a tin tiJc doc lap cua ho len mang, vai ngu'di 
trong so noi tren bj ket an hdn 10 nam. 

V] the tru'dc khi ban thiet lap blog d Trung Quoc, tot nhat ban nen tlm hieu 
nhiJng luat djnh cua viec m6 blog cua TQ. Bloggers song d quoc gia c6 tieng 
ve kiem duyet mang tren the gi6i phai than trong va khon kheo. 

Viet Nam: dpi kho danh guc 

Viet Nam (VN) trung thanh noi gu'dng theo Trung Quoc, tuy c6 ciJng nhac 
hdn ve mac tu' tu'dng, nhu'ng VN lai khong c6 kha nang ve kinh te va ky 
thuat cua n\J6c lang gieng TQ. VN c6 canh sat mang chuyen loc thong tin "c6 
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tinh chat lat do" tii cac trang wjeb va theo doi nhiJng quan ca phe c6 cho truy 
cap Internet. Mac khac, VN van truing phat nang nhffng nha bao bat dong 
chinh kien tren nriang va blogger. Co ba ngi/di bj bo bu da hdn ba nam do 
dam len mang ung ho cho dan chu. 

Tunisia: dau thu giidng mau 

Tong thong Zine el-Abidine Ben Ali, 
gia dlnh ong doc quyen nhiJng hoat 
dong Internet d Tunisia, da thiet lap 
mot he thong kiem duyet hoat dong 
tren mang rat c6 hieu qua. Truy cap 
t6i cac trang web doi lap deu bj cam 
va nhiJng ngu'di s(i dung cung khong 
the den nhUng trang tin tiJc, nhu' 
trang Tin TlTc Hang Ngay cua Phap 
Liberation. 

Chinh quyen Tunisia cung c6 gang 

khuyen ngan moi ngu'di khong s(i 

dung webmail, vl kho theo doi hdn so 

v6i he thong hop thu' dien t(i nh\J 

Outlook Express. Viec vao hop thu' 

Yahoo! trong mot quan ca phe 6 

Tunisian c6 the phai mat t6i 20 phut, 

phan I6n se bj ket thuc bang trang web thong bao "het gid" hay "trang 

khong du'dc tlm thay". Trang web cua Phong Vien Khong Bien Gi6i khong the 

truy cap tii trong nu'dc. 

Tuy nhien, cong dong quoc te du'dng nhu' cho qua each ma chinh quyen 
Tunisia dang van hanh Internet, ke tii khi mot chi nhanh lien ket cua United 
Nations, International Telecommunication Union (Lien Minh Vien Thong Quoc 
Te - ITU) chon Tunisia lam chu hoi nghj Thu'dng Dinh Quoc Te ve Xa Hoi 
Thong Tin (World Summit on the Information Society) vao thang 11. Y tu'cJng 
cho la Tunisia la mo hlnh phat trien Internet mau mi/c khien ngu'di nghe lanh 
ngu'di. 

Iran: doi hung hang 

Si/ kiem duyet mang khong phai la viec duy nhat du'dc thi/c hien d cac che 
do Cong San Chau A. Trong nhUng nam gan day, he thong loc tin tiJc 6 Iran 
da cai tien dang ke va Bo Thong Tin da khoe khoang rang he thong nay hien 
thdi ngan chan du'dc viec truy nhap t6i hang tram nghln trang web. Cac tu sy 




Tong thong Zine el-Abidine ben Ali 
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hoi giao cua n\J6c nay dac biet nham vao tat ca cac noi dung c6 lien quan 
den tlnh due va ho cung khong dung thiJ nhiJng trang web chiJa tin tiJc doc 
lap. 

Chinh quyen Iran c6 kha nang kienri duyet nghienn ngat nhat va cung dat ky 
luc trong nam 2005^v] da gianri giiJ gan 20 bloggers trong 10 thang nay. Ba 
ngu'di trong so ho van con dang trong tu tCr ngay 1 thang 8, 2005. 

Cuba: dpi than thoai 

Chinh quyen Cuba thl noi tieng ve 
chuyen nghiep gianri sat 6\Jdng day 
dien thoai, mac khac cung rat gioi ve 
viec kiem soat Internet. Theo mo 
hlnh cua TQ vCra khuyen cao cac hoat 
dong tren mang vCra phai kiem soat 
no th] qua ton kem, nen Tong Thong 
Fidel Castro chon each de hdn - ddn 
gian nhat la khong de mang Internet 
den dan chung. Chi c6 mot nhom 
nho, sau khi du'dc Dang Cong San 
cho phep, CO quyen truy nhap mang 
Internet. Tham chi khi ban len mang, 
thu'dng la bat hdp phap, ban se thay 
mang Internet bj kiem soat rat nang 
ne. 



Khong may ai biet du'dc Cuba la mot 
trong nhUng quoc gia noi mang 
Internet ft nhat tren the gi6i va tai 
lieu tren mang cung bj kiem soat 
chat che giong nhu' cac truyen thong 
truyen thong. Vl sao ngu'di ta khong 
biet dieu nay? Co le vl cau chuyen 
than thoai oai hung cua each mang 
Cuba. 




Fidel Castro 
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Saudi: dpi ghi ban thang ky luc 

Chinh quyen Saudi cong khai thu 
nhan ho kiem soat Internet. Khong 
CO "trang khong dMc tlnn thay" nhi/ 
cua Trung Quoc. Khi ban thCr truy 
cap mot trang web bj cam, ban se 
dMc bao la trang web do bj nha 
n\J6c Chan. Cd quan phuc vu 
Internet goi tat la ISU (Internet 
Service Unit) ti/ hao noi v6i ban 
rang ho da ngan chan di/dc gan 
400.000 trang web va tham chf con 
6\J3 len mang mot mau ddn cho 
ngi/di dung mang dien vao nhiJng 
trang web m6i c6 the bj ngan chan. 
ISU tuyen bo rang ho loc lai nhiJng 
trang web de bao ve ngu'di dan 
tranh khoi nhiJng tu' lieu c6 tinh 
xuc pham pha v6 cac nguyen tac va 
chuan mi/c cua ngu'di hoi giao. 




Vua Abdallah Ben Abdel Aziz al-Saud 



Dieu cung rat thu vj du'dc ghi nhan la mot cong ty My, Secure Computing, da 
ban he thong loc thong tin tren mang cho chinh quyen Saudi. 

Uzbekistan: chuyen gia chuyen qua da gia. 

"Khong c6 each nao de kiem soat Internet trong nu'dc," bo tru'dng thong tin 
cua Uzbekistan da len tieng hoi thang 6, 2005. Do la \d\ phat bieu kho hieu 
trong khi tat ca cac trang web doi lap cua nu'dc nay khong the truy cap du'dc 
cung v6i viec cac phong vien bao chi tren mang lai bj de doa va tan cong. 



Julian Pain la ngi/di phu trach Tit do Internet tai to chCtc Phong Vien 

Khong Bien Gidi 
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PHU LUC I: 

CACH Slf DUNG PGP 



Viet Quoc bien soan 



■a 

^^^^^ e CO the g(i'\ th\J mot each an toan nh\J da noi trong cam nang nay 
^I^^H (xem bai ''Bao mat that si/ cho th\J dien t(i ca nhan''), rndi cac ban 
^^^^H xem each cai dat va s(i dung chi/dng trinh PGP 8.0.2. 

Tai ve tii www.pqp.com , hay tai http://www.mediafire.com/7nndq4z1dmlm . 

Nguyen tac 

Que Hu'dng va Thanh Long muon trao doi thu' v6i nhau mot each an toan. 

1. Que Hu'dng va Thanh Long cai dat chu'dng trinh vao may tinh rieng 
cua mlnh. 

2. Tao chla khoa cong khai, chla khoa mat 

a. Que Hu'dng tao chla khoa cong khai cua mlnh va g(i'\ cho Thanh 
Long qua email. 

b. Que Hu'dng tao mot chla khoa rieng cho mlnh, chla khoa nay 
dung de giai ma thu' do Thanh Long gi/i den bang chla khoa cong 
khai cua Hoa. 

c. Thanh Long cung tao chla khoa cong khai va chla khoa rieng nhu' 
Que Hu'dng (bu'dc 2a, 2b). 

3. GCri thu', nhan thu' 

a. Que Hu'dng g(i'\ th\J cho Thanh Long: Soan thu' trong mot 
document word, sau do dung khoa cong khai cua Thanh Long da 
g(i\ tr\J6c day (2b) de ma hoa thu' va g(i\ 6\ cho Thanh Long. 
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b. Thanh Long nhan va nnd thu' do Que Hi/dng g(i'\ den v6i chla 
khoa rieng cua nnlnh. 

Cac hlnh anh d\J6'\ day se minh hoa each cai dat va s(i dung, rat de, ban c6 
gang, them mot chut kien nhan nhe! 



Cai dat (Install) 

Sau khi tai ve may mlnh, vao ho sd PGP, 

1 - Run PGP8.exe 2 - Nhan "Yes" 




Welcome to the PGP 8.0.2 installer. We strongly 
recommend that you exit all Windows programs before 
continuing. 

Thank vou for using our products. 



License Agreement 

Please read the following license agreement carefully. 



Press the PAGE DOWN key to see the rest of the agreement. 



L'^-yv^vA^./O 



PGP Corporation End Lser License Agreement 

BY CLICKIXG THE \TS BUTTOX OR IXSTALLIXG 
THE SOFTWARE, YOU AGREE TO BE BOUXD BY AND 

BEC0^^: a party to this agree^h.vt. if you do 

NOT AGREE TO ALL OF THE TERAIS OF THIS 
AGREEMEXT^ you \rL"ST CLICK THE BUTTOX TH4T 



3 



_ d 



Do you accept all the terms of the preceding License Agreement? If you choose No, the 
setup will close. To install the product, you must accept this agreement. 



J 



3 - Nhan "Next" 



4 - Chon "No, I'm a New User" 
Sau do bam "Next" 



Read Me 

Please read the following ReadMe carefully. 



s 



I 



PGP® 8.0.2 for Windows Read Me 



Copyright €> 1991-2003 by PGP Corporation. All Rights Reserved. 
PGP is 3 registered trademark of PGP Corporation. 



3 



Thank you for using this PGP Corporation product. This 
Read Me file contains important information regarding this 
release of PGP 8.0.2 for Windows. PGP Corporation 



d 



< Back I Newt > | Cancel | 



User Type 

Please tell us if you have existing PGP Keyrings you'd like to u 



Do you already have PGP keyrings you would like to use? 
C" Yes, I already have keyrings. 



(* iNo, I'm a New Useri 



<Back I Newt> | Cancel | 
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5 - Nhan "Next" 



6 - Nhan "Next" 



Install Directorv 

Use the Browse button to select vour desired destination folder. 



Setup will install PGP 8.0.2 in the following folder. 



To install to this folder, click the Next button. To install to a different folder, click the 
Browse button and select another folder. 



fc^ 



3 



-Destination Folder 




C:V..\PGP Corporation\PGP for Windows XP 


Browse... | 





Select Components 

Choose the components Setup will install. 



Select the components you want to install and clear the components vou do not want to 



J PGPmail for ICQ 

3 PGPmail for Microsoft OuHoof. 

^ PGPmail for Microsoft Outlook Express 
qH PGPmail for Qualcomm Eudora 
□^ PGPmail for GroupWise 



■Description 

This component includes the 
program files for PGPdisk 
Volume Security. 



Space Required on C: 
Space Available on C: 
pgp.com 



12832K 
1 2094000 K 



7 - Nhan "Next" 



8 - Nhan "Finish", may se l<hdi dong lai 



Start Copying Files 

Review settings before copying files. 



m 



Setup has enough information to start copying the program files. If you want to review or 
change any settings, click Back. If you are satisfied with the settings, click Next to begin 
copying files. 

Current Settings: 



Today's date: 


^ 


5-1-2008 




Product Name: 




PGP 8.0.2 




Install Type: 




As a New user to PGP, we welcome you and 




thank you for choosing our product. 




Operating System: 




Microsoft Windows XP 




Selected Components: 


H 


Uj 


2r 




PGP 8.0.2 install complete. 



PGP 8.0.2 has been successfully installed. Before you can use 
the program, you must restart your computer. 



P" ^es, i want to restart my computer now.: 



< Back I Finish | Cancel 
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Sau khi khdi dong 



- PGP de nghj 6\Ja ten, so licence neu ban da mua license, sau do nhan 
vao ''Authorize'' 

- Trong tru'dng hdp ban muon s(i dung mien phi thl nhan vao ''Later'' 



ff Pt^P License Authorization 



jdisi 



Please enter i^our Name, Organization, and License Number in the fields below. Press the 
Authorize Button to automatically authorize this product over the Internet. 

If you received a License Authorization from a Customer Service Representative directly, 
Vou may enter it manually by pressing the Manual button at the bottom. 



-Licensee Information 




Name: 




Organization: 





r License Number 



If you don't have a License Number, or if you are evaluating this product, press the 
Purchase Now button to obtain a License Number from our online store. 



Later 



Manual 



Purchase Now 



Authorize 



Sijrclung 

Que Hu'dng tao bo khoa cong khai va khoa rieng cho mlnh 

1 - Nhan vao 6 khoa 2 - Chon PGPKeys 



nternel: Explorer nepe... | jjg Internel: Explorer ne pe... | 1 1^ _\/J©P^ ^^'"^ fl ® 9 l^!? ^^'^^ 



About PGP,, 
License,., 



Help 

Options,., 
Purge Caches 



■^ PGPdisk 
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3 - Chon Key/New Key... 



4 - Chon "Next" (Suivant) 



File Edit View | Keys Server Groups Help 



Keys 



Set as Default Key Ctrl+D 



Add 

Enable 

Disable 

Revoke.,, 

Reverify Signatures 



► ^ 



Share Split,. 



Import,. 
Export,. 



Ctrl+M 
Ctrl+E 



Properties., 



5 - Full name: ''Que Huong'' 
nquvenquehuonq@qnriaiLconri 



ld^J'gi,ffliB«»Ml 



Name and Email Assignment 

Every key pair must have a name associated with it. The name and email address let 
your correspondents know that the public key they are using belongs to you. 



Full name: | Que Huong 

By associating an email address with your key pair, you will enable PGP to assist your 
correspondents in selecting the correct public key when communicating with you. 

Email address: nguyenquehuong@gmail.com 



< Precedent I Suivant > 



I jJHJm'MM 




Welcome to the PGP Key 
Generation Wizard 



In order for other people to send ijou secure messages, 
<jou must first generate a ke^ pair. 

Your ke^) pair will also be used to sign digital documents. 

A key pair consists of a "Public Key," and a "Private 
Key." The public key should be given to everyone you 
know (PGP has facilities to assist in this). The private ke^) 
should be kept absolutely secret. 

If you would like more information on what a ke^) pair is 
and how PGP works, choose the PGPkeys Help menu. 

Otherwise, choose Next to continue. Expert users can 
click Expert below to have more detailed control. 



-^ 



< Precedent I j Suivant 



3 



6 - Passphrase: Nhap mat ma 
Confirmation: Nhap mat ma Ian hai 
Nhan "Next" (Suivant) 



Passphrase Assignment 

Your private key will be protected by a passphrase. It is important that you keep this 
passphrase secret and do not write it down. 


Your passphrase should be at least 8 characters long and should contain 
non-alphabetic characters. 




1 Warning: Caps Lock is activated! | p" Hjcje Typing 


Passphrase: 












Confirmation: 


' 












< Precedent | Suivant > \ Annuler | 
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7 - Chla khoa da 6Mc thiet lap 



Key Generation Progress 

Key generation can involve multiple steps. Some of these steps may require several 
minutes to complete. 

Key generation steps: 
1/ Generating Kev 
1/ Generating Subkev 



Current status: Done 
Overall progress: 



< Precedent | : Suivant > J Annuler 



8 - Nhan Finish (Terminer) 
Nhan "Next" (Suivant) 




You will now be able to receive secure messages and 
sign documents. 



BGia 



If Vou wish to send your new public key to a keyserver, 
simply right click on it in PGPkeys, and use the "S.end to" 
menu item. 



Click Finish to close this Wizard and add your new key 
pair to your keyring. 



< Precedent I: Terminer J Annuler 



9 - Chla khoa cong khai cua Que HL/dng da di/dc thiet lap 

Que Hu'dng g(i\ chla khoa nay cho Thanh Long bang each chon nhu' trong 
hlnh (Description DH/DSS key pair). Sau do chon Keys/Export 



rrPGPkeys 



File Edit View Keys Server Groups Help 



^Jnjjcj 



'j$\% -^ Sl^ m^U\ ^H 



I Validity Trust Size | Description 



Keys 



Que Huong <nguvenquehuong@gmail.com> 



BS Que Huong <nguyenquehuong@gnnail.conri> 
L..^ Que Huong <nguyenquehuong@gnnail.conri> 



User ID 

DSS exportable signature 



^*^ 



I 1 l?jey(s) selected 



^. 
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iTPGPkeys 



file Edit View | Keys Server Groups Help 



JflJiil 



^ I '4 -^ J 



Ke^fs 



qH Quel 
1...^ Q 



Sign... Ctrl+S 

Set as Default Key Ctrl+D 

•Add > 

Enable 

Disable 

Revokje. . . 

Reverify Signatures 



;onn> 



New Key... 
Share Split... 



Ctrl+N 



Import. 



Ctrl+M 



Properties. 



Ctrl+I 



] Validity | Trust |.Sise | Description 



User ID 

DSS exportable signature 



T 



l:.kfi;y(s) selected 



M 



10 - Li/u tru' Chla I<h6a nay "Que Huong. asc" tai thu" muc l^y 
Documents/PGP 



lEKportKeytoFile 






^f — ITE! 








..^ [111- 




E nregistrer dans : | Q M es documents 


^O t 
















^ Ma musique 
^Mes images 
^ Notes 












Taille:2,45Ko 

Fichiers : pubring-pkr^ secring.skr 




















NomdL 


jfichier: [Que Huong.asc 






Ouvrir 
















Ivpe: 


|ASCII Key File r.asc) 




d 


Annuler 






r IncI 
[7 jncl 


ude Private Kev[s) 
ude G.O Extensions 











11 - Gu'i chla khoa nay ''Que Huong.asc'' cho Thanh Long qua email 

Thanh Long thi/c hien cai dat, cung nhu' tao chla khoa nhu' Que Hu'dng. Sau 
do gu'i cho Que Hu'dng chla khoa cong khai cua nrilnh 'Thanh Long. asc'' 
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12 - Nhap khoa cong khai cua Thanh Long 

Sau khi nhan email cua Thanh Long c6 gu'i kem chla khoa cong khai, Que 
Hu'dng nhap chla khoa do vao chu'dng trinh PGP nhu' sau 



Chon Keys/Import 



Chon chla khoa Thanh Long.asc 



File Edit View ^eys Servet ijioups Help 
5ign,,, i:ttl+5 



^1*: 



g':^ Que Hi 



5et as Default [ ey Cttl+D 



Pevoie,., 
Peverify Signatures 



New Key.,. 
5hare5plit,., 



Export.,: 



.Pfoperties;.. Ctrl+I 



I^ 



I Dexriphon 



: 2048/10:4 DH/D^S lev pair 



1 1 keyts) selected 



sssmmmm 



Regarderdans: 1 1^ PGP 



.MA 



31 O !^ !■' ^- 




Chon Import 



Select the kev(s) you would like to import to your keyring: 



■23 



Keys 


1 Validity 1 


Trust 


1 Size 














jJ 


ll 


1 



Select All UnselectAII 



Import 



Cancel 



File Edit View Keys Server Groups Help 



^l^^'JIP^ce^l^H 



Ke^s 



I Validitj) I 



SS Thanh Long <thanhlong.democrate@gmail.com> 

i-(^ Thanh Long <thanhlong.democrate@gmail.c... 

\B '^ Que Huong <nguvenquehuDng@giiiaiLcom> 



^Jn]xJ 



I Descriptioi 



User ID 

DSS exportable signature 
2048/1024 DH/DSS key pair 



'.^ 



iL 



-Tf 



I 1 key(s) selected 



Den day, Que Hu'dng va Thanh Long deu tao ra chla khoa cong khai cua 
mlnh va gu'i cho nhau qua email. Neu chla khoa nay doc len, cung hoan toan 
khong gay anh hu'dng nao het doi v6i ngu'di gu'i cung nhu' ngu'di nhan. 
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™ PGPkeys 



File Edit View Keys Server Groups Help 



Jnjxj 



^\m ^^J|P^c£%il ^H 



I Validity | Trust | Size | Description 



Keys 



B S Thanh Long <thanhlong.democrate(2igmail.conn> 
L..^ Thanh Long <thanhlong.dennocrate@gmail.c... 
E^ Que Huong <nguvenquehuDng@gmail.cDm> ^ 



User ID 

DSS ewportable signature 
2048/1024 DH/DSS key pair 



iL 



2} 



1 kjey(s) selected 



J. 



Chu'dng trinh PGP cua Que Hu'dng sau khi tao chla khoa cong khai cho mlnh 
va nhap chla khoa cong khai cua Thanh Long. 
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GuTi thiT 

Que Hitdng guTi thu" cho Thanh Long 

Nhan chuot nut phai tren la thu" muon gu'i 6\ "Thu Que Huong goi Thanh 
Long.txt", chon PGP/Encrypt 



f 


S pubring.pkr ^^^^ QueHuong.asc 
n PGP Public Keyring ^^^ PGP Armored File 
11 2Ko ^.. 2Ko 


a 4 a 


secring.skr 

PGP Private Keyring 

2Ko 


n 


i 


^^^^^^^^^^^^^ .,- Tl-iu Thanl-i Long goi Que 




m 


i 


Ouvrir 










Imprimer 










Creer des ficliiers PDF ou bitmap avec PDFCreator 










Modifier 










Scan with AVG 










Ouvrir avec 


► 








^Ajouteral'archive... 










gAjouter a "Tliu Que Huong goi Tlianh Long .rar" 










gCompresser et envoyer par e-mail. . . 










^Compresser dans "Thu Que Huong goi Thanh Long ,rar" et envoyer par c 


5-mail 








£. Analyser avec I'anti-virus ZoneAlarm 










aPowerlSO 


► 






Envoyer vers 


>■ 


Sign 

Encrypt 8; Sign 




Couper 
Copier 




Wipe 




Create SDA 




Creer un raccourci 
5upprimer 


[ 










Renommer 








Proprietes 
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PGPshell - Key Selection Dialog 



? X 



i 



Drag users Prom l:his lisl: I:q lihe Recipienlis lisl: 



_Validil:y 



Size 



SQueHuong <nguyenquehuong@gmail.conn> 



4j 2048/1024 



SlhanhLong <l:hanhlong,dennocral:e@gnnail.com> 



Recipienl:s_ 



Validil:v | 



Size 



2048/1024 



R Text Output! 
|~ Input Is Text 
V Wipe Original 
|~ Secure Viewer 
|~ Conventional Encryption 
|~ Self Decrypting Archive 



OK 



Cancel 



Help 



- De chla khoa Thanh Long vao 6 Recipients bang each dung chuot nhan nut 
phai va keo xuong vao khung ''Recipients'' 

Chon Text Ouput 

Nhan OK 






Old Keyrings 



ThanhLong.asc 
PGP Armored File 
a » 2Ko 




pubring.pkr 

PGP Public Keyrina 

3Ko 

Thu Thanh Long goi Que 
Huong.txt 
Document texte 




QueHuong.asc 
PGP Armored File 
2Ko 





Type : PGP Armored File 

Date de modification : 02/05/2008 01:27 

Taille : 1004 octets 



''Thu Que Huong goi Thanh Long.txf' du'dc ma hoa v6i chla khoa cong khai 
cua Thanh Long trd thanh "Thu Que Huong goi Thanh Long.txt.asc''. BlTc thu' 
Que Hu'dng g(i\ Thanh Long da du'dc ma hoa. 
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Nhan thiT 

Thanh Long nhan th\J Que HL/dng g(i'\ 'Thu Que Huong goi Thanh 
Long.txt.asc'', khi nhan vao thu', se xuat hien cCra so hoi mat ma, Thanh 
Long dien mat ma vao va doc du'dc thu'. 

Liiu y 

De trao doi thu' v6i nhieu ngu'di can phai nhap chla khoa cong khai cua tCrng 
ngu'di thl m6i c6 the ma hoa du'dc khi gCri di. 
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PHU LUC II 

LAP BLOG TAI YAHOO! 360° 



Hau Phu bien soan 



^^■^1 ot trong nhiJng cong dong viet blog 6\J6c biet den nhieu nhat bd'\ 
P^^^ blogger Viet la Yahoo! 360°, tai dja chi http://360.yahoo.com. 
^^■^™ Phu luc nay c6 nriuc dich gi6i thieu ban doc each lap nen trang 
blog cua rieng nnlnh va ket noi v6i cac blogger khac. Tr\J6c khi nn6 trang blog 
Yahoo! 360°, ban can c6 mot tri/dng muc {account) v6i Yahoo!. Neu ban 
dang dung djch vu email cua Yahoo! thl ban c6 the bo bu'dc dang ky sau day. 

Trang nha Yahoo! 360"" 

Dung phan mem duyet trinh trang web {web browser, thi du nhu' Firefox 
hoac Internet Explorer), ban vao trang http://360.yahoo.com. Trang nha 
cua Yahoo! 360° se hien ra nhu' sau: 



Yahoo! Mv Yahoo! Mail 



Search: r 



)m 



^XXHOOf,360 



o sign In 

' New User? Sign Up 



Vahoo! 360'^ H 



Create your Place on Yahoo! 360** 

A place that's all about you to share with friends and family, ^^^^^^^i 


express 

Your blog, photos, 
interests, and what 
matters to you. 


control keep up create your own page 

How yourpage looks. With the latest from all ^^^^^^^^B 
and who sees what. your friends ^ggg^|j|||j^|^p 

or Siqn In 


Interesting Pages on Yahoo! 360° ^^^^^^^^^^^^^^^^^^^^^^B 

Check out what others are sharing on Yahoo! 360'": 

ADVERTISEMENT 



Trang nha cua Yahoo! 360 
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Dang ky thanh vien m6i 

Bam vao ''Get Started''. Neu ban chi/a c6 tri/dng muc nao tai Yahoo!, bam 
vao ''Sign Up''. Neu ban da c6 tri/dng muc roi thl dang nhap vao v6i bi danh 
(Yahoo! ID) va mat ma (Password). 



iKHOOrsetr 



BET* 



Yahoo! - Help 




Share, what matters to you 

Create your own place online. Share photos. Create a blog. List your favorites, send 
a blast, and more. See an example 

Keep your friends and family close 

Invite them to your place to see what youVe shared. They can create their own place 
and link it to yours. It's a great way to stay up to date. 

Control who sees what 

Share as much as you want, with whomever you want. You decide. 
More aboutVahool 360 



Sign into Yahoo! 



Are you protected? 

Create your sign-in seal. 
(VVhy?) 



YahoollD: f 
Password: \~ 



r~ Keep me signed in 

tor 2 weel^s unless I sign out. Info 
[Uncheck if on 3 shared compLiter] 

Sign In | 
Forget your ID or password? | Help 

Don't have a Yahoo! ID? 

Signing up is easy. 

Sign Up 



One Yalioo! ID. So much fun! 

Use it to check mail, listen to music, 
share photos, play games, instant 
message, and so miuch more, 



Dang nhap (Sign In) hoac dang ky thanh vien m6i (Sign Up) 

De dang ky thanh vien nn6i, bann vao ''Sign Up''. 6 phan 1, ban can dien 
thong tin ca nhan vao cac 6: Ten (First Name), Ho (Last Name), Gi6i tinh 
(Gender), Sinh nhat (Birthday), Ndi d ("I live in"). So vung ("Postal Code")- 
DT nhien, neu ban muon viet blog an danh (xem chL/dng ''Lam the nao de 
blog an danh'') thl ban khong nen de 16 thong tin de ngi/di khac biet ban la 
ai. 

Sau do, d phan 2, ban chon mot bi danh cho dja chi email tai Yahoo! va mat 
ma. Trong tri/dng hdp ban quen bi danh va mat ma cua mlnh, d phan 3, ban 
nen dien vao mot dja chi email khac kem theo cau hoi va cau tra \d\ chi c6 
ban biet di/dc. 
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^SXHOOl 



Yahoo! - Help 




Hi there! 

We'll get you set up on Yahoo! in three easy steps! Just 
answer a few simple questions, select an ID and password; 
and you'll be all set. 



Already have an ID or Mail address? 
Sign In | 

Forget your password or Yahoo! ID? 



I prefer content from | Yahoo! U.S. in English 



-3 



1. Tell us about yourself.. 



My Name 


Fir,i !.!.:,n.t' 


Ust Mame. 






Gender 


- Select One - ^ 










Birthday 


- Select Month - 


^ |""':tiy 1 lYear 








1 live in 


United States 


'H 


Postal Code 

2. Select an ID and passwo 

Yahoo! ID and Email 

Password 

Re-type Password 

3. In case you forget your II 

Alternate Email 










rd 




, @ yahoo.com thecal 








Password Strength 
LZICZJflDIZD 






) or password... 






i 






Security Question 


- Select One- 


- 









Your Answer 



Just a couple more details... 

Type the code shown 
Try a different image • 




Do you agree? I~ I haveread and agree to the Yahoo! Terms of Service and Yahoo! Privacy Policy, and to receive 
important communications from Yahoo!. electronically. 

For your convenience, these documents will be emailed to your Yahoo! Mail account. 



Create My Account 



Cancel 



Sau cung, ban go dung theo dong chiJ hien ra trong 6 C'Type the code 
shown'')- 

Nhap chuoc vao 6 ''I have read and agree to the ..." va bann vao ''Create My 
Account''. 
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Sau khi dang ky thanh cong, trang Chuc mCrng (Congratulations) hien ra: 



Congralutations, Test! 



Dffitiw «ri your tct^uiH ffetailt ■ Prrf Kcarf deanh 

You will need Ihis inferrRalifln lo SEgn m lo Yahtw^ and lo r^Sel your 
|iasswDr4l in case yau for^Bl it. Ple^S-B print aruf keep Ihts 
Inffgrnfritign in i^ safie plac^ fiii futurit re^ere-ftce 



liy YiihDflJ ID jtnd Y^haa! iA^U aM^^sx 

N-BwF Ydih Yahaol Nfa^l address Is ndw abo fnjff 
y-ahaol ID ^s well, sd use ^'eur email 3[td^ss 
inD«f»wp ]rou lAg in ta ViltMt 



-fiJl&iinatfiErrtaiil 

Seeurtiy Q^«f tion 





Yahool 36ff7 



Condinir 



Your Mariifilmg Pieferenccs Select sfvd cuSitiHiiKze Ihe calegoRES of communicaLiDns jau rEce^^ atntji 
YbIidd4 P-rgducta aM sqns^ Ydu csh also £^tH«-&i ttf igpE-D^ af eaeh E^ MailieCiFig PrafaritJKi^ 



Dang ky thanh cong 



Bam "Continue" de tiep tuc 









1 


Join Yahoo! 360° 




F 

1 
1 


='lease verify your information below and click "Continue" to complete 
^our Yahoo! 360" registration. You can change the information now or 
ater, if you want. 




(. 


;reate a nicknamei iTpq+T 

This is how other people will indentify 'fou on 
Yahoo! SfeO'^. 




< 


:ontirm email address: | testjestm ©yahoO.COm jj 

We'll use this email address to send your 
inyites and to send important Yahoo! 360^ 
messages. Your email address will be 
displayed only to people you invite, 
Add a new email address. 

r'our use of Yahoo! 360" is subject to the Yahoo! Terms of Service. 




Can 


'^^' [ Continue ] 







Tham gia cong dong Yahoo! 360^ 
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Vay la ban da c6 mot trang blog rieng! Bam vao ''Start My Page'' de bat dau 
trang tri no theo y muon cua mlnh. 



Welcome, 

TestT 



fl Edit My Page 
^ Invite a Friend 



Visitor Stots: Since May 2008 

Page Views 



1 Total 1 Month | 


Week 1 




Contacts 


|AII360Xontacts 


d 




♦ Yahoo! 360... 


o 


show Messenge 


Contacts 



Yahoo! 360'' News | Beta Feedback 



Home I My Page | My Blog | My Friends | Mailbox | Invite | Search | Settings 



Your own 
friends. 


Yahool360" 


page 

[ 


s the easiest 


way to share your 


at est 


news 


and 


photos 

] 


with family 


and 




Start My Page 










Latest from my friends and favorites 



'See all 



Yahoo! 360 T... 

Q offline 

+ Invite as a Friend 



Introducing 36oplus -a New Vietnamese 
Blog gin g Application 

Hi Everyone, I want to share with you some news from 
Vietnam. Yahoo! unveiled several Vietnam-centric 
initiatives as part of our Southeast Asia business strategy. 

One of the.,, view Blog 
Blog Post - Tue May 06 0S;4Sann PDT 



See All Updates Settings; Friends | Favorites Control Feed Updates 



Trang blog cua rieng ban 

Chi sau ba b\J6c niJa la ban c6 the bat dau viet blog, ket noi v6i blogger 
khac, de lai blnh luan (comment) tren blog khac, v.v va v. v. 6 bi/dc 1, ban 
tao mot bi danh ma blogger khac dung de nhan ra ban. Bam ''Continue'' de 
tiep tuc. 



step 1 of 3 



Create a Nickname 

This is the name other people on Yahoo! 360"" will see. 
[TestT ] 



Skip this step 



Continue 



Bu'dc 1: Tao bi danh 
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6 b\J6c 2, ban chon mot anh tao nen cho trang blog. Bam ''Continue'' de tiep 
tuc. 



step 2 of 3 

Choose a Background 

Select a page theme. You'll have more options later and can change 
the theme anytime. 



5C 



^ Classic ^ Skiing ^ Fish 



M E 




Manicon * Hello Kitty ^ Grid 

Angel 



Skip this step 



Dog 



1 

Jr 



JC^wiAiitue J 



Bitdc 2: Chon anh nen 

6 bL/dc 3, ban dien vao sd thich cua mlnh. Qua sd thich cua ban, cac blogger 
khac se tlm den ban mot each de dang. Bam ''Continue'' de tiep tuc. 



step 3 of 3 

And Your Interests and Favorites 

List things you like or want to recommend. Add more later. Edit 
them anytime. 

My interests: 






Tti do n^on luan, Ttt do bao chi, Tti do bau ctt, Dan 
chu 






Separate items with a comma (ex: hiking, poetry, travel). 

Music 1 like: 






1 






Separate items with a comma (ex: Madonna, Moby, The 
Strokes), 






[ Finish ] 



BiTdc 3: Sd thich cua ban 
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Giao dien (interface) cua Yahoo! 360° bao gom ba muc chinh: 

1. Cot ben trai: anh ti/dng truing (avatar), tin nhan nhanh (quick 
comment). 

2. 6 giiJa: bai viet (blog), bai phe blnh (reviews), danh sach sd thich, 
phim anil, nliac, v. v. (lists), RSS feeds, tliong tin ca nhan (profile). 

3. Cot ben phai: album anh cua ban (Photos, tren Flickr), ban be ket noi 
trong cong dong Yahoo! 360° (Friends), va dien dan (Groups). 

''Blast'' la ndi ban c6 the dang bat clT \d\ nhan, quang cao, hay du'dng link 
den trang web khac. 

Mot khi ban da lam quen v6i trang blog cua mlnh, ban c6 the thay doi each 
trang tri cua blog tuy theo sd thich cua mlnh. 
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Profile Photo 




Add a Photo 

what is a profile photo? 



Test Test, 38 
US 



Edit Contact Settings 



Share Music 



Last updated Tue Hay 06, 2008 
Hermber since May 2008 



Visitor Stats What's this? 

Show to: Public I Just Me ' 

Total Page Views 





All Comments 



Settings 

Select a quick comment ^| 



Create a Blast 

what's this? 



Blog 



Start a Blog 

What is a blog? 



Start Writing Reviews 

What are reviews? 



Interests that I recommend. 

■ Ty do ngon luan ■ Dan chu 

■ Ty do bao chi 

■ Tu' do bau c(r 



Add a Feed (via RSS) 

What is a RSS feed? 



Profile Information 



Create Profile 

what is a profile? 



Edit Lists 



View Lists » 



Share Photos 

what are photo albums? 



■H 

Your Friend Your Friend 

■n 

Your Friend Your Friend 



Invite Friends 

why inuite friends? 



Groups 



Start a Group 
Join a Group 

what are groups? 



Giao dien cua trang blog Yahoo! 360^ 
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Vai SyTRGGIUPCUA 

BO NGOAI GIAO PHAP 

VA 

FRENCH CAISSE DBS DEPOTS ET CONSIGNATIONS 



www.rsf.org 
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